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Welcometo the RedHat EnterpriseLinux SystermAdministation Guide

Intr oduction

TheRedHat EnterpriseLinux Systendministation Guidecontaindnformationonhow to customize
your RedHat EnterpriseLinux systemto t your needslf you arelooking for a step-by-steptask-
orientedguidefor con guring andcustomizingyour systemthis is the manualfor you. This manual
discussesnary intermediatdopicssuchasthefollowing:

- Settingup anetwork interfacecard(NIC)

- Performinga Kickstartinstallation

« Con guring Sambashares

« Managingyour softwarewith RPM

- Determininginformationaboutyour system

- Upgradingyourkernel

This manualis dividedinto thefollowing maincateories:

- Installation-Relat® Reference
- Network-RelatedReference
« SystemCon guration

- PackageManagement

This guideassumegou have abasicunderstandingf your RedHat EnterpriseLinux systemlf you
needhelp installing Red Hat EnterpriseLinux, refer to the RedHat EnterpriseLinux Installation
Guide For more generalinformationaboutsystemadministration refer to the RedHat Enterprise
Linux Introductionto SystemAdministation If you needmore advanceddocumentatiorsuchasan
overview of le systemsrefertotheRedHat EnterpriseLinux RefeenceGuide If you needsecurity
information,referto the RedHat EnterpriseLinux SecurityGuide

HTML, PDF, andRPM versionsof the manualsareavailableon the RedHat EnterpriseLinux Docu-
mentationCD andonlineat http://wwwredhat.com/docs/.

; Note

Although this manual re ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documenta-
tion being nalized. They can be found on the Red Hat Enterprise Linux CD #1 and online at
http://www.redhat.com/docs/.

1. Changes to This Manual

The previous versionof this manualwasnamedthe RedHat Linux CustomizatiorGuide It hasbeen
renamedhe RedHat EnterpriseLinux SystemAdministation Guideto betterre ect the topicsdis-
cussedaswell asto moreclearlyde ne its role in theRedHat documentatiorset.

It hasbeenexpandedo includenew featuresn RedHat EnterpriseLinux 3 aswell astopicsrequested
by ourreadersSigni cant changego this manualinclude:
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Chapter7 UserDe ned Device Names
Thisnew chapterexplainshow to usedevlabel.

Chapter8 Acces<ontol Lists
Thisnew chapterexplainsthehow to useaccessontrollistsfor les anddirectories.

Chapte9 KickstartInstallations
This chaptethasbeenupdatedo includenew kickstartdirectives.

Chapterl0 Kickstart Con gurator
This chaptethasbeenupdatedo includethe new optionsin Kickstart Con gurator .

Chapterl4 PXE NetworklInstallations
Thisnew chapterexplainshow to performa PXE installation.

Chapterl5 DisklessErvironments
Thisnew chapterexplainshow to createa disklesservironment.

Chapter24 Samba
This chapterthasbeenupdatedor SambaB3.0 andnow explainshow to mountSambashares.

Chapter32 Keyboad Con guration
Thisnew chapterexplainsthe Keyboard Con guration Tool.

Chapter33 MouseCon guration
Thisnew chapterexplainsthe Mouse Con guration Tool.

Chapter34 X Window SystenCon guration
Thisnew chapterexplainsthe X Con guration Tool.

Chapter38 Log Files
This chaptethasbeenupdatedo explain the new featuresof Log Viewer.

Chapter39 Upgradingthe Kernel
This chaptethasbeenupdatedo explain thenew kernelpackagesiswell ashow to upgradethe
kernelonarchitecturestherthanx86.

Chapted30OPro le
Thisnew chapterexplainsthehow to usethe OPro le systenpro ler.

2. Document Conventions

When you readthis manual,certainwords are representedn different fonts, typefaces,sizes,and
weights.This highlightingis systematicgifferentwordsarerepresenteth the samestyleto indicate
their inclusionin a speci c catgory. The typesof wordsthat are representedhis way include the
following:
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command

Linux commandgandotheroperatingsystemcommandswhenused)arerepresentethis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimesa commandcontainswords thatwould be
displayedn adifferentstyleontheirown (suchas le names)In thesecasesthey areconsidered
to bepartof thecommandsotheentirephrases displayedasa commandFor example:

Usethecat testfile commando view thecontentf a le, namedestfile ,inthecurrent
working directory

file name

File namesdirectorynamespathsandRPM packageamesarerepresentethis way. Thisstyle
shouldindicatethataparticular le or directoryexistsby thatnameon your systemExamples:

The.bashrc le in yourhomedirectorycontainsbashshellde nitions andaliasedor yourown
use.

The/etc/fstab le containanformationaboutdifferentsystendevicesand le systems.
Installthewebalizer RPMif youwantto useaWebsenerlog le analysisprogram.

application

This styleindicatesthatthe programis anend-usemlpplication(asopposedo systemsoftware).
For example:

UseMozilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style. For example:

To use[Tab]completion typein acharacteandthenpressthe[Tab]key. Yourterminaldisplays
thelist of les in thedirectorythatstartwith thatletter

[key]-[combination]
A combinationof keystrolesis representeéh thisway. For example:

The[Ctrl]-[Alt]-[Backspace]key combinationexits your graphicalsessiorandreturnyouto the
graphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreernor window is shawvn in this style. Text
shavn in this style is beingusedto identify a particularGUI screenor an elementon a GUI
screern(suchastext associateavith acheckboxor eld). Example:

SelectheRequire Password checkboxf youwouldlike yourscreenszerto requirea passverd
beforestopping.

top level of amenuon a GUI screenor window

A word in this styleindicatesthatthe word is the top level of a pulldovn menu.lf you click on
theword onthe GUI screentherestof the menushouldappearFor example:

Under File on a GNOME terminal, the New Tab option allows you to open multiple shell
promptsin the samewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they are shavn like the
following example:

Goto Main Menu Button (onthe Panel)=> Programming => Emacsto startthe Emacstext
editor
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button on a GUI screenor window
Thisstyleindicateghatthetext canbefoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer output

Text in this styleindicategtext displayedto a shellpromptsuchaserrormessageandresponses
to commandsFor example:

Thels commandisplaysthe contentsf a directory For example:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responséo the command(in this case the contentsof the directory)is
shavnin this style.
prompt

A prompt,whichis acomputers way of signifying thatit is readyfor you to input somethingijs
shawn in this style.Examples:

$

#

[stephen@maturin stephen]$
leopard  login:

user input

Text thatthe userhasto type, eitheronthe commandine, or into a text box ona GUI screenjs
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto the text basednstallationprogram,you musttypein thetext com-
mandattheboot: prompt.
replaceable

Text usedfor exampleswhichis meantto bereplacedvith dataprovidedby theuseris displayed
in this style.In thefollowing example, version-number is displayedn this style:

The directory for the kernel source is /usr/src/ version-number /, where
version-number is theversionof thekernelinstalledon this system.

Additionally, we useseveral differentstratgiesto drav your attentionto certainpiecesof informa-
tion. In orderof how critical the informationis to your system theseitemsare marked asnote, tip,
important,caution,or awarning.For example:

' ; Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

@

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.
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Impor tant

If you modify the DHCP con gur ation le , the changes will not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

&Warning

Be careful to remove only the necessary Red Hat Enterprise Linux partitions. Removing other parti-
tions could result in data loss or a corrupted system environment.

3. More to Come

TheRedHat EnterpriseLinux SystenAdministation Guideis partof RedHat's growving commitment
to provide usefulandtimely supporto RedHat Enterpriselinux users As new toolsandapplications
arereleasedthis guidewill beexpandedo includethem.

3.1. Send in Your Feedback

If you spota typo in the RedHat EnterpriseLinux SystemAdministation Guide or if you have
thoughtof a way to make this manualbetter we would love to hearfrom you! Pleasesubmitareport
in Bugzilla (http://lugzilla.redhatom/bugdi a/) againsthecomponenthel-sag

Be sureto mentionthemanuals identi er:
rhel-sag(EN)-3-Print-RHI (2003-07-25T17:10)

By mentioningthis manuals identi er, we will know exactly which versionof theguideyou have.

If you have a suggestiorfor impraving the documentationiry to be asspeci c aspossible.If you
have found an error, pleaseincludethe sectionnumberand someof the surroundingtext sowe can
nd it easily

4. Sign Up for Suppor t

If youhave aneditionof RedHat EnterpriseLinux 3, pleaseemembeto signup for thebene tsyou
areentitledto asa RedHat customer

Youwill beentitledto ary or all of thefollowing bene ts,dependingiponthe productyou purchased:

- RedHatsupport— Gethelpwith your installationquestiondrom RedHat, Inc!'s supportteam.
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- RedHatNetwork — Easily updateyour packagesindreceve securitynoticesthatarecustomized
for your systemGoto http://rhn.redhat.confbr moredetails.

« UndertheBrim: TheRedHat E-Newsletter— Every month,getthe latestnewvs andproductinfor-
mationdirectly from RedHat.

To signup, goto http://wwwredhat.com/apps/aeate/. Youwill nd yourProductD onablack,red,
andwhite cardin your RedHat EnterpriseLinux box.

To readmore abouttechnicalsupportfor Red Hat EnterpriseLinux, referto the Getting Technical
SupportAppendixin the RedHat EnterpriseLinux Installation Guide

Goodluck, andthankyou for choosingRedHat EnterpriseLinux!
TheRedHat Documentatiorfeam



I. File Systems

File systenrefersto the les anddirectoriesstoredon a computerA le systemcanhave different
formatscalled le systentypes Theseformatsdeterminehow the informationis storedas les and
directories.Some le systemtypesstoreredundantopiesof the data,while some le systemtypes
male harddrive accesdaster This partdiscusseshe ext3, swap, RAID, andLVM le systentypes.
It alsodiscussesheparted utility to managepartitions,thedevliabel utility to createuserde ned
device namesandaccesgontrollists (ACLs) to customizele permissions.

Table of Contents

1. THE EXIBFIlE SYSEIM...c.cuiuiiiiiecieiriei ettt 1
2. SWAP SPACE ...ttt ettt ettt sttt sttt se ettt h b s b e h e eb ek E kR s b e n bR et e b e neae
3.RedundantArray of IndependentDisks (RAID) . .
4. Logical Volume Manager (LVIM) ..ot se s seees
5. Managing DiSK STOTAQE. ....c.cueururuririiireeicieieieieiee sttt ettt enen
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The ext3 File System

Thedefault le systemis thejournalingext3 le system.

1.1. Features of ext3

Theext3 le systemis essentiallyanenhancedrersionof theext2 le system.Theseimprovements
provide thefollowing advantages:

Availability

After an unexpectedpower failure or systemcrash(also called an uncleansystemshutdowd,
eachmountedext2 le systemon the machinemustbe checled for consisteng by the e2fsck
program.This is a time-consumingrocesghat candelay systemboottime signi cantly, espe-
cially with large volumescontaininga large numberof les. During this time, ary dataon the
volumesis unreachable.

The journalingprovided by the ext3 le systemmeansthatthis sortof le systemcheckis no
longernecessanafter an uncleansystemshutdevn. The only time a consisteng checkoccurs
using ext3 is in certainrare hardvare failure cases suchas hard drive failures. The time to
recoveranext3 le systemafteranuncleansystemshutdevn doesnotdependbnthesizeof the
le systemor thenumberof les; rather it dependon the sizeof the journal usedto maintain
consisteng. Thedefault journalsizetakesabouta secondo recover, dependingn the speedf
thehardvare.

Datalntegrity

Theext3 le systenprovidesstrongedataintegrity in theeventthatanunclearsystenshutdovn
occurs.Theext3 le systemallows you to choosehetypeandlevel of protectionthatyour data
receves. By default, the ext3 volumesare con gured to keepa high level of dataconsisteng
with regardto the stateof the le system.

Speed

Despitewriting somedatamore than once,ext3 hasa higherthroughputin most casesthan
ext2 becauseext3's journaling optimizeshard drive headmotion. You can choosefrom three
journalingmodesto optimizespeedbut doingsomeangradeoffs in regardsto dataintegrity.

EasyTransition

It is easyto changefrom ext2 to ext3 andgain the bene ts of a robustjournaling le system
withoutreformatting.Referto Sectionl.3 Convertingto an ext3 File Systenfor moreon how to
performthis task.

If you performeda freshinstallation,thedefault le systemassignedo the systems Linux partitions
is ext3. If youupgraddrom aversionthatusesext2 partitions,theinstallationprogramallows you to
corvert thesepartitionsto ext3 partitionswithout losingdata.Referto the appendixitled Upgrading
Your CurrentSystenin the RedHat EnterpriseLinux Installation Guidefor details.

The following sectionswalk you throughthe stepsfor creatingand tuning ext3 partitions.For ext2
partitions skipthepartitioningandformatingsectionselonv andgodirectlyto Sectionl.3Corverting
to anext3 File System
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1.2. Creating an ext3 File System

After installation,it is sometimesiecessaryo createanew ext3 le systemFor example,if youadd
anew diskdrive to the systemyou maywantto partitionthedrive andusetheext3 le system.

Thestepsfor creatinganext3 le systemareasfollows:

1. Createthe partitionusingparted  or fdisk
2. Formatthe partitionwith theext3 le systemusingmkfs .
3. Labelthe partitionusinge2label
4. Createthemountpoint.
5. Add thepartitionto /etc/fstab
Referto Chapter5 Managing Disk Storage for informationon performingthesesteps.

1.3. Converting to an ext3 File System

Thetune2fs programcanadda journal to an existing ext2 le systemwithout alteringthe data
alreadyonthepartition.If the le systemis alreadymountedwhile it is beingtransitionedthejournal
will bevisible asthe le .journal  in therootdirectoryof the le systemlf the le systemis not
mountedthejournalwill behiddenandwill notappeain the le systematall.

To corvertanext2 le systento ext3, login asrootandtype:
/sbin/tune2fs -j /devl hdbX

In theabore commandreplace/dev/hdb with thedevice nameandX with the partitionnumber
After doingthis, becertainto changethe partitiontypefrom ext2 to ext3 in /etc/fstab

If youaretransitioningyourroot le systemyouwill haveto useaninitrd  image(or RAM disk)to
boot. To createthis, run themkinitrd ~ program.For informationon usingthe mkinitrd ~ command,
typeman mkinitrd . Also make sureyour GRUB or LILO con gurationloadstheinitrd

If youfail to make this changethe systemwill still boot,but the le systemwill be mountedasext2
insteadof ext3.

1.4. Reverting to an ext2 File System

Becausext3 is relatvely new, somedisk utilities do not yet supportit. For example,you may need
to shrink a partition with resize2fs , which doesnot yet supportext3. In this situation,it may be
necessaryo temporarilyreverta le systemto ext2.

To reverta partition,you must rst unmountthe partitionby loggingin asroot andtyping:
umount /dev/ hdbX

In theabose commandreplace/dev/hdb with thedevice nameand X with the partition number For
theremaindenof this section the samplecommandswill usehdbl for thesevalues.

Next, changethe le systentypeto ext2 by typing thefollowing commandasroot:
Isbin/tune2fs -O "has_journal /dev/ hdbl
Checkthe partitionfor errorsby typing thefollowing commandasroot:

Isbin/e2fsck -y /dev/ hdbl
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Thenmountthe partitionagainasext2 le systenmby typing:
mount -t ext2 /dev/ hdbl /mount/point

In theabore commandreplacemount/point with the mountpoint of the partition.

Next, remove the .journal le attherootlevel of the partitionby changingo thedirectorywhereit
is mountedandtyping:

rm -f journal

You now have anext2 partition.
If youpermanentlychangehe partitionto ext2, remembeto updatethe /etc/fstab le.
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Swap Space

2.1. What is Swap Space?

Swapspacen Linux is usedwhentheamountof physicalmemory(RAM) is full. If thesystemneeds
morememoryresourcegndthe physicalmemoryis full, inactive pagesn memoryaremovedto the
swap space While swap spacecan help machineswith a small amountof RAM, it shouldnot be
considerechreplacementor moreRAM. Swap spaces locatedon harddrives,which have a slower
accessime thanphysicalmemory

Swap spacecanbe adedicatedswap partition (recommendedj swap le, or acombinationof swap
partitionsandswap les.

The size of your swap spaceshouldbe equalto twice your computers RAM, or 32 MB, whichever
amountis larger, but nomorethan2048MB (or 2 GB).

2.2. Adding Swap Space

Sometimest is necessaryo add moreswap spaceafterinstallation.For example,you may upgrade
the amountof RAM in your systemfrom 64 MB to 128 MB, but thereis only 128 MB of swap
space.lt might be adwantageougo increasethe amountof swap spaceto 256 MB if you perform
memory-intenseperationr run applicationghatrequirea large amountof memory

You have two options:adda swap partitionor addaswap le. It is recommendethatyouaddaswap
partition,but thatcanbedif cult if youdo nothave ary free spaceavailable.

To adda swap partition (assumingdev/hdb2  is theswap partitionyou wantto add):

1. The hard drive cannot bein use(partitionscannot be mounted,and swap spacecan not be
enabled).The partition table shouldnot be modi ed while in usebecausehe kernelmay not
properly recognizethe changesData could be overwitten by writing to the wrong partition
becausehe partition table and partitionsmounteddo not match. The easiestvay to achiee
this is to boot your systemin rescuemode.Referto Chapterll Basic SystemRecwery for
instructionson bootinginto rescuenode Whenpromptedo mountthe le systemselectSkip.

Alternately if the drive doesnot containary partitionsin use,you canunmountthemandturn
off all the swap spaceon the harddrive with the swapoff command.

2. Createthe swappartitionusingparted :

« At a shell promptasroot, type the commandparted /dev/ hdb, where/dev/hdb is the
device namefor the harddrive with free space.

« Atthe(parted) prompt,typeprint toview theexisting partitionsandtheamountof free
space Thestartandendvaluesarein megabytesDeterminehow muchfree spaces on the
harddrive andhov muchyouwantto allocatefor anew swap partition.

« At the (parted) prompt,type mkpartfs  part-type linux-swap start end,
wherepart-type is oneof primary, extendedor logical, start  is the startingpoint of
thepartition,andend is the endpoint of the partition.
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&Warning

Changes take place immediately; be careful when you type.

« Exit parted by typing quit

3. Now that you have createdthe swap partition, usethe commandmkswap to setupthe swap
partition. At a shellpromptasroot, type the following:
mkswap /dev/hdb2

4. To enablethe swap partitionimmediately type the following command:
swapon /dev/hdb2

5. To enablet atboottime, edit /etc/fstab toinclude:
/dev/hdb2 swap swap defaults 00

Thenext time the systemboots,it enableghe nen swap partition.

6. After addingthe new swap partitionandenablingit, verify it is enabledby viewing the output
of thecommanctat /proc/swaps  orfree .

To addaswap le:

1. Determinethe size of the new swap le in megabytesand multiple by 1024to determinethe
block size.For example theblock sizeof a64 MB swap le is 65536.

2. At ashellpromptasroot, type the following commandwith count beingequalto the desired
blocksize:
dd if=/devi/zero of=/swapfile bs=1024 count=65536

3. Setuptheswap le with thecommand:
mkswap /swapfile

4.To enabletheswap le immediatelybut notautomaticallyat boottime:
swapon /swapfile

5. To enabldt atboottime, edit /etc/fstab toinclude:
Iswapfile swap swap defaults 00

Thenext time the systemboots,it enableshenewn swap le.

6. After addingthenew swap le andenablingit, verify it is enabledoy viewing the outputof the
commanctat /proc/swaps  or free .

2.3. Removing Swap Space

To remave a swappartition:

1. The hard drive cannot be in use(partitionscan not be mounted,and swap spacecan not be
enabled)Theeasiestvayto achieze thisit to bootyoursystemn rescuenode Referto Chapter
11 Basic SystenmRecwery for instructionson bootinginto rescuemode. When promptedto
mountthe le systemgselectSkip.

Alternately if the drive doesnot containary partitionsin use,you canunmountthemandturn
off all the swap spaceon the harddrive with the swapoff command.

2. At a shell promptasroot, executethe following commando make surethe swap partition is
disabledwhere/dev/ihdb2  is theswap partition):
swapoff /dev/hdb2

3. Remae its entryfrom /etc/fstab
4. Remave the partitionusingparted :
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« At ashell promptasroot, type the commandparted /dev/ hdb, where/dev/ hdb is the
device namefor the harddrive with the swapspaceo beremoved.

+ At the (parted)  prompt,type print  to view the existing partitionsand determinethe
minor numberof the swap partitionyou wish to delete.

« Atthe(parted) prompt,typerm MINOR whereMINORIs the minor numberof the parti-
tion youwantto remove.

&Warning

Changes take effect imnmediately; you must type the correct minor number.

« Typequit toexit parted .

Toremove aswap le:

1. At a shell prompt as root, executethe following commandto disablethe swap le (where
/swapfile  istheswap le):
swapoff /swapfile

2. Remare its entryfrom /etc/fstab

3.Remae theactual le:
rm /swapfile

2.4. Moving Swap Space

To move swapspacedrom onelocationto anotherfollow the stepsfor remaving swapspaceandthen
follow the stepsfor addingswapspace.
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Redundant Array of Independent Disks (RAID)

3.1. What is RAID?

The basicideabehindRAID is to combinemultiple small, inexpensve disk drivesinto an arrayto
accomplistperformancer redundang goalsnot attainablewith onelarge andexpensve drive. This
arrayof drivesappeargo the computerasa singlelogical storageunit or drive.

RAID is amethodin which informationis spreadacrossseveral disks,usingtechniquesuchasdisk
striping (RAID Level 0), diskmirroring (RAID level 1), anddiskstriping with parity (RAID Level 5)
to achieve redundang, lower lateny and/orincreasebandwidthfor readingor writing to disks,and
maximizetheability to recover from harddisk crashes.

The underlyingconceptof RAID is thatdatamay be distributed acrosseachdrive in the arrayin a
consistentannerTo do this, thedatamust rst bebrokeninto consistently-sizedhunks(often32K
or 64K in size,althoughdifferent sizescanbe used).Eachchunkis thenwritten to a harddrive in
RAID accordingto the RAID level used Whenthe datais to beread,the processs reversed giving
theillusion thatmultiple drivesareactuallyonelargedrive.

3.2. Who Should Use RAID?

Anyonewho needsto keeplarge quantitiesof dataon hand(suchasa systemadministratorwould
bene t by usingRAID technologyPrimaryreasongo useRAID include:

- Enhancedpeed
« Increasedtoragecapacityusingasinglevirtual disk
+ Lessenedmpactof adiskfailure

3.3. Hardware RAID versus Software RAID
Therearetwo possibleRAID approacheddardwareRAID andSoftwareRAID.

3.3.1. Hardware RAID

The hardvare-basedystemmanageshe RAID subsystenindependentlfrom the hostandpresents
to thehostonly asingledisk perRAID array

An exampleof aHardwareRAID device would beonethatconnectso a SCSlcontrollerandpresents
theRAID arraysasasingleSCSldrive. An externalRAID systemmovesall RAID handling"intelli-
gence'into a controllerlocatedin the externaldisk subsystemThewhole subsystenis connectedo
the hostvia anormalSCSicontrollerandappeargo thehostasa singledisk.

RAID controllersalsocomein the form of cardsthat act like a SCSI controller to the operating
systembut handleall of the actualdrive communicationghemseles. In thesecasesyou plug the
drivesinto the RAID controllerjust like you would a SCSlcontroller but thenyou addthemto the
RAID controllers con guration,andthe operatingsystemnever knows the difference.
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3.3.2. Software RAID

Software RAID implementshe variousRAID levelsin the kerneldisk (block device) code.It offers
the cheapespossiblesolution, as expensve disk controller cardsor hot-swap chassis' are not re-
quired.Software RAID alsoworkswith cheapelDE disksaswell asSCSldisks.With todays fast
CPUs,SoftwareRAID performanceanexcel againstHardwareRAID.

The MD driver in the Linux kernelis an exampleof a RAID solutionthatis completelyhardvware
independentTheperformancef asoftware-basedrrayis dependendnthesener CPUperformance
andload.

For informationon con guring Software RAID duringinstallation,referto the Chapterl2 Softwae
RAID Con guration.

For thoseinterestedn learningmoreaboutwhatSoftwareRAID hasto offer, hereis abrief list of the
mostimportantfeatures:

+ Threadedeluild process

 Kernel-basedon guration

- Portability of arraysbetweerlLinux machineswvithoutreconstruction

- Backgroundedrrayreconstructiorusingidle systenresources

+ Hot-swappabledrive support

- AutomaticCPU detectionto take adantageof certainCPU optimizations

3.4. RAID Levels and Linear Suppor t

RAID supportsvariouscon gurations,includinglevels 0, 1, 4, 5, andlinear TheseRAID typesare
de ned asfollows:

- Level 0 — RAID level 0, oftencalled"striping," is a performance-orientestripeddatamapping
technique This meansthe databeingwritten to the arrayis broken down into stripsandwritten
acrosghe memberdisksof thearray allowing high I/O performanceat low inherentcostbut pro-
videsno redundang The storagecapacityof a level 0 arrayis equalto the total capacityof the
memberdisksin aHardwareRAID or thetotal capacityof membermpartitionsin a Software RAID.

- Level 1 — RAID level 1, or "mirroring," hasbeenusedlongerthanary otherform of RAID.
Level 1 pravidesredundang by writing identicaldatato eachmemberdisk of the array leaving
a "mirrored" copy on eachdisk. Mirroring remainspopulardueto its simplicity andhigh level of
dataavailability. Level 1 operateswith two or more disks that may use parallel acces<or high
data-transferateswhenreadingbut more commonlyoperateindependentiyto provide high 1/0
transactiorrates.Level 1 providesvery gooddatareliability andimproves performanceor read-
intensie applicationsbut at a relatively high cost.? The storagecapacityof the level 1 arrayis
equalto the capacityof oneof themirroredharddisksin a HardwareRAID or oneof themirrored
partitionsin a Software RAID.

1. A hot-swapchassisllowsyouto remove a harddrive without having to power-down your system.
2. RAID level 1 comesat a high costbecauseou write the sameinformationto all of the disksin the array

which wasteddrive spaceFor example,if you have RAID level 1 setup sothatyourroot (/) partitionexistson
two 40G drives,you have 80Gtotal but areonly ableto acces€l0G of that80G. The other40G actslik e amirror
of the rst 40G.
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- Level4— Level 4 usesparity ® concentratedn asingledisk drive to protectdata.lt is bettersuited
to transactionl/O ratherthanlarge le transfersBecausehe dedicatedparity disk representsn
inherentbottleneckjevel 4 is seldomusedwithout accompaying technologiesuchaswrite-back
caching AlthoughRAID level 4 is anoptionin someRAID partitioningschemesit is notanoption
allovedin RedHat EnterpriseLinux RAID installations? The storagecapacityof HardwareRAID
level 4 is equalto the capacityof memberdisks, minus the capacityof one memberdisk. The
storagecapacityof SoftwareRAID level 4 is equalto the capacityof the memberpartitions,minus
thesizeof oneof the partitionsif they areof equalsize.

- Level 5— Thisis themostcommontype of RAID. By distributing parity acrosssomeor all of an
arrays memberdisk drives,RAID level 5 eliminatesthe write bottleneckinherentin level 4. The
only performancebottleneckis the parity calculationprocessWith modernCPUsand Software
RAID, thatusuallyis not a very big problem.As with level 4, the resultis asymmetricaperfor
mancewith readssubstantiallyoutperformingwrites.Level 5 is oftenusedwith write-backcaching
to reducethe asymmetry The storagecapacityof Hardware RAID level 5 is equalto the capacity
of memberdisks,minusthe capacityof onememberdisk. The storagecapacityof SoftwareRAID
level 5 is equalto the capacityof the memberpartitions,minusthe size of one of the partitionsif
they areof equalsize.

« Linear RAID — Linear RAID is a simple groupingof drivesto createa larger virtual drive. In
linearRAID, thechunksareallocatedsequentiallfrom onememberdrive, goingto thenext drive
only whenthe rst is completely lled. This groupingprovides no performancebene t, asit is
unlikely thatary 1/0O operationswill be split betweermembenrdrives.Linear RAID alsooffersno
redundang and, in fact, decreaseseliability — if any one memberdrive fails, the entire array
cannotbe used.The capacityis thetotal of all memberdisks.

3. Parity informationis calculatedbasedon the contentsof the restof the memberdisksin the array This
informationcanthenbeusedto reconstructiatawhenonediskin thearrayfails. Thereconstructedatacanthen
be usedto satisfyl/O requestso thefailed disk beforeit is replacedandto repopulatehefailed disk afterit has

beenreplaced.
4. RAID level 4 takesup the sameamountof spaceasRAID level 5, but level 5 hasmoreadwantageskFor this

reasonlevel 4 is not supported.
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Logical Volume Manager (LVM)

4.1. What is LVM?

LVM is amethodof allocatingharddrive spacento logical volumesthatcanbe easilyresizednstead
of partitions.

With LVM, theharddrive or setof harddrivesis allocatedo oneor morephysicalvolumesA physical
volumecannot spanover morethanonedrive.

The physicalvolumesare combinedinto logical volumegroups with the exceptionof the /boot/
partition.The/boot/  partitioncannotbeon alogical volumegroupbecausé¢he bootloadercannot
readit. If theroot/ partitionis onalogical volume,createa separatéboot/  partitionwhichis nota
partof avolumegroup.

Sincea physicalvolume cannot spanover morethanonedrive, to spanover morethanonedrive,
createoneor morephysicalvolumesperdrive.

v

Physical Volume Physical Volume PnysmalVqume /boot
9.1 GB 9.1GB 9.1GB 75 MB(e<13)
Logical Volume Goup
(9.1 GBx 3) - 75 MB

Figure 4-1. Logical Volume Group

Thelogical volumegroupis divided into logical volumeswhich areassignednountpointssuchas
/home and/ and le systemtypessuchasext3. When"partitions"reachtheirfull capacityfreespace
from thelogical volumegroupcanbeaddedo thelogical volumeto increasehesizeof thepartition.
Whena new harddrive is addedto the system,t canbe addedto the logical volumegroup,andthe
logical volumesthatarethe partitionscanbe expanded.
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Logical Volume Goup
(9.1GBx3)-75MB

v

Logical Volume Logical Volume Free ace
/home /
20 GB 2GB 5GB

Figure4-2. Logical Volumes

On the otherhand,if a systemis partitionedwith the ext3 le systemthe harddrive is divided into
partitionsof de ned sizes If apartitionbecomedull, it is not easyto expandthe sizeof the partition.
Evenif thepartitionis movedto anothetharddrive, the original harddrive spacehasto bereallocated
asadifferentpartitionor notused.

LVM supportmustbe compiledinto the kernel. The default Red Hat kernelis compiledwith LVM
support.

Tolearnhow to con gure LVM duringtheinstallationprocessteferto Chapterl 3LVM Con guration.

4.2. Additional Resour ces
Usethesesourcego learnmoreaboutLVM.

4.2.1. Installed Documentation

« rpm -qd Ivm — This commandshaws all the documentatioravailable from the lvm package,
includingmanpages.

4.2.2. Useful Websites

« http://wwwsistina.com/productsvih.htm — LVM webpagewhich containsan overview, link to
themailing lists,andmore.

« http://tldp.og/HOWTO/LVM-HOWTO/ — LVM HOWTO from the Linux DocumentatiorProject.
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Chapter 5.
Managing Disk Storage

Marny usersneedto view the existing partitiontable,changethe sizeof the partitions,remove parti-
tions, or addpartitionsfrom free spaceor additionalharddrives. The utility parted allows usersto
performthesetasks.This chapterdiscussesiow to useparted to perform le systentasks.

If youwantto view the systems disk spaceusageor monitor the disk spaceusagereferto Section
42.3File Systems

You musthave the parted packagenstalledto usethe parted utility. To startparted , ata shell
promptasroot,typethecommancdparted  /devihdb , where/dev/hdb is thedevice namefor the
drive youwantto con gure. The(parted)  promptis displayedTypehelp toview alist of available
commands.

If youwantto createremave, or resizea partition, the device cannotbein use(partitionscannotbe
mountedandswapspacecannot beenabled)The partitiontableshouldnotbemodi ed while in use
becausehe kernelmay not properlyrecognizethe changesDatacould be overwrittenby writing to

thewrong partitionbecausehe partitiontableandpartitionsmounteddo not match.The easiestvay
to achieve thisit to bootyour systemin rescuemode.Referto Chapterl1 BasicSystenRecweryfor

instructionson bootinginto rescuemode.Whenpromptedto mountthe le systemselectSkip.

Alternately if thedrive doesnotcontainary partitionsin use,youcanunmounthemwith theumount
commandandturn off all the swapspaceon the harddrive with the swapoff command.

Table5-1 containsalist of commonlyusedparted commandsThesectionghatfollow explainsome
of themin moredetail.

Command Description

check minor-num Performasimplecheckof the le system

cp from to Copy le systemfrom onepartitionto another;
from andto aretheminornumbersof the
partitions

help Displaylist of availablecommands

mklabel label Createadisk labelfor thepartitiontable

mkfs minor-num file-system-type Createa le systemof type
file-system-type

mkpart part-type  fs-type  start-mb Make a partitionwithout creatinganew le

end-mb system

mkpartfs  part-type fs-type  start-mb Make a partitionandcreatethe speci ed le

end-mb system

move minor-num start-mb  end-mb Move the partition

name minor-num name Namethepartitionfor Mac andPC98disklabels
only

print Displaythe partitiontable

quit Quit parted

rescue start-mb  end-mb Rescuealostpartitionfrom start-mb ~ to

end-mb
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Command Description

resize  minor-num start-mb  end-mb Resizethepartitionfrom start-mb ~ to
end-mb

rm minor-num Remave the partition

select  device Selectadifferentdevice to con gure

set minor-num flag state Sf(fetthe ag onapartition;state is eitheronor
0

Table5-1.parted commands

5.1. Viewing the Partition Table
After startingparted , typethefollowing commando view the partitiontable:

print
A tablesimilarto thefollowing appears:

Disk geometry for /dev/hda: 0.000-9765.492 megabytes
Disk label type: msdos

Minor Start End Type Filesystem Flags
1 0.031 101.975 primary ext3 boot
2 101.975 611.850 primary linux-swap

3 611.851 760.891 primary ext3

4 760.891 9758.232 extended Iba

5 760.922 9758.232 logical ext3

The rst line displaysthe size of the disk, the secondine displaysthe disk label type, andthe re-
maining output shaws the partition table. In the partition table,the Minor numberis the partition
number For example,the partitionwith minor numberl corresponds$o /devihdal . The Start and
End valuesarein megabytes.The Type is one of primary, extended,or logical. The Filesystemis
the le systemtype,which canbe oneof ext2, ext3, FAT, hfs, jfs, linux-swap, ntfs, reiserfs,hp-ufs,
sun-ufs,or xfs. The Flags columnlists the ags setfor the partition. Available ags areboot, root,
swap, hidden,raid, lvm, or Iba.

@,

To select a different device without having to restart parted , use the select command followed by
the device name such as /dev/hdb . Then, you can view its partition table or con gure it.

5.2. Creating a Partition

&Warning

Do not attempt to create a partition on a device that is in use.

Beforecreatinga partition, bootinto rescuemode(or unmountary partitionson the device andturn
off ary swapspaceonthedevice).
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Startparted , where/dev/hda is thedevice onwhichto createthe partition:
parted /dev/ hda

View the currentpartitiontableto determindf thereis enoughfreespace:
print

If thereis notenoughfree spaceyou canresizean existing partition. Referto Section5.4 Resizinga
Partition for details.

5.2.1. Making the Partition

From the partition table, determinethe startand end points of the new partition andwhat partition
typeit shouldbe.You canonly have four primary partitions(with no extendedpartition) on a device.
If you needmorethanfour partitions,you canhave threeprimary partitions,oneextendedpartition,
and multiple logical partitionswithin the extended.For an overview of disk partitions,refer to the
appendixAn Introductionto Disk Partitionsin the RedHat EnterpriseLinux Installation Guide

For example,to createa primary partitionwith anext3 le systemfrom 1024megabytesuntil 2048
megabyteson a harddrive typethefollowing command:

mkpart primary ext3 1024 2048

@

If you use the mkpartfs command instead, the le system is created after the partition is created.
However, parted does not support creating an ext3 le system. Thus, if you wish to create an ext3 le
system, use mkpart and create the le system with the mkfs command as described later. mkpartfs
works for le system type linux-swap.

Thechangestarttaking placeassoonasyou presgEnter], soreview the commandeforeexecuting
toit.

After creatingthe partition, usethe print commando con rm thatit is in the partition table with
the correctpartitiontype, le systemtype, andsize.Also rememberthe minor numberof the new
partitionsothatyou canlabelit. You shouldalsoview the outputof

cat /proc/partitions

to malke surethe kernelrecognizeshe new partition.

5.2.2. Formating the Partition
Thepartitionstill doesnothave a le systemCreatethe le system:

/sbin/mkfs -t ext3 /dev/ hdb3
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&Warning

Formatting the partition permanently destroys any data that currently exists on the partition.

5.2.3. Labeling the Partition

Next, give the partitionalabel.For example,if thenew partitionis /dev/hda3 andyouwantto label
it /work :

e2label  /dev/hda3  /work

By default, theinstallationprogramusesthe mountpoint of the partitionasthelabelto make surethe
labelis unique.You canuseary labelyouwant.

5.2.4. Creating the Mount Point
As root, createthemountpoint:

mkdir  /work

5.2.5. Add to /etc/fstab

As root, edit the /etc/fstab le toincludethe new partition. The new line shouldlook similar to
thefollowing:
LABEL=/work Iwork ext3 defaults 12

The rst columnshouldcontainLABEL= followed by the label you gave the partition. The second
columnshouldcontainthe mountpoint for the new partition, andthe next columnshouldbe the le
systentype(for example,ext3 or swap).If youneedmoreinformationabouttheformat,readtheman
pagewith thecommandnan fstab

If the fourth columnis the word defaults , the partition is mountedat boot time. To mountthe
partitionwithoutrebootingasroot, typethe command:

mount /work

5.3. Removing a Partition

&Warning

Do not attempt to remove a partition on a device that is in use.

Beforeremoving a partition,bootinto rescuemode(or unmountary partitionsonthedevice andturn
off ary swapspaceonthedevice).

Startparted , where/dev/hda is the device onwhichto remaove thepartition:



Chapter 5. Managing Disk Storage 19

parted /dev/ hda
View the currentpartitiontableto determinethe minor numberof the partitionto remove:
print

Remae the partitionwith thecommandm. For example to remove the partitionwith minor number
3:

m 3

Thechangestarttakingplaceassoonasyou presgEnter], soreview thecommandeforecommitting
toit.

After removing thepartition,usetheprint  commando con rm thatit is remosedfrom the partition
table.You shouldalsoview the outputof

cat /proc/partitions

to make surethekernelknows the partitionis removed.

The last stepis to remove it from the /etc/fstab le. Find the line that declaresthe removed
partition,andremove it from the le.

5.4. Resizing a Partition

&Warning

Do not attempt to resize a partition on a device that is in use.

Beforeresizinga partition, bootinto rescuemode(or unmountary partitionson the device andturn
off ary swapspaceonthedevice).

Startparted , where/dev/hda is the device onwhichto resizethe partition:
parted /dev/ hda

View thecurrentpartitiontableto determinethe minor numberof the partitionto resizeaswell asthe
startandendpointsfor the partition:

print

&Warning

The used space of the partition to resize must not be larger than the new size.

To resizethepartition,usetheresize  commandollowed by the minor numberfor the partition, the
startingplacein megabytesandthe endplacein megabytesFor example:

resize 3 1024 2048
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After resizingthe partition, usethe print  commandto con rm thatthe partition hasbeenresized
correctly is thecorrectpartitiontype,andis thecorrect le systentype.

After rebootingthe systeminto normalmode,usethe commanddf to make surethe partition was
mountedandis recognizedvith the new size.
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Implementing Disk Quotas

Disk spacecanberestrictedby implementingdisk quotasso that the systemadministratoris alerted
beforea userconsumes$oo muchdisk spaceor a partitionbecomesull.

Disk quotascan be con gured for individual usersaswell asusergroups.This kind of e xibility
malesit possibleto give eachuserasmallquotato handle"personal”le (suchasemailandreports),
while allowing the projectsthey work onto have moresizablequotagassumingheprojectsaregiven
theirown groups).

In addition,quotascanbe setnot just to control the numberof disk blocksconsumedut to control
thenumberof inodes Becausenodesareusedto contain le-related information,this allows control
overthenumberof les thatcanbecreated.

Thequota RPMmustbeinstalledto implementisk quotasFor moreinformationoninstallingRPM
packagesieferto Partlll Padkage Management

6.1. Con guring Disk Quotas
To implementdisk quotasusethefollowing steps:

1. Enablequotasper le systemby modifying /etc/fstab
2.Remounthe le system(s)
3. Createthequota les andgeneratehedisk usageable
4. Assighquotas
Eachof thesestepss discussedh detailin thefollowing sections.

6.1.1. Enabling Quotas

Asroot,usingatext editor, editthe/etc/fstab le andaddtheusrquota and/orgrpquota options
tothe le systemghatrequirequotas:

LABEL=/ / ext3 defaults 11
LABEL=/boot /boot ext3 defaults 12

none /dev/pts devpts gid=5,mode=620 00
LABEL=/home /home ext3 defaults,usrquota,grpquo al?2
none Iproc proc defaults 00

none /dev/shm tmpfs defaults 00

/dev/hda2 swap swap defaults 00

/dev/cdrom /mnt/cdrom udf,is09660 noauto,owner,kudzu,ro 00
/dev/fd0 Imnt/floppy auto noauto,owner,kudzu 00

In thisexample,the/home le systemhasbothuserandgroupquotasenabled.

6.1.2. Remounting the File Systems

After addingtheuserquota andgrpquota options,remounteach le systemwhosefstab entry
hasbeenmodi ed. If the le systemis notin useby ary processusetheumount commandollowed
by the mount to remountthe le systemlf the le systemis currentlyin use,the easiestethodfor
remountingthe le systemis to rebootthe system.
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6.1.3. Creating Quota Files

After eachquota-enablede systemis remountedthe systemis capableof working with disk quo-
tas.However, the le systemitself is not yet readyto supportquotas.The next stepis to run the
quotacheck command.

The quotacheck commandexaminesquota-enablede systemsand builds a table of the current
diskusageper le systemThetableis thenusedto updatethe operatingsystems copy of disk usage.
In addition,the le system$disk quota les areupdated.

To createthe quota les (aquota.user andaquota.group ) onthe le system,usethe-c option
of the quotacheck command.For example,if userand group quotasare enabledfor the /home
partition,createthe les in the/home directory:

quotacheck -acug /home

The -a option meansthat all mountednon-NFS le systemsn /etc/mtab  are checled to seeif
guotasareenabledThe-c optionspeci esthatthequota les shouldbecreatedor eachle system
with quotasenabledthe-u speci esto checkfor userquotasandthe-g optionspeci esto checkfor
groupquotas.

If neitherthe-u or-g optionsarespeci ed,only theuserquota le is createdIf only -g is speci ed,
only thegroupquota le is created.

After the les arecreatedrun thefollowing commando generatehetableof currentdisk usageper
le systemwith quotasenabled:

quotacheck  -avug

Theoptionsusedareasfollows:

« a — Checkall quota-enabledpcally-mountedle systems

- v — Displayverbosestatusnformationasthe quotacheckproceeds
» u — Checkuserdisk quotainformation

« g — Checkgroupdisk quotainformation

After quotacheck has nished running,the quota les correspondingo the enabledquotas(user
and/orgroup)arepopulatedvith datafor eachquota-enablede systemsuchas/home .

6.1.4. Assigning Quotas per User
Thelaststepis assigninghedisk quotaswith theedquota command.
To con gure thequotafor auser asrootin a shellprompt,executethe command:

edquota username

Performthis stepfor eachuserwho needsaquota.For example,if aquotais enabledn /etc/fstab
for the/home partition(/dev/hda3 ) andthecommandedquota  testuser  is executedthefollow-
ing is shavn in the editorcon gured asthedefault for the system:

Disk quotas for user testuser (uid  501):
Filesystem blocks soft hard inodes soft hard
/dev/hda3 440436 0 0 37418 0 0
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' ; Note

The text editor de ned by the EDITOR environment variable is used by edquota . To change the
editor, set the EDITOR environment variable to the full path of the editor of your choice.

The rst columnis the nameof the le systemthathasa quotaenabledfor it. The secondcolumn
shavs how mary blocksthe useris currentlyusing. The next two columnsare usedto setsoft and
hardblock limits for the useron the le system.Theinodes columnshavs hov mary inodesthe
useris currentlyusing.Thelasttwo columnsareusedto setthe softandhardinodelimits for theuser
onthe le system.

A hardlimit is the absolutemaximumamountof disk spacethata useror groupcanuse.Oncethis
limit is reachedno furtherdisk spacecanbeused.

Thesoftlimit de nesthemaximumamountof disk spacethatcanbe used However, unlike the hard
limit, the soft limit canbe exceededor a certainamountof time. Thattime is knowvn asthe grace
period Thegraceperiodcanbeexpressedn secondsminutes hours,days,weeks,or months.

If ary of thevaluesaresetto 0, thatlimit is not set.In thetext editor, changethe desiredimits. For
example:

Disk quotas for user testuser (uid  501):
Filesystem blocks soft hard inodes soft hard
/dev/hda3 440436 500000 550000 37418 0 0

To verify thatthe quotafor the userhasbeenset,usethe command:

quota testuser

6.1.5. Assigning Quotas per Group

Quotascanalsobe assignedn a pergroupbasis.For example,to seta groupquotafor the devel
group,usethe commandthe groupmustexist prior to settingthegroupquota):

edquota -g devel
This commandlisplaysthe existing quotafor the groupin thetext editor:

Disk quotas for group devel (gid 505):
Filesystem blocks soft hard inodes soft hard
/dev/hda3 440400 0 0 37418 0 0

Modify thelimits, save the le, andthencon gure thequota.
To verify thatthe groupquotahasbeenset,usethe command:

quota -g devel

6.1.6. Assigning Quotas per File System
To assignquotashasedn eachle systemenabledor quotasusethecommand:

edquota -t
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Like the otheredquota commandsthis one opensthe currentquotasfor the le systemin the text
editor:

Grace period before enforcing soft  limits for users:
Time units may be: days, hours, minutes, or seconds

Filesystem Block grace period Inode grace period
/dev/hda3 7days 7days

Changethe block graceperiod or inode graceperiod, save the changego the le, andexit the text
editor

6.2. Managing Disk Quotas

If quotasareimplementedthey needsomemaintenance— mostly in the form of watchingto see
if the quotasare exceededand making surethe quotasare accurate Of course,if usersrepeatedly
exceedgheir quotasor consistentlyreachesheir softlimits, a systemadministratohasa few choices
to make dependingn whattype of usersthey areandhow muchdisk spacempactstheir work. The
administratorcaneitherhelpthe userdeterminehow to uselessdisk spaceor increasehe users disk
quotaif needed.

6.2.1. Reporting on Disk Quotas
Creatinga disk usagereport entails running the repquota  utility. For example, the command
repquota  /home produceghis output:

***  Report for user quotas on device /dev/hda3
Block grace time: 7days; Inode grace time: 7days

Block limits File  limits
User used soft hard grace used soft hard  grace
root - 36 0 0 4 0 0
tfox - 540 0 0 125 0 0
testuser -- 440400 500000 550000 37418 0 0

To view thedisk usagereportfor all quota-enablede systemsusethecommand:
repquota  -a

While thereportis easyto read,a few pointsshouldbe explained.The-- displayedafter eachuser
is a quick way to determinewhethertheblock or inodelimits have beenexceededlf eithersoftlimit

is exceededa + appearsn placeof thecorresponding ; the rst - representsheblocklimit, andthe
secondepresenttheinodelimit.

The grace columnsare normally blank. If a soft limit hasbeenexceededthe column containsa
time speci cationequalto the amountof time remainingon the graceperiod.If the graceperiodhas
expired,none appearsn its place.

6.2.2. Keeping Quotas Accurate

Wheneera le systems notunmountecleanly(dueto a systemcrashfor example),it is necessary
to runquotacheck .However, quotacheck canberunonaregularbasisevenif thesystemhasnot
crashedRunningthe following commandperiodically keepsthe quotasmore accuratgthe options
usedhave beendescribedn Section6.1.1EnablingQuotas:

quotacheck  -avug



Chapter 6. Implementing Disk Quotas 25

Theeasiestvayto runit periodicallyis to usecron . Asroot,eitherusethecrontab -e commando
schedulea periodicquotacheck  or placeascriptthatrunsquotacheck in ary oneof thefollowing
directoriegusingwhichever intenal bestmatches/our needs):

- [etc/cron.hourly
« [etc/cron.daily

- letc/cron.weekly
« [etc/cron.monthly

The mostaccuratequotastatisticscanbe obtainedwhenthe le system(sjpnalyzedarenotin active
use.Thus,the crontaskshouldbe scheduleduringatime wherethe le system(spreusedtheleast.
If thistime is variousfor different le systemswith quotasyun quotacheck for eachle systemat
differenttimeswith multiple crontasks.

Referto Chapter37 Automatedlasksfor moreinformationaboutcon guring cron .

6.2.3. Enabling and Disab ling

It is possibleto disablequotaswithout settingthemto be 0. To turn all userandgroupquotasoff, use
thefollowing command:

quotaoff  -vaug

If neitherthe-u or-g optionsarespeci ed,only theuserquotasaredisabled!f only -g is speci ed,
only groupquotasaredisabled.

To enablequotasagain,usethequotaon commandwith the sameoptions.
For example,to enableuserandgroupquotasfor all le systems:

quotaon -vaug
To enablequotasfor aspeci c le systemsuchas/home :
quotaon -vug /home

If neitherthe-u or-g optionsarespeci ed,only the userquotasareenabledIf only -g is speci ed,
only groupquotasareenabled.

6.3. Additional Resour ces

For moreinformationon disk quotasyeferto thefollowing resources.

6.3.1. Installed Documentation

+ Thequotacheck ,edquota ,repquota ,quota , quotaon ,andquotaoff ~manpages
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6.3.2. Related Books

« RedHat EnterpriseLinux Introductionto SystemAdministation, Red Hat, Inc. — Available at
http://wwwredhat.com/docsindon the DocumentatiorCD, this manualcontainsbackgroundn-
formationonstoragenmanagemer(includingdisk quotasfor nev RedHatEnterpriseLinux system
administrators.
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User-De ned Device Names

The/dev/ directorycontainsvirtual les thatrepresentlevices.Eachvirtual le representsdevice
for the systemsuchasa storagedevice, USB device, or printer Thesevirtual les arecalleddevice
names

Device namedor IDE devicesbegin with hd, anddevice namedor SCSldevicesbegin with sd. The
pre x is followed by aletter, startingwith a, thatrepresentshe drive order For example,/dev/hda

is the rst IDE harddrive,/dev/hdb is thesecondDE harddrive, /dev/hdc  is thethird IDE drive,
andsoon.

If thedevice nameis followed by a numberthenumbenrepresentthe partitionnumber For example,
/devihdal representshe rst partitiononthe rst IDE drive.

If a harddrive is physicallymoved to a differentlocationin the machine,is removed, or fails to

initialize, someof the device nameswill change potentiallyleaving device namereferencesnvalid.

For example,asshavn in Figure7-1, if asystemhasthreeSCSlharddrives,andthesecondSCSlhard
drive is removed, /dev/sdc  becomeddev/sdb , causingary referencedo /dev/sdc  to become
invalid andary referenceso /dev/sdb  invalid aswell sinceit is adifferentdrive.

O O O

/dev/sda /dev/sdb /dev/sdc
/dev/sda /dev/sdb

Figure 7-1.Removing a Hard Drive

Every harddrive hasa uniqueidenti er associateavith it, calleda UUID. To solve the problemof
changinglevice namesgdevlabel allows for userde ned device nameghatareassociatedvith these
UUIDs. A symboliclink is createdrom the userde ned device nameto the actualdevice name.If
theactualdevice namechangesthe symboliclink is updatedo pointto the samedrive accordingto
its UUID. Thus,bothIDE andSCSlstoragedevicescanbereferencedy their userde ned names.

Devlabel alsoallows for automaticallymountinghotplugdevicessuchasremovableharddrivesand
USB devicessuchasmemorycardsfor digital cameraslf con gured to mountautomatically after
thedeviceis pluggedin, it is mountedwith theuserde ned device name.

7.1. Con guring Devlabel

Userde ned device namescanbe addedbasedon the device name partition name,or the UUID of
thedrive.

Usethefollowing syntaxto adda userde ned device namefor a storagedevice. Thedevice speci ed
canbetheentiredevice or asinglepartitiononadevice.
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devlabel add -d device -s symlink

For example,to add the symboliclink /dev/iwork  to representhe /dev/hdbl partition, usethe
following command:

devlabel add -d /dev/hdbl -s /dev/work
If thecommandvassuccessfulthefollowing is displayed:

Created symlink /deviwork  -> /dev/hdbl
Added /deviwork  to /etc/sysconfig/devlabel

To adda device namefor a device basedon a UUID, usethefollowing syntax:
devlabel add -u uuid -s symlink

To usedevlabel to retrieve the UUID for a device (or to male sureit hasone),usethe following
command:

devlabel  printid -d device

The symboliclink namesmustbe unique.If anexisting link alreadyexists whenanattemptis made
to addit, thecon guration le is notmodi ed, andthefollowing is displayed:

The file  /dev/iwork  already exists.
Failure. Could not create a symlink.

To remave asymboliclink from thedevlabel  list, usethefollowing command:
devlabel remove -s symlink

Theentryis removedfrom thecon guration le, andthesymboliclink is deleted.
To determinethe statusof thedevlabel  symboliclinks, usethefollowing command:

devlabel  status
It returnsoutputsimilar to the following:

Irwxrwxrwx 1 root 9 Apr 29 13:20 /deviwork  -> /dev/hdbl
Irwxrwxrwx 1 root 9 Apr 29 13:41 /devitcf -> /dev/hdal

7.1.1. Hotplug Devices

A programcalled hotplug performsactionswhena systemevent, suchas hardware beingaddedor

removed, takesplacewhile the systemis running.For example,if a USB harddrive or aUSB media

cardreadeiis attachedo the systemhotplug  noti es usersby logginga messagén the systemog
le (/var/log/imessages ) andloadsthe properkernelmodulessothe device works.

WhenaPCl,USB, or IEEE 1394(alsoknown asFireWre) device is pluggedin, thehotplug ~ scripts
alsorestartdevlabel sothattheremovablestoragemediarecevesauserde ned device name(such
as/dev/usbcard ), andoptionallyit canautomaticallymountthe storagedevice.

After insertingthe USB cardreadetinto the USB port of the computerissuethe following command
asroot (where/dev/sdal is the device namefor the mediacardand/deviusbcard  is the user
de ned device nameto use):

devlabel add -d /dev/sdal -s /dev/usbcard --automount
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This commandsaddsan entry for the mountpoint to /etc/sysconfig/deviabel andcreatesa
symboliclink from/dev/usbcard ~ to/dev/sdal .The--automount optiontodeviabel species
thatthe device shouldbe automaticallymountedwhendevlabel  restartsf anentryfor it is located
in /etc/fstab andif thedevice exists (adevice with thesameUUID is found).

Theupdfstab is a programthatscanghe IDE andSCSlbusesfor new devicesandaddsentriesto
letc/fstab for themif entriesdo not alreadyexist. It alsoaddsentriesfor USB devicessincethey
appeamsSCSldevices.Referto theupdfstab manpagefor moreinformation.

When a USB device is inserted,hotplug  runsthe updfstab  program,which addsan entry to
letc/fstab for the storagedevice (suchasthe mediacard)if it exists. (If a cardreaderwithout
acardin it is insertedan entryis not added.)Theline addedcontainsthe actualdevice name(such
as/dev/sdal ) andthekudzu option.Thekudzu optiontells Kudzu* thatit canremave theline if
thedevice doesnotexist. Sincetheline is requiredby devlabel , thekudzu optionmustberemoved
sotheline remainsin the le. Also changethe device nameto the devlabel —device name(suchas
/devi/usbcard ) andcreatethemountpoint (suchas/mnt/usbcard ).

After modifying theline, it shouldlook similarto thefollowing:
/dev/usbcard Imnt/usbcard auto noauto,owner 0 0

Becauseof --automount , whendevlabel is restartedthe storagemediain the USB cardreader
device is mountedn /mnt/usbcard ~ whentheUSB device is pluggedinto thecomputerThetrick is
thatwhenthe USB cardreadeliis pluggedinto thecomputerthe cardmustalreadybein thereaderlf
not,deviabel cannot nd thestoragedevice, andthusit cannotautomaticallymountit.

If the USB cardreadeiis alreadypluggedin without a card,whenthe cardis inserted run the com-
manddeviabel restart  asrootto mountthe mediacard.

7.2. How It Works

Thecommandieviabel restart is calledfrom the/etc/rc.sysinit scriptwhenthe systems
bootedaswell asby the appropriatescriptsin the/etc/hotplug/ directory

The restart option to devlabel reads the list of devices in the con guration le
(/etc/sysconfig/deviabel ) andfollows the symboliclinks to determingf the device still exists
in its formerlocation,suchas/dev/hdbl . If the symboliclink is invalid, anattemptis madeto nd
the new locationof the disk basedon the disk's UUID. If a disk with the sameUUID is found, the
symboliclink is updatedto point to the new location of the drive, the con guration le is updated
with thenew location,andamessagsimilarto thefollowing is displayed:

Device name incorrectly detected for symlink /dev/work!
The device /dev/hdbl is now /dev/hddl.
The symlink /deviwork  will now point to the new device name.

If adiskwith the UUID is notfound (for example,thedisk wasremorved),thefollowing is displayed:
The device /dev/hdbl no longer seems to exist. Because of this, the

symlink  /dev/iwork  -> /dev/hdbl will not be available. The reference

to this symlink in /etc/sysconfig/deviabel will  be ignored.

Theentryfor thedevice is notremoved from thecon guration le; it is justignoredfor thisinstance.

1. Kudzu is a hardware probingtool run at systemboottime to determinewhat hardware hasbeenaddedor
removedfrom the system.
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7.3. Additional Resources
For moreinformationconcerningieviabel , referto theseresources.

7.3.1. Installed Documentation

+ man devlabel — Themanpagefor devlabel discussesll of the optionsandincludesa brief
descriptionof how it works.

« man updfstab — Themanpagefor theupdfstab programwhichis calledby hotplug whena
USB deviceis inserted.

- man hotplug — themanpagefor hotplug

7.3.2. Useful Websites

« http://wwwdell.com/us/en/esmpics/paver_pslqO3lerhaypt.htm — In ResolvingDevice Renam-
ing Issuedn Linux thedeveloperwhowrotethedeviabel —programexplainshow it works.

« http://wwwlerhaupt.com/ddabel/devlabd.html — The developers projectpage.
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Chapter 8.

Access Control Lists

Files and directorieshave permissionsetsfor the owner of the le, the groupassociatedvith the
le, andall otherusersfor the system However, thesepermissiorsetshave limitations. For example,
different permissionscan not be con gured for differentusers.Thus, AccessContol Lists (ACLs)
wereimplemented.

The Red Hat EnterpriseLinux 3 kernel provides ACL supportfor the ext3 le systemand NFS-
exported le systemsACLs arealsorecognizednext3 le systemsaccessegtlia Samba.

Along with supportin the kernel,the acl packages requiredto implementACLs. It containsthe
utilities usedto add,modify, remove, andretrieve ACL information.

Thecp andmvcommandgopy or move ary ACLs associatedvith les anddirectories.

8.1. Mounting File Systems

BeforeusingACLs for a le or directory the partitionfor the le or directorymustbe mountedwith
ACL supportlf it isalocalext3 le systemjt canmountedwith thefollowing command:

mount -t ext3 -o acl device-name partition

For example:

mount -t ext3 -o acl /dev/hdb3 /work

Alternatiely, if the partitionis listedin the /etc/fstab le, theentryfor the partitioncaninclude
theacl option:

LABEL=/work Iwork ext3 acl 12

If anext3 le systemis accessedia Sambaand ACLs have beenenabledfor it, the ACLs arerec-
ognizedbecaus&Sambehasbeencompiledwith the--with-acl-support option.No special ags
arerequiredwhenaccessing@r mountinga Sambashare.

8.1.1. NFS

By default, if the le systembeingexportedby anNFSsener supportsACLs andthe NFSclientcan
readACLs, ACLs areutilized by theclient system.

To disable ACLs on NFS shareswhen con guring the sener, include the no_acl optionin the
letc/exports le. To disableACLs on an NFS sharewhenmountingit on a client, mountit with
theno_acl optionvia thecommandine or the/etc/fstab le.

8.2. Setting Access ACLs

Therearetwo typesof ACLs: accesACLsanddefaultACLs An accesACL is theaccessontrollist
for aspecic le ordirectory A default ACL canonly beassociatedvith adirectory;if a le within
the directory doesnot have an accessACL, it usesthe rules of the default ACL for the directory
Default ACLs areoptional.

ACLscanbecon gured:
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1. Peruser

2. Pergroup

3. Via theeffective rightsmask

4. For usersnotin theusergroupfor the le
Thesetfacl  utility setsACLsfor les anddirectoriesUsethe-m optionto addor modify the ACL
of a le ordirectory:

setfacl -m rules files

Rules( rules ) mustbespeci edin thefollowing formats.Multiple rulescanbe speci edin the
samecommandf they areseparatetby commas.

u: uid : perms
Setsthe accessACL for a user The usernameor UID may be speci ed. The usermay be ary
valid useron the system.

g: gid : perms
Setsthe accesACL for a group.The groupnameor GID may be speci ed. The groupmay be
ary valid grouponthesystem.

m: perms
Setstheeffective rightsmask.Themaskis the union of all permission®f the owning groupand
all of theuserandgroupentries.

0. perms
SetstheaccesACL for usersotherthanthe onesin thegroupfor the le.

Whitespaces ignored.Permissiong perms ) mustbeacombinationof thecharacters, w, andx
for read,write, andexecute.

If a le ordirectoryalreadyhasan ACL, andthesetfacl commands usedtheadditionalrulesare
addedo the existing ACL or theexisting ruleis modi ed.

For example to give readandwrite permissiongo usertfox:
setfacl -m u:tfox:rw Iproject/somefile

To remove all the permissiondor a user group,or others,usethe-x optionanddo not specifyary
permissions:

setfacl -X rules files
For example,to remove all permissionsrom theuserwith UID 500:

setfacl -X u:500 /project/somefile

8.3. Setting Default ACLs
To setadefault ACL, addd: beforetherule andspecifyadirectoryinsteadof a le name.

For example to setthedefault ACL for the/share/  directoryto readandexecutefor usersnotin the
usergroup(anaccesACL for anindividual le canoverrideit):

setfacl -m d:oxrx  /share
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8.4. Retrieving ACLs

To determingtheexisting ACLsfor a le or directory usethegetfacl command:
getfacl filename
It returnsoutputsimilar to the following:

# file: file
# owner: tfox
# group: tfox
user::rw-
user:smoore:r--
group::r--
mask::r--
other::r--

If adirectoryis speci ed,andit hasadefault ACL, thedefault ACL is alsodisplayedsuchas:

# file: file

# owner: tfox
# group: tfox
user::rw-
user:smoore:r--
group::r--
mask::r--
other::r--
default:user::rwx
default:user:tfox:rwx
default:group::r-x
default:mask::rwx
default:other::r-x

8.5. Archiving File Systems With ACLs

&Warning

The tar and dump commands do not backup ACLs.

Thestar utility is similartothetar utility in thatit canbeusedo generatarchivesof les; however,
someof its optionsaredifferent.Referto Table8-1 for alisting of morecommonlyusedoptions.For
all availableoptions,referto thestar manpage.Thestar packages requiredto usethis utility.

Option Description
-C Createsanarchie le.
-n Do notextractthe les; usein conjunctionwith -x to

shav whatextractingthe les does.

-r Replacesles in thearchie. The les arewrittento the
endof thearchie le, replacingary les with thesame
pathand le name.

-t Displaysthe contentsof thearchie le.
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Option Description

-u Updateghearchie le. The les arewrittento theendof
thearchve if they donotexistin thearchie or if the les
arenaver thanthe les of thesamenamein thearchive.
This optiononly work if thearchiveisa le oran
unblocled tapethatmaybackspace.

X Extractsthe les from thearchive. If usedwith -U anda
le in thearchie is olderthanthe correspondinge on
the le systemthe le is notextracted.

-help Displaysthe mostimportantoptions.
-xhelp Displaystheleastimportantoptions.
-/ Do notstrip leadingslashegrom le namesvhen

extractingthe les from anarchive. By default, they are
stripedwhen les areextracted.

-acl Whencreatingor extracting,archie or restoreary ACLs
associatedvith the les anddirectories.

Table 8-1. Command Line Options for star

8.6. Compatibility with Older Systems

If anACL hasbeensetonary le onagiven le systemthat le systemhastheext_attr  attribute.
This attribute canbe seenusingthe following command:

tune2fs -l filesystem-device

A le systemthathasacquiredtheext_attr  attribute canbe mountedwith olderkernels,but those
kernelsdo notenforceary ACLs which have beenset.

Versionof thee2fsck utility includedin versionl.22andhigherof thee2fsprogs  packagdinclud-
ing the versionsin RedHat EnterpriseLinux 2.1 and3) canchecka le systemwith theext_attr
attribute. Olderversionsrefuseto checkit.

8.7. Additional Resources
Referto thefollow resource$or moreinformation.

8.7.1. Installed Documentation

- acl manpage— Descriptionof ACLs

- getfacl manpage— Discusse$iow to get le accesgontrollists

- setfacl manpage— Explainshow to set le acceszontrollists

- star manpage— Explainsmoreaboutthestar utility andits mary options

8.7.2. Useful Websites

- http://acl.bestbits.At— Websitefor ACLs



Chapter 8. AccessControl Lists 35

« http://wwwfokus.gmd.de/research/gloneemployess/joerg.schiing/private/star.html — Website
for thestar utility
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[l. Installation-Related Information

The RedHat EnterpriseLinux Installation Guide discusseghe installationof Red Hat Enterprise
Linux and somebasicpost-installatiortroubleshootingHowever, advancedinstallationoptionsare
coveredin this manual.This part providesinstructionsfor kickstart (an automatednstallationtech-
nique),systemrecosery modes(how to bootyour systemif it doesnotbootin the normalrunlevel),

how to con gure RAID duringinstallation,andhow to con gure LVM duringinstallation.Usethis
partin conjunctionwith the RedHat EnterpriseLinux Installation Guide to performary of these
adwancednstallationtasks.
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Chapter 9.

Kickstar t Installations

9.1. What are Kickstar t Installations?

Marny systemadministratorsvould preferto useanautomatednstallationmethodto install RedHat
EnterpriseLinux on their machinesTo answerthis need,Red Hat createdthe kickstartinstallation
method.Using kickstart,a systemadministratorcancreatea single le containingthe answerdo all
the questionghatwould normally be asled duringatypicaliinstallation.

Kickstart les canbe kepton single sener systemandreadby individual computersduring the in-
stallation. This installationmethodcan supportthe useof a singlekickstart le to install Red Hat
EnterpriseLinux on multiple machinesmakingit idealfor network andsystemadministrators.

Kickstartprovidesa way for usersto automatea RedHat EnterpriseLinux installation.

9.2. How Do You Perform a Kickstar t Installation?

Kickstartinstallationscanbe performedusingalocal CD-ROM, alocal harddrive, or via NFS,FTR,
orHTTPR.

To usekickstart,you must:

1. Createakickstart le.
2. Createa bootdiskettewith thekickstart le or make thekickstart le availableonthenetwork.
3. Make theinstallationtreeavailable.
4. Startthe kickstartinstallation.
This chapterexplainsthesestepsn detail.

9.3. Creating the Kickstart File

Thekickstart le is asimpletext le, containingalist of items,eachidenti ed by akeyword. Youcan
createit by editinga copy of thesample.ks le foundin theRH-DOCSdirectoryof the RedHat En-
terpriseLinux DocumentatiorCD, usingthe Kickstart Con gurator application,or writing it from
scratch.The RedHat EnterpriseLinux installationprogramalsocreatesa samplekickstart le based
ontheoptionsthatyouselectediuringinstallation It iswrittento the le /root/anaconda-ks.cfg .
You shouldbe ableto editit with ary text editoror word processothatcansave les asASCII text.

First, beawareof thefollowing issuesvhenyou arecreatingyour kickstart le:

« Sectionsnustbespeci edin order. Itemswithin the sectionsdo not have to bein a speci ¢ order
unlessotherwisespeci ed. The sectionorderis:

- Commandsection— Referto Section9.4 Kickstart Optionsfor a list of kickstartoptions.You
mustincludetherequiredoptions.

- The%packages section— Referto Section9.5 Package Selectiorfor details.

- The%pre and%post sections— Thesetwo sectionscanbein ary orderandare not required.
Referto Section9.6 Pre-installationScriptandSection9.7 Post-installationScriptfor details.
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- Itemsthatarenot requiredcanbe omitted.

- Omitting ary requireditemwill resultin theinstallationprogrampromptingthe userfor ananswer
to therelateditem, justastheuserwould bepromptedduringatypicalinstallation.Oncetheanswer
is given, theinstallationwill continueunattendedunlessit nds anothemissingitem).

Linesstartingwith a poundsign (#) aretreatedascommentsaindareignored.
- For kickstartupgrades thefollowing itemsarerequired:

- Language

- Languagesupport

- Installationmethod

- Device speci cation(if device is neededo performinstallation)

- Keyboardsetup

. Theupgrade keyword

- Bootloadercon guration

If ary otheritemsarespeci edfor anupgradethoseitemswill beignored(notethatthisincludes
packageselection).

9.4. Kickstar t Options

Thefollowing optionscanbe placedin a kickstart le. If you preferto usea graphicalinterfacefor
creatingyourkickstart le, youcanusetheKickstart Con gurator application.Referto Chapterl0
Kickstart Con gurator for details.

' ; Note

If the option is followed by an equals mark (=), a value must be specied after it. In the example
commands, options in brackets ([]) are optional arguments for the command.

autopart  (optional)
Automatically createpartitions— 1 GB or moreroot (/) partition, a swap partition, and an
appropriatéboot partitionfor the architectureOneor moreof the default partition sizescanbe
rede nedwith thepart directve.

autostep  (optional)
Similar to interactive exceptit goesto the next screerfor you. It is usedmostlyfor dehug-
ging.

auth orauthconfig  (required)

Setsup the authenticatioroptionsfor the system.It's similar to the authconfig ~command,
which canbe run after the install. By default, passwerds are normally encryptedand are not
shadaved.

--enablemd5
Usemd5encryptionfor userpassverds.
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--enablenis
Turnson NIS support.By default, --enablenis useswhatever domainit nds on the
network. A domainshouldalmostalwaysbe setby handwith the--nisdomain= option.
--nisdomain=
NIS domainnameto usefor NIS services.

--nisserver=
Senerto usefor NIS servicegbroadcastdy default).

--useshadow oOr --enableshadow

Useshadw passverds.

--enableldap

Turnson LDAP supportin /etc/nsswitch.conf , allowing your systemto retrieve infor-
mationaboutusers(UIDs, homedirectories shells,etc.) from an LDAP directory To use
this option,you mustinstall thenss_Idap packageYou mustalsospecifya sener anda
baseDN with --Idapserver= and--ldapbasedn=

--enableldapauth

Use LDAP asan authenticatiormethod.This enableshe pam_Idap modulefor authen-
tication and changingpassverds, usingan LDAP directory To usethis option, you must
have thenss_Ildap packagenstalled.You mustalsospecifya sener anda baseDN with

--ldapserver= and--ldapbasedn=
--ldapserver=
If you speci ed either--enableldap ~ or --enableldapauth , usethis optionto specify
thenameof the LDAP sener to use.This optionis setin the/etc/ldap.conf le.
--ldapbasedn=
If you speci ed either--enableldap ~ or --enableldapauth , usethis optionto specify
theDN (distinguishechame)in your LDAP directorytreeunderwhich userinformationis
stored.This optionis setin the/etc/ldap.conf le.

--enableldaptls
UseTLS (TransportLayer Security)lookups.This option allows LDAP to sendencrypted
usernameandpasswerdsto anLDAP sener beforeauthentication.

--enablekrb5

Use Kerberos5 for authenticatingusers.Kerberositself does not knov about home
directories,UIDs, or shells. So if you enableKerberosyou will needto malke users'
accountsknown to this workstationby enablingLDAP, NIS, or Hesiodor by using the
Jusr/sbin/useradd commando make their accountknown to this workstation.If you
usethis option,you musthave thepam_krb5 packagenstalled.

--krb5realm=
TheKerbeross realmto which your workstationbelongs.

--krb5kdc=

TheKDC (or KDCs) thatsene requestdor therealm.If you have multiple KDCs in your
realm,separatéheir nameswith commasg(,).
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--krb5adminserver=

TheKDC in yourrealmthatis alsorunningkadmind.This sener handlegpassverd chang-
ing and otheradministratre requestsThis sener mustbe run on the masterKDC if you
have morethanoneKDC.

--enablehesiod

Enable Hesiod support for looking up user home directories, UIDs, and shells.
More information on setting up and using Hesiod on your network is in
Jusr/share/doc/glibc-2.x.x’README.hesiod , Which is included in the glibc
packageHesiodis anextensionof DNS thatusesDNS recordsto storeinformationabout
usersgroups,andvariousotheritems.

--hesiodlhs

TheHesiodLHS ("left-handside") option, setin /etc/hesiod.conf . This optionis used
by the Hesiodlibrary to determinethe nameto searchDNS for whenlooking up informa-
tion, similarto LDAP's useof abaseDN.

--hesiodrhs

The Hesiod RHS ("right-handside") option, setin /etc/hesiod.conf . This option is
usedby the Hesiodlibrary to determinethe nameto searchDNS for when looking up
information,similarto LDAP's useof abaseDN.

©-

To look wup wuser information for "jim", the Hesiod library looks up
jim.passwd LHS RHS , which should resolve to a TXT record that looks like what
his passwd entry would look like (jim:*:501:501:Ju ngl e Jim:/home/jim:/bin/ bash).
For groups, the situation is identical, except jim.group LHS RHS  would be used.

Looking up users and groups by number is handled by making "501.uid" a CNAME for
"jim.passwd", and "501.gid" a CNAME for “jim.group". Note that the LHS and RHS do not
have periods [.] put in front of them when the library determines the name for which to
search, so the LHS and RHS usually begin with periods.

--enablesmbauth

Enablesauthenticatiorof usersagainstan SMB sener (typically a Sambaor Windows
sener). SMB authenticatiorsupportdoesnotknow abouthomedirectoriesJIDs, or shells.
Soif you enableit you will needto make users'accountsknown to the workstationby
enablingLDAP, NIS, or Hesiodor by usingthe /usr/shin/useradd commando male
their accountsknown to the workstation.To usethis option, you musthave the pam_smb
packagenstalled.

--smbservers=
Thenameof the sener(s)to usefor SMB authenticationTo specifymorethanonesener,
separaté¢he nameswith commaq,).

--smbworkgroup=
Thenameof theworkgroupfor the SMB seners.

--enablecache

Enablesthe nscd service.Thenscd servicecachesnformationaboutusers,groups,and
variousothertypesof information.Cachingis especiallyhelpful if you chooseto distribute
informationaboutusersandgroupsover your network usingNIS, LDAP, or hesiod.
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bootloader  (required)

Speci eshow thebootloadershouldbeinstalledandwhetherthebootloadershouldbeLILO or
GRUB. This optionis requiredfor bothinstallationsandupgradesFor upgradesif --useLilo
is notspeci edandLILO is thecurrentbootloaderthe bootloademwill bechangedo GRUB. To

presere LILO onupgradesysebootloader  --upgrade
--append=
Speci eskernelparametersto specifymultiple parametersseparaté¢hemwith spaceskor
example:
bootloader --location=mbr --append="hdd=ide-scsi ide=nodma"
--driveorder
Specifywhichdriveis rst in theBIOS bootorder For example:
bootloader --driveorder=sda,hda
--location=

Speci eswherethebootrecordis written. Valid valuesarethefollowing: mbr (thedefault),
partition (installsthebootloaderonthe rst sectorof thepartitioncontainingthekernel),
ornone (donotinstallthebootloader).

--password=

If using GRUB, setsthe GRUB bootloaderpasswrd the one speci ed with this option.
Thisshouldbeusedto restrictaccesso the GRUB shell,wherearbitrarykerneloptionscan
bepassed.

--md5pass=

If usingGRUB, similarto --password=  exceptthepasswerd shouldalreadybeencrypted.

--useLilo
UseLILO insteadof GRUB asthebootloader

--linear
If usingLILO, usethelinear LILO option;thisis only for backward compatibility (and
linearis now usedby default).

--nolinear

If usingLILO, usethenolinear  LILO option;linearis thedefault.

--Iba32
If usingLILO, forceuseof Iba32modeinsteadof auto-detecting.

--upgrade

Upgradethe existing boot loadercon guration, preservingthe old entries.This option is
only availablefor upgrades.
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clearpart  (optional)

Remaespartitionsfrom the system prior to creationof new partitions.By default, no partitions
areremoved.

Note

If the clearpart  command is used, then the --onpart command cannot be used on a logical
partition.

--all
Erasesll partitionsfrom the system.

--drives=
Speci eswhich drivesto clearpartitionsfrom. For example,thefollowing clearsthe parti-
tionsonthe rst two drivesonthe primary|DE controller:
clearpart --drives hda,hdb

--initlabel
Initializes the disk label to the default for your architecture(for examplemsdos for x86
andgpt for Itanium). It is usefulsothatthe installationprogramdoesnot askif it should
initialize thedisk labelif installingto a brandnew harddrive.

--linux

Erasesll Linux partitions.

--none (default)
Do notremove ary partitions.

cmdline  (optional)

Performthe installationin a completelynon-interactie commandine mode.Any promptsfor
interactionwill halttheinstall. This modeis usefulon S/390systemswith thex3270console.

device (optional)

OnmostPCl systemstheinstallationprogramwill autoprobdor EthernelandSCSlcardsprop-
erly. On oldersystemsandsomePCl systemshowever, kickstartheedsa hintto nd theproper
devices.Thedevice commandwhich tells theinstallationprogramto install extra modules,s
in this format:

device type moduleName  --opts= options

type
Replacewith eitherscsi  or eth

moduleName
Replacewith the nameof the kernelmodulewhich shouldbeinstalled.
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--opts=

Optionsto passto the kernelmodule.Note thatmultiple optionsmay be passedf they are
putin quotesFor example:
--opts="aic152x=0x340 io=11"

driverdisk  (optional)

Driver diskettescanbe usedduringkickstartinstallations.You needto copy thedriver diskettess
contentgo therootdirectoryof a partitionon the systems harddrive. Thenyou needto usethe
driverdisk ~ commando tell theinstallationprogramwhereto look for thedriver disk.

driverdisk partition [--type= fstype ]
Alternatiely, a network locationcanbe speci edfor thedriver diskette:
driverdisk --source=ftp://path/to/dd.img
driverdisk --source=http://path/to/dd.img
driverdisk --source=nfs:host:/path/to/img
partition

Partition containingthedriver disk.

-.type:
File systentype (for example vfat or ext2).

firewall  (optional)

This optioncorrespondso the Firewall Con guration screerin theinstallationprogram:
firewall --enabled|--disabled [--trust=] device [--port=]

--enabled

Rejectincoming connectionghat arenot in responseo outboundrequestssuchasDNS
repliesor DHCPrequestslf accesgo servicegunningon this machineis neededyou can
chooseo allow speci ¢ serviceshroughthe re wall.

--disabled

Do notcon gure ary iptablesrules.

--trust=

Listing adevice here,suchaseth0,allows all trafc comingfrom thatdevice to go through
the rewall. To list morethanonedevice, use--trust eth0 --trust ethl . Do NOT
useacomma-separatddrmatsuchas--trust etho, ethl .

incoming
Replacewith none or more of the following to allow the speci ed servicesthroughthe
rewall.
+ --ssh
+ --telnet
.+ --smtp
« --http

. ..ftp
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__por‘[:

You canspecifythat portsbe allowed throughthe re wall usingthe port:protocolformat.
For example, to allow IMAP accesshroughyour rewall, specifyimap:tcp . Numeric
ports can also be speci ed explicitly; for example,to allow UDP paclets on port 1234
through,specify1234:udp . To specifymultiple ports,separat¢hemby commas.

firstboot (optional)

Determinewhetherthe Setup Agent startsthe rst time the systemis booted.If enabledthe
firstboot packagemustbeinstalled.If notspeci ed,this optionis disabledby default.

--enable
TheSetupAgent is startedthe rst time thesystemboots.

--disable
TheSetupAgent is notstartedthe rst time the systemboots.

--reconfig

Enablethe Setup Agent to startat boottime in recon gurationmode.This modeenables
the language mouse keyboard,root passwerd, securitylevel, time zone,and networking
con gurationoptionsin additionto thedefault ones.

install  (optional)

Tells the systemto install a fresh systemratherthan upgradean existing system.This is the
default mode. For installation,you must specify the type of installationfrom one of cdrom,
harddrive , nfs , orurl (for ftp or httpinstallations) Theinstall ~commandandtheinstalla-
tion methodcommandnustbe on separatdines.

cdrom
Installfrom the rst CD-ROM drive onthesystem.

harddrive
Install from a RedHatinstallationtreeon alocal drive, which mustbe eithervfat or ext2.
« --partition=
Partition to install from (suchas,sdb2).

o -dir=

Directorycontainingthe RedHat directoryof theinstallationtree.
For example:
harddrive  --partition=hdb2 --dir=/tmp/install-tree

nfs
Install from the NFS sener speci ed.
* --server=

Sener from which to install (hostnameor IP).
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o —-dir=

Directorycontainingthe RedHat directoryof theinstallationtree.
For example:
nfs --server=nfsserver.example.com --dir=/tmp/install-tree

url
Installfrom aninstallationtreeon aremotesenervia FTPor HTTP.

For example:

url  --url  http:/ server [/ dir

or:

url  --url  ftp:// username : password @ server [/ dir
interactive (optional)

Usegtheinformationprovidedin thekickstart le duringtheinstallation,but allow for inspection
andmodi cation of the valuesgiven. You will be presentedvith eachscreerof theinstallation
programwith the valuesfrom the kickstart le. Either acceptthe valuesby clicking Next or
changehevaluesandclick Next to continue Seealsoautostep

keyboard (required)
Setssystemkeyboardtype. Hereis the list of available keyboardson i386, Itanium,andAlpha

machines:

be-latinl, bg, br-abnt2, cf, cz-lat2, cz-us-qwertz, de,

de-latin1, de-latin1-nodeadkeys, dk, dk-latin1, dvorak, es, et,

fi, fi-latin1, fr,  fr-latinO, fr-latini, fr-pc, fr_CH, fr_CH-latin1,
gr, hu, hul01, is-latinl, it, it-ibm, it2,  jpl06, la-latini, mk-utf,
no, no-latinl, pl, pt-latinl, ro_win, ru, ru-cpl251, ru-ms, rul, ru2,
ru_win, se-latinl, sg, sg-latinl, sk-qwerty, slovene,  speakup,
speakup-It, sv-latinl, sg, sg-latini, sk-querty, slovene, trq, ua,

uk, us, us-acentos

The le /Jusr/lib/python2.2/site-packages/rhpl/keyboard_m odels.p y also
containshislist andis partof therhpl package.

lang (required)

Setsthe languageto useduring installation.For example,to setthe languageto English,the
kickstart le shouldcontainthefollowing line:

lang en_US

The le /usr/share/redhat-config-language/locale-list provides a list the valid
languagecodesn the rst columnof eachline andis partof the redhat-config-languages
package.

langsupport  (required)

Setsthe language(s)o install on the system.The samelanguagecodesusedwith lang canbe
usedwith langsupport

To install onelanguagespecifyit. For example,to installandusethe Frenchlanguagér_FR :
langsupport fr_FR
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--default=
If languagesupportfor morethanonelanguages speci ed,a default mustbeidenti ed.

For example,to install EnglishandFrenchanduseEnglishasthe default language:
langsupport --default=en_US fr_FR

If youuse--default ~ with only onelanguageall languagesvill beinstalledwith thespeci ed
languagesetto thedefault.
logvol (optional)

Createalogical volumefor Logical VolumeManagemen(LVM) with thesyntax:
logvol mntpoint --vgname= name --size= size --name= name options

Theoptionsareasfollows:

--noformat
Useanexisting logical volumeanddo not formatit.

--usegisting
Useanexisting logical volumeandreformatit.

Createthepatrtition rst, createthelogical volumegroup,andthencreatethelogical volume.For
example:
part pv.01 --size 3000
volgroup  myvg pv.01
logvol / --vgname=myvg --size=2000 --name=rootvol
mouse (required)

Con guresthemousefor thesystempothin GUI andtext modesOptionsare:

--device=
Device themouses on (suchas--device=ttyS0 ).

--emulthree

If presentsimultaneouglicks ontheleft andright mousebuttonswill berecognizedasthe
middle mousebutton by the X Window System.This option shouldbe usedif you have a
two buttonmouse.

After options,the mousetype maybespeci ed asoneof thefollowing:

alpsps/2, ascii, asciips/2, atibbm,  generic, generic3, genericps/2,
generic3ps/2, genericwheelps/2, genericusb, generic3usb, genericwheelusb,
geniusnm,  geniusnmps/2, geniusprops/2, geniusscrollps/2, geniusscrollps/2+,
thinking, thinkingps/2, logitech, logitechcc, logibm,  logimman,
logimmanps/2, logimman+, logimman+ps/2, logimmusb,  microsoft, msnew,
msintelli, msintellips/2, msintelliusb, msbm, mousesystems, mmseries,

mmhittab,  sun, none

This list canalsobe foundin the /usr/lib/python2.2/site-packages/rhpl/mouse.py
le, whichis partof therhpl package.

If themousecommands givenwithoutary algumentsopr it is omitted,theinstallationprogram
will attemptto auto-detecthe mouse This procedurevorksfor mostmodernmice.
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network (optional)

Con guresnetwork informationfor the systemlf thekickstartinstallationdoesnotrequirenet-
working (in otherwords,it is notinstalledover NFS,HTTR, or FTP), networking is not con g-

uredfor the system.If theinstallationdoesrequirenetworking andnetwork informationis not
providedin thekickstart le, theinstallationprogramassumethattheinstallationshouldbedone
overethOvia adynamiclP addres§BOOTP/DHCP),andcon guresthe nal, installedsystento
determinéts IP addresglynamically The network option con gures networking information
for kickstartinstallationsvia a network aswell asfor theinstalledsystem.

--bootproto=
Oneof dhcp, bootp , or static
It defaultto dhcp . bootp anddhcp aretreatedthesame.

The DHCP methodusesa DHCP sener systemto obtainits networking con guration. As
you might guessthe BOOTP methodis similar, requiringa BOOTP sener to supplythe
networking con guration. To directa systemto useDHCP:

network --bootproto=dhcp

To directamachineto useBOOTP to obtainits networking con guration, usethefollowing
line in thekickstart le:
network --bootproto=bootp

The static methodrequiresthat you enterall the requirednetworking informationin the
kickstart le. As the nameimplies, this informationis staticandwill be usedduring and
aftertheinstallation.Theline for staticnetworking is more comple, asyou mustinclude
all network con gurationinformationononeline. YoumustspecifythelP addresspetmask,
gatevay, andnameserer. For example:(the\ indicatesthatit is all oneline):

network --bootproto=static --ip=10.0.2.15 --netmask=255.255.255.0 \
--gateway=10.0.2.254 --nameserver=10.0.2.1

If you usethe staticmethod be awvareof thefollowing two restrictions:

« All staticnetworking con gurationinformationmustbespeci edononeline; you cannot
wraplinesusinga backslashfor example.

- You canonly specify one namesersr here.However, you can usethe kickstart le' s
%post section (describedin Section9.7 Post-installationScrip) to add more name
seners,if needed.

--device=
Usedto selectaspeci c Ethernetlevicefor installation.Notethatusing--device=  will not
beeffective unlesshekickstart le isalocal le (suchasks=floppy ), sincetheinstallation
programwill con gure thenetwork to nd thekickstart le. For example:
network --bootproto=dhcp --device=ethO

__ip:
IP addresgor themachineto beinstalled.

--gateway=
Default gatavay asan|P address.

--nameserver=

Primarynamesersr, asan|P address.
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--nodns

Do notcon gure ary DNS sener.

--netmask=

Netmaskfor theinstalledsystem.

--hostname=

Hostnamdor theinstalledsystem.

part or partition (requiredfor installs,ignoredfor upgrades)
Creates partitionon the system.

If morethanone RedHat EnterpriseLinux installationexists on the systemon different parti-
tions, theinstallationprogrampromptsthe userandaskswhich installationto upgrade.

&Warning

All partitions created will be formatted as part of the installation process unless --noformat  and
--onpart  are used.

mntpoint

The mntpoint is wherethe partitionwill be mountedandmustbe of oneof the fol-
lowing forms:

« |/ path
For example/ , fusr , /home
+ swap
Thepartitionwill beusedasswapspace.

To determinethe size of the swap partition automatically usethe --recommended op-
tion:
swap --recommended

Theminimumsizeof the automatically-geneted swap partitionwill be no smallerthan
the amountof RAM in the systemandno biggerthantwice the amountof RAM in the
system.

« raid. id

Thepartitionwill beusedfor softwareRAID (refertoraid ).
- pv. id

Thepartitionwill beusedfor LVM (referto logvol ).

--size=

The minimum partition sizein megabytes Specify an integer value heresuchas500. Do
notappendhe numberwith MB.

--grow

Tellsthepartitionto grow to Il availablespace(if ary), or upto themaximumsizesetting.
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raid

--maxsize=
The maximumpartition size in megabyteswhen the partition is setto grow. Specify an
integer valuehere,anddo not appendhe numberwith MB.

--noformat
Tells theinstallationprogramnot to formatthe partition, for usewith the--onpart ~ com-
mand.

--onpart= Or --usepart=

Putthe partitionon the alreadyexisting device. For example:
partition /home --onpart=hdal

will put/home on/dev/hdal ,whichmustalreadyexist.

--ondisk= or --ondrive=
Forcesthe partition to be createdon a particulardisk. For example,--ondisk=sdb  will
putthe partitionon the secondSCSIdisk on the system.

--asprimary
Forcesautomaticallocationof the partition asa primary partition or the partitioning will
fail.

-type= (replaceddy fstype )
This optionis nolongeravailable.Usefstype

--fstype=
Setsthe le systemtypefor thepartition.Valid valuesareext2 , ext3 , swap, andvfat .

--start=

Speci esthe startingcylinder for the partition. It requiresthat a drive be speci ed with
--ondisk= orondrive= . It alsorequireghattheendingcylinderbespeci edwith --end=
or thepartitionsizebe speci ed with --size=

--end=

Speci estheendingcylinder for the partition. It requiresthatthe startingcylinder be speci-
ed with --start=

Note

If partitioning fails for any reason, diagnostic messages will appear on virtual console 3.

(optional)

Assembles software RAID device. Thiscommands of theform:
raid mntpoint --level= level --device= mddevice partitions*
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mntpoint

LocationwheretheRAID le systemis mountedlf it is/, theRAID level mustbel unless
abootpartition(/boot ) is presentlf abootpartitionis presentthe/boot  partitionmustbe
level 1 andtheroot(/ ) partitioncanbeary of theavailabletypes.The partitions*
(whichdenoteghatmultiple partitionscanbelisted)lists the RAID identi ers to addto the
RAID array

--level=

RAID level to use(0, 1, or 5).

--device=

Nameof the RAID device to use(suchasmdOor md1).RAID devicesrangefrom md0to
md7,andeachmayonly beusedonce.

--spares=
Speci esthe numberof sparedrivesallocatedfor the RAID array Sparedrivesare usedto
rekuild thearrayin caseof drive failure.

--fstype=
Setsthe le systemtypefor the RAID array Valid valuesareext2, ext3, swap,andvfat.

--noformat
Useanexisting RAID device anddo notformatthe RAID array

--useexisting
Useanexisting RAID device andreformatit.

Thefollowing exampleshavs how to createa RAID level 1 partitionfor / , anda RAID level 5
for lusr , assumingherearethreeSCSldisksonthesystemlt alsocreateshreeswappartitions,
oneon eachdrive.

part raid.01  --size=60 --ondisk=sda

part raid.02  --size=60 --ondisk=sdb

part raid.03  --size=60 --ondisk=sdc

part swap --size=128 --ondisk=sda

part swap --size=128 --ondisk=sdb

part swap --size=128 --ondisk=sdc

part raid.11  --size=1  --grow --ondisk=sda

part raid.12  --size=1 --grow  --ondisk=sdb

part raid.13  --size=1  --grow --ondisk=sdc

raid / -level=1 --device=md0  raid.01  raid.02 raid.03
raid Jusr --level=5 --deviceemdl  raid.11  raid.12  raid.13

reboot (optional)

Rebootaftertheinstallationis complete(no aguments) Normally, kickstartdisplaysa message
andwaitsfor the userto pressakey beforerebooting.

rootpw (required)

Setsthe systems root passwerdtothe password — argument.
rootpw  [--iscrypted] password
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--iscrypted
If thisis presentthe passwrd agumentis assumedo alreadybe encrypted.

skipx (optional)
If presentX is notcon guredontheinstalledsystem.

text (optional)

Performthekickstartinstallationin text mode Kickstartinstallationsareperformedn graphical
modeby default.

timezone (required)

Setsthe systemtime zoneto timezone which may be ary of the time zoneslisted by
timeconfig
timezone [--utc] timezone

--utc
If presentthe systemassumeshe hardwareclockis setto UTC (GreenwichMean)time.

upgrade (optional)

Tellsthesystento upgradeanexisting systenratherthaninstall afreshsystemYoumustspecify
oneof cdrom,harddre, nfs, or url (for ftp andhttp) asthelocationof theinstallationtree.Refer
toinstall  for details.

xconfig  (optional)

Con guresthe X Window Systemlf this optionis not given, the userwill needto con gure X
manuallyduring the installation,if X wasinstalled;this option shouldnot be usedif X is not
installedonthe nal system.

--noprobe
Do not probethe monitor

--card=
Use specied card; this card name should be from the list of cards in
lusr/share/hwdata/Cards from the hwdata package.The list of cardscan also be

found on the X Con guration screenof the Kickstart Con gurator . If this agumentis
not provided, the installationprogramwill probethe PCI bus for the card. SinceAGP is
partof the PClbus,AGP cardswill bedetectedf supportedTheprobeorderis determined
by the PCl scanorderof themotherboard.

--videoram=
Specifytheamountof vidleoRAM thevideocardhas.

--monitor=
Use specied monitor; monitor name should be from the list of monitors in
/usr/share/hwdata/MonitorsDB from the hwdata packageThelist of monitorscan

also be found on the X Con guration screenof the Kickstart Con gurator . This is
ignoredif --hsync or --vsync is provided. If no monitor informationis provided, the
installationprogramtriesto probefor it automatically
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--hsync=

Speci esthehorizontalsyncfrequeng of the monitor

--vsync=
Speci estheverticalsyncfrequeng of the monitor

--defaultdesktop=
SpecifyeitherGNOME or KDE to setthe default desktop(assumeshat GNOME Desktop
Environmentand/orKDE DesktopEnvironmenthasbeeninstalledthrough%packages ).
--startxonboot

Usea graphicallogin ontheinstalledsystem.

--resolution=

Specify the default resolutionfor the X Windon Systemon the installed system.Valid
valuesare 640x480,800x600,1024x768,1152x864,1280x1024,1400x1050,1600x1200.
Be sureto specifyaresolutionthatis compatiblewith the videocardandmonitor

--depth=

Specify the default color depthfor the X Window Systemon the installedsystem.Valid
valuesare 8, 16, 24, and 32. Be sureto specifya color depththatis compatiblewith the
videocardandmonitor

volgroup  (optional)

Useto createa Logical VolumeManagemenfLVM) groupwith the syntax:
volgroup name partition options

Theoptionsareasfollows:

--noformat
Useanexisting volumegroupanddo not formatit.

--usegisting
Useanexisting volumegroupandreformatit.

Createthepartition rst, createthelogical volumegroup,andthencreatethelogical volume.For
example:

part pv.01 --size 3000

volgroup  myvg pv.01

logvol / --vgname=myvg --size=2000 --name=rootvol

zerombr (optional)

If zerombr is speci ed,andyes isits soleagumentary invalid partitiontablesfoundon disks
areinitialized. This will destry all of the contentsof diskswith invalid partition tables.This
commandshouldbein thefollowing format:

zerombr yes

No otherformatis effective.
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%include
Usethe %include  /path/to/file commandto include the contentsof another le in the
kickstart le asthoughthecontentsvereatthelocationof the%include commandn thekick-
start le.

9.5. Package Selection

Usethe %packages commando bagin a kickstart le sectionthatlists the packageyou would like
to install (this is for installationsonly, aspackageselectiorduringupgradess not supported).

Packagesanbe speci ed by groupor by individual packagename.Theinstallationprogramde nes
severalgroupsthatcontainrelatedpackagesReferto the RedHat/base/comps.xml le onthe rst
RedHat EnterpriseLinux CD-ROM for alist of groups.Eachgrouphasanid, uservisibility value,
namedescriptionandpackagdist. In the packagdist, the packagesnarkedasmandatoryarealways
installedif the groupis selectedthe packagesnarked default are selectecby default if the groupis
selectedandthe packagesnarked optionalmustbe speci cally selectedevenif thegroupis selected
to beinstalled.

In mostcasesit is only necessaryo list the desiredgroupsandnot individual packagesNote that
theCore andBase groupsarealwaysselectedy default, soit is notnecessaryo specifythemin the
%packages section.

Hereis anexample%packages selection:

%packages

@ X Window System

@ GNOMBDesktop  Environment
@ Graphical Internet

@ Sound and Video

dhcp

As youcansee groupsarespeci ed,oneto aline, startingwith an @symbol,a spaceandthenthefull

groupnameasgivenin thecomps.xml le. Groupscanalsobe speci edusingtheid for the group,
suchasgnome-desktop . Specifyindividual packagewith no additionalcharactergthe dhcp line
in theexampleabore is anindividual package).

You canalsospecifywhich packagesiot to install from the default packagdist:
-autofs

Thefollowing optionsareavailablefor the %packages option:

--resolvedeps

Install the listed packagesindautomaticallyresohe packagedependenciesf this optionis not
speci ed andtherearepackagelependencieshe automatednstallationwill pauseandprompt
theuser For example:

%packages --resolvedeps

--ignoredeps

Ignoretheunresoleddependencieandinstall thelistedpackagesvithoutthedependenciegor
example:
%packages --ignoredeps
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--ignoremissing

Ignorethemissingpackagesndgroupsinsteadf haltingtheinstallationto askif theinstallation
shouldbe abortedor continued For example:
%packages --ignoremissing

9.6. Pre-installation Script

You canadd commandsgo run on the systemimmediatelyafter the ks.cfy hasbeenparsed.This
sectionmustbe at the end of the kickstart le (afterthe commandsynd muststartwith the %pre

command.You can accesshe network in the %pre section;however, nameservicehasnot been
con guredatthis point,soonly IP addressewill work.

; Note

Note that the pre-install script is not run in the change root environment.

--interpreter Jusr/bin/python
Allows you to specify a different scripting language, such as Python. Replace
[usr/bin/python with the scriptinglanguageof your choice.

9.6.1. Example

Hereis anexample%pre section:

Y%pre

#l/bin/sh

hds=""

mymedia=""

for file in /proclide/h*

do
mymedia="cat  $file/media’
if [ $mymedia == "disk" ] ; then
hds="$hds ‘basename $file™
fi
done
set $hds
numhd="echo $#
drivel="echo $hds | cut -d° ' -f1°
drive2="echo $hds | cut -d ' -f2°
#Write out partition scheme based on whether there are 1 or 2 hard drives
if [ $numhd == "2" ] ; then
#2 drives
echo "#partitioning scheme generated in %pre for 2 drives" Itmp/part-include
echo “clearpart --all ltmp/part-include
echo "part /boot --fstype ext3 --size 75 --ondisk hda" /tmp/part-include

echo "part /| --fstype ext3 --size 1 --grow --ondisk hda" /tmp/part-include
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echo "part swap --recommended --ondisk  $drivel” /tmp/part-include

echo "part /home --fstype ext3 --size 1 --grow --ondisk hdb" /tmp/part-include
else

#1 drive

echo "#partitioning scheme generated in %pre for 1 drive" Itmp/part-include

echo “clearpart --all Itmp/part-include

echo "part /boot --fstype ext3 --size 75" Itmp/part-includ

echo "part swap --recommended" /tmp/part-include

echo "part /| --fstype ext3 --size  2048" /tmp/part-include

echo "part /home --fstype ext3 --size 2048 --grow" /tmp/part-include

fi

This script determineshe numberof harddrivesin the systemandwrites a text le with a differ-
ent partitioning schemedependingon whetherit hasone or two drives. Insteadof having a setof
partitioningcommandsn thekickstart le, includetheline:

%include  /tmp/part-include

The partitioningcommandselectedn thescriptwill beused.

9.7. Post-installation  Script

You have the optionof addingcommandso run on the systemoncetheinstallationis complete This
sectionmustbeattheendof thekickstart le andmuststartwith the%post commandThis sectionis
usefulfor functionssuchasinstallingadditionalsoftwareandcon guring anadditionalnameserer.

' ; Note

If you con gured the network with static IP information, including a nameserver, you can access the
network and resolve IP addresses in the %post section. If you con gured the network for DHCP, the
Jetc/resolv.conf le has not been completed when the installation executes the %post section.
You can access the network, but you can not resolve IP addresses. Thus, if you are using DHCP, you
must specify IP addresses in the %post section.

' ; Note

The post-install script is run in a chroot environment; therefore, performing tasks such as copying
scripts or RPMs from the installation media will not work.

--nochroot
Allows you to specifycommandshatyouwould like to run outsideof the chrootervironment.

The following examplecopiesthe le /etc/resolv.conf to the le systemthatwasjustin-
stalled.

%post --nochroot

cp /etc/resolv.conf /mnt/sysimage/etc/resolv.conf
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--interpreter Jusr/bin/python

Allows you to specify a different scripting language, such as Python. Replace
[usr/bin/python with thescriptinglanguageof your choice.

9.7.1. Examples

Turn serviceoon andoff:

Isbin/chkconfig --level 345 telnet  off
Isbin/chkconfig --level 345 finger  off
Isbin/chkconfig --level 345 Ipd off
Isbin/chkconfig --level 345 httpd on

Runascriptnamedunme from anNFSshare:

mkdir  /mnt/temp

mount 10.10.0.2:/usr/new-machin es /mntitemp
open -s -w -- /mnt/temp/runme

umount /mnt/temp

Add auserto thesystem:

lusr/sbin/useradd bob
Jusr/bin/chfn -f "Bob Smith" bob
Jusr/sbin/usermod -p 'kjdf$04930FTH/ ' bob

9.8. Making the Kickstart File Available
A kickstart le mustbe placedin oneof thefollowing locations:

- Onabootdiskette
« OnabootCD-ROM
« Onanetwork

Normallyakickstart le is copiedto thebootdiskette,or madeavailableonthenetwork. Thenetwork-
basedapproachs mostcommonlyused,asmostkickstartinstallationstendto be performedon net-
worked computers.

Let ustake amorein-depthlook at wherethekickstart le maybeplaced.

9.8.1. Creating a Kickstar t Boot Diskette

To performa diskette-basedickstartinstallation,the kickstart le mustbenamedks.cfy andmust
belocatedin the bootdiskettes top-level directory Referto the sectionMakingan Installation Boot
Diskettein theRedHat EnterpriseLinux InstallationGuidefor instructionon creatinga bootdiskette.
Becausehe boot diskettesarein MS-DOSformat, it is easyto copy the kickstart le underLinux
usingthe mcopy command:

mcopy ks.cfg a:
Alternatively, you canuseWindows to copy the le. You canalsomountthe MS-DOSbootdiskette

in RedHat EnterpriseLinux with the le systemtype vfatandusethecp commando copy the le
onthediskette.
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9.8.2. Creating a Kickstart Boot CD-ROM

To performa CD-ROM-basedkickstartinstallation thekickstart le mustbenamecdks.cfg andmust
belocatedin theboot CD-ROM's top-level directory Sincea CD-ROM is read-onlythe le mustbe
addedo thedirectoryusedto createtheimagethatis writtento the CD-ROM. Referto the Makingan
InstallationBoot CD-ROM sectionin the RedHat EnterpriseLinux Installation Guidefor instruction
on creatinga boot CD-ROM; however, beforemakingthe file.iso image le, copy theks.cfg
kickstart le totheisolinux/  directory

9.8.3. Making the Kickstart File Available on the Network

Network installationsusingkickstartarequite common becauseystemadministratorganeasilyau-
tomatetheinstallationon mary networked computergjuickly andpainlesslyln generaltheapproach
mostcommonlyusedis for theadministratotto have botha BOOTP/DHCPsenerandanNFSsener
onthelocal network. The BOOTP/DHCPseneris usedto give theclient systemits networking infor-
mation,while the actual les usedduringtheinstallationaresened by the NFS sener. Often,these
two senersrun on the samephysicalmachineput they arenotrequiredto.

To performa network-basedkickstartinstallation,you musthave a BOOTP/DHCPsener on your
network, andit mustincludecon gurationinformationfor themachineonwhichyouareattemptingo
installRedHatEnterpriseLinux. TheBOOTP/DHCPsenerwill pravidetheclientwith its networking
informationaswell asthelocationof thekickstart le.

If akickstart le is speci ed by the BOOTP/DHCP sener, the client systemwill attemptan NFS
mountof the le' s path,andwill copy thespeci ed le to theclient, usingit asthekickstart le. The
exactsettingsrequiredvary dependingon the BOOTP/DHCPsener you use.

Hereis anexampleof aline from thedhcpd.conf  le for theDHCPsener:

flename  "/usr/new-mac  hi ne/k ic kstart /" ;
next-server blarg.redhat.c on

Note that you shouldreplacethe value after filename  with the nameof the kickstart le (or the
directoryin which the kickstart le resides)andthe valueafternext-server  with the NFS sener
name.

If the lename returnedby the BOOTP/DHCPsener endswith a slash("/"), thenit is interpretedas
apathonly. In this case the client systemmountsthat pathusingNFS, andsearchesor a particular
le. The lenametheclientsearche$or is:

ip-addr -kicks ta rt

The ip-addr sectionof the lename shouldbe replacedwith the client's IP addressn dotted
decimalnotation.For example,the lename for acomputemwith anlP addres®f 10.10.0.1would be
10.10.0.1-kickstart

Notethatif you do notspecifyasenernamethentheclientsystenwill attemptto usethesenerthat
answeredhe BOOTP/DHCPrequestasits NFS sener. If you do not specifya pathor lename, the
client systemwill try to mount/kickstart from the BOOTP/DHCPsener andwill try to nd the
kickstart le usingthesame ip-addr  -kickstart lename asdescribedabove.

9.9. Making the Installation Tree Available

The kickstartinstallationneedsto accessan installation tree An installationtreeis a copy of the
binaryRedHat EnterpriseLinux CD-ROMs with the samedirectorystructure.
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If you areperforminga CD-basednstallation,insertthe RedHat EnterpriseLinux CD-ROM #1 into
the computeibeforestartingthe kickstartinstallation.

If you are performinga hard-drve installation,make surethe ISO imagesof the binary Red Hat
EnterpriseLinux CD-ROMs areon a harddrive in the computer

If youareperforminga network-basedNFS,FTPR or HTTP)installation,you mustmalke theinstalla-
tion treeavailableover the network. Referto the Preparingfor a NetworkInstallation sectionof the
RedHat EnterpriseLinux Installation Guidefor details.

9.10. Starting a Kickstar t Installation

To begin a kickstartinstallation,you mustboot the systemfrom a Red Hat EnterpriseLinux boot
diskette,RedHat EnterpriseLinux bootCD-ROM, or the RedHat Enterprisd_.inux CD-ROM #1 and
entera specialbootcommandatthe bootprompt.Theinstallationprogramlooksfor akickstart le if
theks commandine agumentis passedo thekernel.

Boot Diskette

If thekickstart le islocatedonabootdisketteasdescribedn Section9.8.1Creatinga Kickstart
Boot Diskette bootthe systemwith the diskettein the drive, andenterthe following command
attheboot: prompt:

linux  ks=floppy

CD-ROM #1 andDiskette

Thelinux  ks=floppy = commandalsoworksif theks.cfg le islocatedon avfator ext2
le systemon adisketteandyou bootfrom the RedHat EnterpriseLinux CD-ROM #1.

An alternatebootcommands to bootoff the RedHat EnterpriseLinux CD-ROM #1 andhave
thekickstart le onavfatorext2 le systemonadiskette.To doso,enterthefollowing command
attheboot: prompt:

linux  ks=hd:fd0:/ks. cfg

With Driver Disk

If you needto usea driver disk with kickstart, specifythe dd option aswell. For example,to
bootoff abootdisketteanduseadriver disk, enterthefollowing commandattheboot: prompt:
linux  ks=floppy dd

Boot CD-ROM

If the kickstart le is on a boot CD-ROM as describedn Section9.8.2 Creatinga Kickstart
Boot CD-ROM, insertthe CD-ROM into the system boot the system,and enterthe following
commandattheboot: prompt(whereks.cfg is thenameof thekickstart le):

linux ks=cdrom:/ks.c fg

Otheroptionsto starta kickstartinstallationareasfollows:

ks=nfs: server :/  path

The installation programwill look for the kickstart le on the NFS sener server
as le path . The installation program will use DHCP to con gure the Ethernet
card. For example, if your NFS sener is senerexample.com and the kickstart
le is in the NFS share /mydir/ks.cfg , the correct boot command would be
ks=nfs:server.example.com:/mydir/ks.cfg
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ks=http:// server | path

The installation programwill look for the kickstart le on the HTTP sener server
as le path . The installation program will use DHCP to con gure the Ethernet
card. For example, if your HTTP sener is senerexample.com and the kickstart le

is in the HTTP directory /mydir/ks.cfg , the correct boot command would be
ks=http://server.example.com/mydir/ks.cfg .

ks=floppy
Theinstallationprogramlooksfor the le ks.cfy onavfatorext2 le systemonthediskettein
/dev/fd0
ks=floppy:/ path
The installation programwill look for the kickstart le on the diskette in /dev/fd0 , as le
path
ks=hd: device :/ file

The installation programwill mountthe le systemon device (which mustbe vfat or
ext2), andlook for thekickstartcon guration le as file in that le system(for example,
ks=hd:sda3:/mydir/ks.cfg ).

ks=file:/ file
Theinstallationprogramwill try to readthe le file from the le system;no mountswill
bedone.Thisis normallyusedif thekickstart le is alreadyontheinitrd ~ image.

ks=cdrom:/ path
Theinstallationprogramwill look for thekickstart le onCD-ROM, as le  path

ks

If ks is usedalone,theinstallationprogramwill con gure the Ethernetcardto useDHCP. The
kickstart le is readfrom the "bootSerer" from the DHCP responsasif it is an NFS sener
sharingthe kickstart le. By default, the bootSerer is the sameasthe DHCP sener. Thename
of thekickstart le is oneof thefollowing:

- If DHCPis speci edandtheboot le beginswith a/ , theboot le providedby DHCPis looked
for ontheNFSsener.

- If DHCPis speci ed andtheboot le beginswith somethingotherthena/ , theboot le pro-
videdby DHCPis looked for in the/kickstart directoryonthe NFS sener.

- If DHCP did not specify a boot le, then the installation programtries to read the le
Ikickstart/1.2.3.4-kickstart , where 1.2.3.4 is the numeric IP addressof the
machinebeinginstalled.

ksdevice= device

Theinstallationprogramwill usethis network device to connecto the network. For example,to
startakickstartinstallationwith thekickstart le onanNFSsenerthatis connectedo thesystem
throughthe ethldevice, usethe commancks=nfs:  server :/ path  ksdevice=ethl
attheboot: prompt.
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Kickstart Con gurator allowsyouto createor modify akickstart le usingagraphicaluserinterface,
sothatyou do not have to remembethe correctsyntaxof the le.

To useKickstart Con gurator , you mustbe running the X Window System.To start Kickstart
Con gurator , selecthe Main Menu Button (onthe Panel)=> SystemTools=> Kickstart , or type
the commandustr/sbin/redhat-config-kickstart .

As you arecreatingakickstart le, youcanselectFile => Preview atary time to review your current
selections.

To startwith anexisting kickstart le, selectFile => Openandselecttheexisting le.

10.1. Basic Con guration

Eile Help
Basic Configuration Basic Configuration (required)
Installation Method Default Language: |English
Haot e optoes Keyboard: U.S. English lzl
Partition Information
Network Configuration Mouse; Generic - 3 Button Mouse (PS/2) D
Al aton [] Emulate 3 Buttons
Firewall Cenfiguration
Time Zone: America/New_Y ork ¥
X Configuration /e
Package Selection [[] Use UTC clock
Pre-Installation Script Root Password:
Past-Installation Script
Confirm Password:
Encrypt oot password
Language Support: | [ Chinese(Mainland)
[ Chinesa(Taiwan)
[ czech
[ panish
[ butch
[1 English =
Reboot system after installation
[] Perform installation in text mode (graphical is default)
[] Perform installation in interactive mode

Figure 10-1.BasicCon guration

Choosethe languageo useduringtheinstallationandasthe default languageafterinstallationfrom
the Default Languagemenu.

Selectthe systemkeyboardtype from the Keyboard menu.

Choosethe mousefor the systemfrom the Mouse menu.lf No Mouseis selectedno mousewill be
con gured. If Probe for Mouse is selectedthe installationprogramtries to auto-detecthe mouse.
Probingworksfor mostmodernmice.

If the systemhasa two-button mouse a three-lutton mousecanbe emulatedby selectingEmulate
3 Buttons. If this optionis selectedsimultaneouslyclicking the left andright mousebuttonswill be
recognizedasa middle mousebuttonclick.
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Fromthe Time Zone menu,choosethe time zoneto usefor the system.To con gure the systemto
useUTC, selectUseUTC clock.

Enterthe desiredroot passwrd for the systemin the Root Password text entry box. Typethe same
passwverd in the Con rm Password text box. The secondeld is to make sureyou do not mistype
the password andthenrealizeyou do not know whatit is afteryou have completedthe installation.
To save the passwerd as an encryptedpassverd in the le, selectEncrypt root password. If the
encryptionoptionis selectedwhenthe le is sased, the plain text passwrd thatyou typedwill be
encryptedandwritten to the kickstart le. Do not type an alreadyencryptedpasswerd and selectto
encryptit. Because kickstart le isaplaintext le thatcanbeeasilyread,it is recommendethatan
encryptecdpassword beused.

Toinstalllanguage additionto theoneselectedrom the Default Languagepulldovn menu.check
themin the Language Support list. The languageselectedrom the Default Language pulldonvn
menuis usedby default after installation;however, the default canbe changedwith the Language
Con guration Tool (redhat-config-language ) afterinstallation.

ChoosingRebootsystemafter installation will rebootyour systemautomaticallyaftertheinstalla-
tionis nished.

Kickstartinstallationsare performedin graphicalmodeby default. To overridethis default anduse
text modeinstead selectthe Perform installation in text mode option.

You canperforma kickstartinstallationin interactve mode.This meanghattheinstallationprogram
usesall theoptionspre-con guredin thekickstart le, butit allowsyouto preview theoptionsin each
screerbeforecontinuingto the next screenTo continueto thenext screenclick the Next buttonafter
you have appraved the settingsor changehembeforecontinuingthe installation.To selectthis type
of installation,selectthe Perform installation in interactive modeoption.

10.2. Installation Method

Eile Help
‘Basic Configuration Installation Method (required)
Installation Method @® Parform new installation
Boot Loader Options () Upgrade an existing installation
Partition Information Choose the Installation Method
Network Configuration (@ CD-ROM
Authentication (O NFS
Firewall Cenfiguration O FP
X Configuration O HTTP
Package Selection () Hard Drive

Pre-Installation Script

Post-Installation Script

Figure 10-2.Installation Method
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The Installation Method screenallows you to choosewhetherto performa new installationor an
upgradelf you chooseupgradethe Partition Information andPackageSelectionoptionswill be
disabled They arenot supportedor kickstartupgrades.

Also choosehetype of kickstartinstallationor upgradescreerfrom thefollowing options:

+ CD-ROM — Choosethis option to install or upgradefrom the Red Hat EnterpriseLinux CD-
ROMs.

« NFS — Choosethis option to install or upgradefrom an NFS shareddirectory In thetext eld
for thethe NFS sener, entera fully-quali ed domainnameor IP addressFor the NFS directory
enterthe nameof the NFS directory that containsthe RedHat directory of the installationtree.
For example,if the NFS sener containsthe directory/mirrors/redhat/i386/RedHat/ , enter
Imirrors/redhat/i386/ for theNFSdirectory

« FTP — Choosethis option to install or upgradefrom an FTP sener. In the FTP sener text eld,
enterafully-quali ed domainnameor IP addressFor the FTPdirectory enterthenameof the FTP
directorythatcontainshe RedHat directory For example,if the FTP sener containshedirectory
/mirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for the FTP directory If
the FTP senerrequiresausernamendpassverd, specifythemaswell.

« HTTP — Choosethis optionto install or upgradefrom an HTTP sener. In thetext eld for the
HTTP sener, enterthefully-quali ed domainnameor IP addressi-ortheHTTP directory enterthe
nameof the HTTP directorythatcontainsthe RedHat directory For example,if the HTTP sener
containghedirectory/mirrors/redhat/i386/RedHat/ , enter/mirrors/redhat/i386/ for
theHTTP directory

- Hard Drive — Choosethis optionto install or upgradefrom a harddrive. Harddrive installations
requirethe useof 1SO (or CD-ROM) images.Be sureto verify that the ISO imagesare intact
beforeyou startthe installation. To verify them, usean md5sum programas well asthe linux
mediacheck bootoptionasdiscussedn the RedHat EnterpriseLinux Installation Guide Enter
theharddrive partitionthatcontainghe SO imagegfor example,/dev/hdal ) intheHard Drive
Partition text box. Enterthedirectorythatcontainsthe ISO imagesin theHard Drive Dir ectory
text box.
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10.3. Boot Loader Options

Fle Help

‘Basic Configuration Boot Loader Options (required)
@ install new boot loader’
not install a boot loader

O Upgrade existing boot loader

Installation Method
Bool Loader Options

Partition Information

Network Configuration (® Use GRUB for the boot loader
Authentication () Use LILO for the boat loader
Firewall Configuration GRUB Options:

X Configuration [] Use GRUR password

Package Selection

Password

Pre-Installation Script

Confirm P, d

[ Encry|

Paost-Installation Script L
B password

(@ Install boot loader on Master Boot Record (MBR)
O Install boot loader on first sector of the boot partition

Kemel parameters:

Figure 10-3.Boot Loader Options

You have the option of installing GRUB or LILO asthe bootloader If you do notwantto install a
bootloader selectDo not install a boot loader. If you choosenotto install abootloader make sure
you createa bootdisketteor have anothemway to boot(suchasathird-partybootloader)your system.

If you chooseto install a bootloader you mustalsochoosewhich bootloaderto install (GRUB or
LILO) andwhereto to install thebootloader(the MasterBoot Recordor the rst sectorof the/boot
partition).Installthebootloaderonthe MBR if you planto useit asyour bootloader If youareusing
adifferentbootloader install LILO or GRUB onthe rst sectorof the/boot partitionandcon gure
the otherbootloaderto bootRedHat EnterpriseLinux.

To passary specialparametergo the kernelto be usedwhenthe systemboots,enterthemin the
Kernel parameterstext eld. For example,if you have an IDE CD-ROM Writer, you cantell the
kernelto usethe SCSlemulationdriver that mustbe loadedbeforeusingcdrecord by con guring
hdd=ide-scsi  asakernelparametefwherehdd is the CD-ROM device).

If youchoose5GRUB asthebootloader you canpasswverd protectit by con guring aGRUB passverd.
SelectUse GRUB password, andentera passverd in the Password eld. Typethe samepasswerd
in theCon rm Password text eld. To save thepasswerd asanencryptedpasswerdin the le, select
Encrypt GRUB passwvord. If the encryptionoptionis selectedwhenthe le is saved,the plain text
passwerd that you typedwill be encryptedandwritten to the kickstart le. Do not type an already
encryptecpasswerd andselectto encryptit.

If youchoose ILO asthebootloader choosevhetheryouwantto uselinearmodeandwhetheryou
wantto forcethe useof Iba32mode.

If Upgrade an existing installation is selectenthelnstallation Method page selectUpgrade ex-
isting boot loader to upgradethe existing bootloadercon guration,while preservingheold entries.
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10.4. Partition Information

Eile Help
VEaslc Configuration Partition Information (required)
Installation Method @ Clear Master Boot Record

Boot Loader Options ) Do not clear Master Boot Record

Partition Information @® Remove all existing partitions

Network Configuration () Remove existing Linux partitions.
Authentication () Preserve existing partitions
Finuiell Conigration @ Initialize the disk label

X Configuration ) Da net initialize the disk label

Package Selection

Device/ Mount Paintf
Pre-installation Script Partition Number |RAID/Velume [Type | Format [Slee MR
Post-Installation Script

[ A [ em [ o |[ rao

Figure 10-4.Partition Information

Selectwhetheror not to clearthe MasterBoot Record(MBR). Chooseto remove all existing parti-
tions,remove all existing Linux partitions,or presere existing partitions.

To initialize the disk label to the default for the architectureof the system(for example,msdos for
x86 andgpt for Itanium), selectlnitialize the disk label if you areinstallingon a brandnew hard
drive.

10.4.1. Creating Partitions

To createa partition, click the Add button. The Partition Options windon shavn in Figure 10-5
appearsChoosghemountpoint, le systentype,andpartitionsizefor thenew partition.Optionally
you canalsochoosdrom thefollowing:

In the Additional SizeOptions section,chooseto make the partitiona x ed size,up to a chosen
size,or Il theremainingspaceontheharddrive. If you selectedswapasthe le systemtype,you

canselectto have the installationprogramcreatethe swap partition with the recommendedize
insteadof specifyingasize.

- Forcethe partitionto be createdasa primarypartition.

- Createthe partition on a speci ¢ harddrive. For example,to male the partition on the rst IDE
harddisk (/devihda ), specifyhda asthedrive. Do notinclude/dev in thedrive name.

- Useanexisting partition. For example,to make the partitionon the rst partitiononthe rst IDE
harddisk (/devihdal ), specifyhdal asthepartition.Do notinclude/dev in thepartitionname.

- Formatthepartitionasthechosenle systentype.
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Mount Point:

File System Type: |ext3

= [<1[¢]

Size (MB): 1

Additional Size Options

@ Fixed size

() Grow to maximum of (MB): 1
O Fill all unused space on disk

[ Use recommended swap size

[] Force to be a primary partition (asprimary)
[ Make partition on specific drive (ondisk)
Drive (for example: hda or sdc)
[[] Use existing partition (onpart)
Partition | {for example: hdal or sdc3)

Format partition

Figure 10-5.Creating Partitions

To edit an existing partition, selectthe partition from the list and click the Edit button. The same
Partition Options window appearsaswhenyou choseto add a partition asshavn in Figure 10-5
exceptit re ects thevaluesfor the selectedartition. Modify the partitionoptionsandclick OK.

To deleteanexisting partition, selectthe partitionfrom thelist andclick the Deletebutton.

10.4.1.1. Creating Software RAID Partitions

Referto Chapter3 RedundanArray of IndependenbDisks(RAID) to learnmoreaboutRAID andthe
differentRAID levels.RAID 0, 1, and5 canbecon gured.

To createa softwareRAID partition,usethefollowing steps:

1. Click theRAID button.
2. SelectCreatea software RAID partition .

3. Con gurethepartitionsaspreviously describedexceptselectSoftware RAID asthe le system
type.Also, you mustspecifya harddrive on which to malke the partition or specifyanexisting
partitionto use.
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Mount Point:

File System Type: séffware RAID

= & =]

Size (MB): 2048
Additional Size Options

® Fixed size
©) Grow to maximum of (MB): 1
) Fill all unused space on disk

[ Use recommendec

[] Force to be a primary partition (asprimary)
Make partition on specific drive (ondisk)
Drive : sdal | (for example: hda or sdc)
[ Usee
Partition | tFor example: hda1 or sdc3)

Format partition

ting partition (onpart)

Figure 10-6.Creating a Software RAID Partition

Repeathesestepsto createasmary partitionsasneededor your RAID setup All of your partitions
donothave to be RAID partitions.

After creatingall the partitionsneededo form a RAID device, follow thesesteps:

1. Click the RAID button.
2. SelectCreatea RAID device.

3. Selecamountpoint, le systentype,RAID device nameRAID level, RAID membersnumber
of sparedor the softwareRAID device, andwhetherto formatthe RAID device.

Mount Point: /home
RAID Device md0 ¥

RAID Level

raid.01

Raid Members o

El

Number of spares: |1

Format RAID device

Figure 10-7.Creating a Software RAID Device

4. Click OK to addthedevice to thelist.
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10.5. Network Con guration
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Eile  Help
‘Basic Configuration | Network Configuration
Installation Method ‘De'vice |Netwmk Type

| ‘ Add Network Device

Boot Loader Options
Partition Information |
Authentication

Firewall Cenfiguration

X Configuration

Package Selection
Pre-Installation Script

Post-Installation Script

Edit Network Device

Delete Network Device

Figure 10-8.Network Con guration

If the systemto beinstalledvia kickstartdoesnot have an Ethernetcard,do notcon gure oneonthe

Network Con guration page.

Networking is only requiredif you choosea networking-basednstallationmethod(NFS, FTR or
HTTP). Networking can always be con gured after installationwith the Network Administration
Tool (redhat-config-network ). Referto Chapterl9 NetworkCon guration for details.

For eachEthernetcard on the system,click Add Network Device and selectthe network device
andnetwork type for the device. SelectethO to con gure the rst Ethernetcard,ethl for thesecond

Ethernetcard,andsoon.
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10.6. Authentication

Eile Help

VEaslc Configuration Authentication Configuration

Installation Method Authentication: Use Shadow Passwords Use MD3
Boot Loader Options NIS [LDAP [Kerberos 5] Hesiod[SME [Name Switch Cache
Partition Information NIS Authentication

Network Configuration

Firewall Cenfiguration

[] Enable NIS

NIS Damain

X Configuration [ use broa

deast to find NIS server
Package Selection
NIS Server.
Pre-Installation Script

Post-Installation Script

Figure 10-9.Authentication
In the Authentication sectionselectwhetherto useshadav passwerdsandMDS5 encryptionfor user
passwrds. Theseoptionsarehighly recommendedndchoserby default.

TheAuthentication Con guration optionsallow youto con gure thefollowing methodsof authen-
tication:

- NIS

- LDAP

+ Kerbeross

- Hesiod

. SMB

- NameSwitchCache

Thesemethodsarenotenabledy default. To enableoneor moreof thesemethodsglick theappropri-
atetab,click thecheckboxnext to Enable, andentertheappropriaténformationfor theauthentication
method Referto Chapter29 AuthenticationCon guration for moreinformationaboutthe options.

10.7. Firewall Con guration

TheFirewall Con guration window is similar to the screenn the installationprogramandthe Se-
curity Level Con guration Tool.
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Eile  Help
VEasic Configuration Firewall Configuration
Installation Method Security level: || Enable firewall: *
Boot Loader Options
Partition Information TR [ etho
Network Configuration [ eth1
Authentication
X Configuration Trusted services: ] Www (HTTP)
Package Selection O Fre
Pre-Installation Script [ ssH
Post-Installation Script [ Telnet

[ mail (smTP)

Other ports: (1029:tcp)

Figure 10-10.Firewall Con guration

If Disable r ewall is selectedthesystemallows completeaccesgo ary active servicesaandports.No
connectiondo the systemarerefusedor denied.

SelectingEnable r ewall con guresthe systemto rejectincoming connectionghat are not in re-
sponsdo outboundrequestssuchasDNS repliesor DHCP requestslf accesgo servicesunningon
this machineis neededyou canchooseo allow speci ¢ serviceghroughthe re wall.

Only devicescon guredin the Network Con guration sectionarelisted asavailable Trusted de-
vices Connectiondrom ary devicesselectedn thelist areacceptedy the system.For example,if
ethl1 only recevesconnectiongrom internalsystemyou might wantto allow connectiongrom it.

If a serviceis selectedin the Trusted sewices list, connectiongfor the serviceare acceptedand
processetby the system.

In the Other ports text eld, list ary additionalportsthatshouldbe openedor remoteaccessUse
the following format: port:protocol . For example,to allow IMAP accesghroughthe re wall,
specifyimap:tcp . Specifynumericportscanalsobe speci ed;to allow UDP pacletson port 1234
throughthe re wall, enter1234:udp . To specifymultiple ports,separat¢hemwith commas.

10.8. X Con guration

If you areinstallingthe X Window System,you cancon gure it during the kickstartinstallationby
checkingthe Con gur ethe X Window Systemoptiononthe X Con guration window asshavnin
Figure10-11 If this optionis notchosenthe X con gurationoptionswill bedisabledandtheskipx
optionwill bewritten to thekickstart le.

10.8.1. General

The rst stepin con guring X is to choosethe default color depthandresolution.Selectthemfrom
their respectie pulldovn menus.Be sureto specifya color depthandresolutionthatis compatible
with thevideocardandmonitorfor the system.
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Eile Help

Basic Configuration X Configuration

Installation Method Cenfigure the X Window System

Boot Loader Options General | Video Card | Monitor

Partition Information Color Depth Resolution

Network Configuration 8 E |640x480

Authentication = =
" y Default Desktop: @ GNOME () KDE
Firewall Cenfiguration

X Configuration [] Start the X Window System on boot

Package Selection

On first boot, Setup Agent is: ‘ Disabled x ‘

Pre-Installation Script

Past-Installation Script

Figure10-11.X Con guration - General

If youareinstallingboththe GNOME andKDE desktopsyou mustchoosewhich desktopshouldbe
the default. If only onedesktopis to beinstalled,be sureto chooseit. Oncethe systemis installed,
userscanchoosewhich desktopthey wantto betheir default.

Next, choosewhetherto startthe X Window Systemwhenthe systems booted.This optionwill start
the systemin runlevel 5 with the graphicallogin screen After the systemis installed, this canbe
changedy modifying the/etc/inittab con guration le.

Also selectwhetherto startthe Setup Agent the rst time the systemis rebooted|t is disabledby
default, but the settingcan be changedo enabledor enabledin recon gurationmode.Recon gu-
ration mode enableshe language mouse keyboard,root passwerd, securitylevel, time zone,and
networking con gurationoptionsin additionto the default ones.

10.8.2. Video Card

Probefor video card is selectedy default. Acceptthis defaultto have theinstallationprogramprobe
for the video card during installation. Probingworks for most modernvideo cards.If this option
is selectedand the installation programcannotsuccessfullyprobethe video card, the installation
programwill stopat the video cardcon guration screenTo continuethe installationprocessselect
yourvideocardfrom thelist andclick Next.

Alternatively, you canselectthe video cardfrom thelist on the Video Card tabasshown in Figure
10-12 Specifythe amountof video RAM the selectedvideo cardhasfrom the Video Card RAM
pulldovn menu.Thesevaluesareusedby theinstallationprogramto con gurethe X Window System.
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Eile Help

Basic Configuration
Installation Method
Boot Loader Options
Partition Information
Network Configuration
Authentication

Firewall Cenfiguration

Package Selection
Pre-Installation Script
Post-Installation Script

X Configuration

Configure the X Window System

General | Video Card | Monitor

[] Probe for video card

Magic-Pro MP-740DVD
Matrox Comet

Matrox Marvel 11
Matrox Millennium
Matrox Millennium G200

Matrox Millennium G450
Matrox Millennium G550
Matrox Millennium Il
Matrox Mystique

Matrox Mystique G200
Matrox Productiva G100
MediaVision Proaxcel 128
Mirage Z-128

Miro CRYSTAL VRX

Miro Crystal 10SD with GenDAC
Miro Crystal 125D

Miro Crystal 165

Video Card RAM: 2 MB

[2]

Figure10-12.X Con guration - Video Card

10.8.3. Monitor

After con guring thevideocard,click ontheMonitor tabasshown in Figure10-13

Eile Help

Basic Configuration
Installation Method
Boot Loader Options
Partition Information
Network Configuration
Authentication

Firewall Configuration

Package Selection
Pre-Installation Script
Post-Installation Script

X Configuration

Configure the X Window System

General | Video Card| Monitor

[] Probe for monitor
ViewSonic OptiQuest V55
ViewSonic OptiQuest Va41
ViewSonic OptiQuest V655-2
ViewSonic OptiQuest V655-3
ViewSonic OptiQuest V655
ViewSonic OptiQuest V73
Viewsonic OptiQuest V75
ViewSonic OptiQuest V773-2
Vo o]
ViewSonic OptiQuest V775-2
ViewSonic OptiQuest V775
ViewSonic OptiQuest V95
ViewSonic OptiQuest VABS6
ViewSonic P55

ViewSonic P775 7
ViewSonic P795

[[] Specify hsync and vsync instead of monitor

Horizontal Sync:

Vertical Sync

[2]

Figure 10-13.X Con guration - Monitor
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Probefor monitor is selectedy default. Acceptthis default to have theinstallationprogramprobe
for themonitorduringinstallation.Probingworksfor mostmodernmonitors.If this optionis selected
andtheinstallationprogramcannotsuccessfullyprobethe monitor, theinstallationprogramwill stop
atthemonitorcon gurationscreenTo continuetheinstallationprocessselectyour monitorfrom the

list andclick Next.

Alternatively, you can selectyour monitor from the list. You can also specify the horizontaland
vertical syncratesinsteadof selectinga speci ¢ monitor by checkingthe Specify hysncand vsync
insteadof monitor option.This optionis usefulif themonitorfor the systemis notlisted.Noticethat
whenthis optionis enabledthe monitorlist is disabled.

10.9. Package Selection

Eile  Help
Basic Configuration Package Selection
Installation Method Select packages to install.
Boot Loader Options @ Automatically Resclve Dependencies
Partition Information () Ignore Dependencies

Network Cenfiguration

Authentication

Firewall Cenfiguration |0 x window System

| X Cenfiguration :D GNOME Deskiop Environment
ge Selectior |0 KDE Desktop Environment

Post-installation Script :I] Editors

iD Engineering and Scientific
|[] Graphical Intemet

|00 Text-based Internet

;D Office/Productivity

ED Sound and Video

] Graphics

D Games and Entertainment
|[] Authoring and Publishing

[[] Server Configuration Tools
| web server

|01 mail server

| Windows File Server

| Pre-Installation Script Applications

[*]

Figure 10-14.PackageSelection

The PackageSelectionwindow allows you to choosewhich packagegroupsto install.
Therearealsooptionsavailableto resohe andignorepackagelependencieautomatically

Currently Kickstart Con gurator doesnotallow you to selectindividual packagesTo installindi-
vidual packagesnodify the%packages sectionof thekickstart le afteryousaveit. Referto Section

9.5 Padkage Selectiorfor details.
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10.10. Pre-Installation Script
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Fle Help

7335.( Configuration Pre-Installation Script
‘Warning: An error in this script might cause your kickstart installation

Installation Method
to fail. Do not include the %pre command at the beginning.

Boot Loader Options

Partition Information []Use an interpreter::
Network Configuration .
Authentication LRI L s Lo
Firewall Configuration

X Configuration

Package Selection

Pre-Installation Script

Past-Installation Script

Figure 10-15.Pre-Installation Script

You canaddcommandso run on the systemimmediatelyafterthekickstart le hasbeenparsedand
beforetheinstallationbegins. If you have con guredthe network in the kickstart le, the network is
enabledbeforethis sectionis processedTo includea pre-installatiorscript, typeit in thetext area.

To specify a scripting languageto useto executethe script, selectthe Use an interpreter option

and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2

be specied for a Python script. This option correspondsto using %pre --interpreter

Jusr/bin/python2.2 in your kickstart le.

@Caution

Do not include the %pre command. It will be added for you.

can
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10.11. Post-Installation  Script

Fle Help

VBas|( Configuration Post-Installation Script
Warning: An error in this script might cause your kickstart installation

Installation Method
to fail. Do not include the %post command at the beginning.

Boot Loader Options

Partition Information [1 Run outside of the chroot environment

Network Configuration [] Use an interprater:

Authentication .

Firewall Configuration Type your %post script below:

X Configuration
Package Selection

Pre-Installation Script

Post-Installation Script

Figure 10-16.Post-Installation Script
You canalsoaddcommanddo executeon the systemafter the installationis completedlf the net-
work is properlycon gured in the kickstart le, the network is enabledandthe script caninclude

commandso accessesource®n thenetwork. To includea post-installatiorscript, typeit in thetext
area.

@Caution

Do not include the %post command. It will be added for you.

For example,to changethe messagef the day for the newly installed system,add the following
commando the%post section:

echo "Hackers will be punished!" > /etc/motd

@,

More examples can be found in Section 9.7.1 Examples.
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10.11.1. Chroot Environment

To run the post-installatiorscript outsideof the chrootervironment,click the checkboxnext to this
optionon the top of the Post-Installation window. This is equivalentto the usingthe --nochroot
optionin the%post section.

To make ary changego the newly installed le systemin the post-installatiorsectionoutsideof the
chrootenvironment,you mustprependhe directorynamewith /mnt/sysimage/

For example,if you selectRun outside of the chroot ervironment, the previous exampleneedsto
bechangedo thefollowing:

echo "Hackers will be punished!" > /mnt/sysimage/etc/motd

10.11.2. Use an Interpreter

To specify a scripting languageto useto executethe script, selectthe Use an interpreter option
and enter the interpreterin the text box besideit. For example, /usr/bin/python2.2 can
be specied for a Python script. This option correspondsto using %post --interpreter
lusr/bin/python2.2 in your kickstart le.

10.12. Saving the File

To review the contentsof the kickstart le after you have nished choosingyour kickstartoptions,
selectFile => Preview from the pull-dovn menu.

You have choosen the following configuration. Click
Save File to save the kickstart file.

[#Generated by Kickstart Configurator

#System language

lang en_UsS

i#L anguage modules to Install
langsupport —default=en_US
#System keyboard

keyboard us

{#System mouse

mouse generic3ps/2

#Sytem timezone

ftimezone America/New_York
‘#Root password

rootpw ~iscrypted $15dMANAAZNSoSP | SBQTX8gXY
#Reboot after installation

reboot

#Install Red Hat Linux instead of upgrade
install

{#Use CDROM installation media

(cdrom

[l % I

Figure 10-17.Preview

To save thekickstart le, click the Save to File buttonin the preview window. To save the le without
previewing it, selectFile => Save File or presqCtrl]-[S]. A dialogbox appearsSelectwhereto save
the le.

After saving the le, referto Section9.10Startinga KickstartInstallationfor informationon how to
startthekickstartinstallation.
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Basic System Recovery

Whenthings go wrong, therearewaysto x problems.However, thesemethodsrequirethat you
understandhe systemwell. This chapterdescribeow to bootinto rescuemode,single-usemode,
andemegeny mode,whereyou canuseyour own knowledgeto repairthe system.

11.1. Common Problems

You might needto bootinto oneof theserecorery modesfor ary of thefollowing reasons:

+ Youareunableto bootnormallyinto RedHat EnterpriseLinux (runlevel 3 or 5).

+ You are having hardvare or software problems,andyou wantto geta few important les off of
your systems$ harddrive.

+ Youforgottheroot passverd.

11.1.1. Unable to Boot into Red Hat Enterprise Linux

This problemis often causeddy theinstallationof anotheroperatingsystemafteryou have installed
RedHat EnterpriseLinux. Someotheroperatingsystemsassumethat you have no other operating
systemson your computer They overwrite the MasterBoot Record(MBR) thatoriginally contained
the GRUB or LILO bootloader If the bootloaderis overwrittenin this manneryou will notbeable
to bootRedHat EnterprisdLinux unlessyou cangetinto rescuemodeandrecon gurethebootloader

Anothercommonproblemoccurswhenusinga partitioningtool to resizea partition or createa new
partitionfrom free spaceafterinstallation,andit changeghe orderof your partitions.If the partition
numberof your/ partitionchangesthebootloadermightnotbeableto nd it to mountthe partition.
To x this problem,bootin rescuemode and modify /boot/grub/grub.conf if you areusing
GRUB or /etc/lilo.conf if you areusingLILO. You mustalsorun the /sbin/lilo command
arytime you modify theLILO con guration le.

11.1.2. Hardware/Software Problems

This catgory includesawide variety of differentsituationsTwo examplesincludefailing harddrives
andspecifyinganinvalid root device or kernelin the bootloadercon guration le. If eitherof these
occur you might not be ableto rebootinto RedHat EnterpriseLinux. However, if you bootinto one
of the systenrecorery modesyou mightbeableto resole the problemor atleastgetcopiesof your
mostimportant les.

11.1.3. Root Password

Whatcanyou doif youforgetyourrootpassverd?To resetit to adifferentpassverd, bootinto rescue
modeor single-usemodeandusethe passwd commando resettheroot passverd.
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11.2. Booting into Rescue Mode

Rescuanodeprovidestheability to boota smallRedHat Enterprise_inux ervironmententirelyfrom
adiskette,CD-ROM, or someotherbootmethodinsteadof the systems harddrive.

As the nameimplies, rescuemodeis provided to rescueyou from something During normaloper
ation, your Red Hat EnterpriseLinux systemuses les locatedon your systems$ hard drive to do
everything— run programsstoreyour les, andmore.

However, theremaybetimeswhenyouareunableto getRedHatEnterpriseLinux runningcompletely
enoughto accessles onyoursystems harddrive. Usingrescuanode,you canaccesshe les stored
onyour systems harddrive, evenif you cannotactuallyrun RedHat EnterpriseLinux from thathard
drive.

To bootinto rescuamode,you mustbeableto bootthe systemusingoneof thefollowing methods:

« By bootingthe systemfrom aninstallationbootdiskette*
« By bootingthe systemfrom aninstallationbootCD-ROM.*
- By bootingthe systemfrom the RedHat EnterpriseLinux CD-ROM #1.

Onceyou have bootedusingoneof the describednethodsaddthe keyword rescue asakernelpa-
rameterFor example,for anx86 systemfypethefollowing commandattheinstallationbootprompt:

linux  rescue

You arepromptedto answera few basicquestionsincludingwhich languageo use.lt alsoprompts
youto selectwherea valid rescuemageis located.Selectfrom Local CD-ROM, Hard Drive, NFS

image FTP, or HTTP. Thelocationselectednustcontainavalid installationtree,andtheinstallation
treemustbe for the sameversionof RedHat EnterpriseLinux asthe RedHat EnterpriseLinux CD-

ROM #1 from which you booted.If you useda boot CD-ROM or disketteto startrescuemode,the
installationtreemustbe from the sametreefrom which the mediawascreated For moreinformation
abouthow to setupaninstallationtreeon aharddrive, NFS sener, FTPsener, or HTTP sener, refer
to the RedHat EnterpriseLinux Installation Guide

If youselectarescuémagethatdoesnotrequireanetwork connectyou areasledwhetheror notyou
wantto establisha network connectionA network connectioris usefulif you needto backup les to
adifferentcomputeror install someRPM package$rom a sharechetwork location,for example.

Youwill alsoseethefollowing message:

The rescue environment will now attempt to find your Red Hat
Linux installation and mount it under the directory

/mnt/sysimage. You can then make any changes required to your
system. If you want to proceed with this step choose
‘Continue’. You can also choose to mount your file  systems
read-only instead of read-write by choosing ‘'Read-only'.

If for some reason this process fails you can choose ‘'Skip'
and this step will be skipped and you will go directly to a

command shell.

If you selectContinue, it attemptso mountyour le systemunderthedirectory/mnt/sysimage/

If it fails to mounta partition, it noti es you. If you selectRead-Only, it attemptsto mountyour le
systemunderthe directory/mnt/sysimage/  , but in read-onlymode.If you selectSkip, your le
systemis not mounted ChooseSkip if youthink your le systemis corrupted.

Onceyou have your systemin rescuemode,a promptappearon VC (virtual console)l andVC 2
(usethe[Ctrl]-[Alt]-[F1] key combinatiorto accesd/C 1 and[Ctrl]-[Alt]-[F2] toaccesd/C 2):

1. Refertothe RedHat EnterpriseLinux Installation Guidefor moredetails.
1. Refertothe RedHat EnterpriseLinux Installation Guidefor moredetails.
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sh-2.05b#
If youselectedContinue to mountyour partitionsautomaticallyandthey weremountedsuccessfully
you arein single-usemode.

Evenif your le systemis mountedthedefaultrootpartitionwhile in rescuemodeis atemporaryroot
partition, not the root partition of the le systemusedduring normalusermode(runlevel 3 or 5). If
you selectedo mountyour le systemandit mountedsuccessfullyyou canchangeheroot partition
of therescuemodeervironmentto the root partition of your le systemby executingthe following
command:

chroot /mnt/sysimage

Thisis usefulif youneedto runcommandsuchasrpm thatrequireyourroot partitionto bemounted
as/ . To exit thechrootervironment,typeexit , andyouwill returnto the prompt.

If you selectedSkip, you canstill try to mounta partitionmanuallyinsiderescuemodeby creatinga
directorysuchas/foo , andtypingthefollowing command:

mount -t ext3 /dev/hda5 /foo

In theabore command/foo is adirectorythatyou have createdand/dev/nda5  is thepartitionyou
wantto mount.If the partitionis of typeext2 , replacesxt3 with ext2 .

If youdo notknow the namesof your partitions,usethefollowing commando list them:

fdisk -l

Fromthe prompt,you canrun mary usefulcommandsuchas

« list-harddrives to list the harddrivesin the system
« ssh,scp, andping if thenetwork is started

« dumpandrestore for userswith tapedrives

. parted andfdisk for managingpartitions

- rpm for installingor upgradingsoftware

- joe for editingcon guration les (If youtry to startotherpopulareditorssuchasemacs, pico , or
vi , thejoe editorwill bestarted.)

11.3. Booting into Single-User Mode

One of the adwantagesof single-usemodeis that you do not needa boot diskette or CD-ROM;
however, it doesnot give you the optionto mountthe le systemsasread-onlyor not mountthemat
all.

If your systemboots,but doesnotallow you to log in whenit hascompletedbooting,try single-user
mode.

In single-usemode your computetbootsto runlevel 1. Yourlocal le systemsaremountedput your
network is notactivated.You have ausablesystenmaintenancehell.Unlike rescuanode single-user
modeautomaticallytriesto mountyour le system;do not usesingle-usemodeif your le system
cannotbemountedsuccessfullyYou cannot usesingle-usemodeif therunlevel 1 con gurationon
your systemis corrupted.

On an x86 systemusing GRUB asthe bootloader usethe following stepsto bootinto single-user
mode:
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1.1f youhave aGRUB passverd con gured, typep andenterthe passverd.

2. SelectRed Hat Enterprise Linux with theversionof thekernelthatyouwishto bootandtype
a to appendheline.

3.Goto theendof theline andtypesingle asa separatavord (pressthe [Spacebarhndthen
typesingle ). PresdEnter]to exit editmode.

4.Backatthe GRUB screenfypeb to bootinto single-usemode.

On an x86 systemusing LILO asthe boot loader at the LILO boot prompt (if you are using the
graphicalLILO, you mustpress[Ctrl]-[x] to exit the graphicalscreerandgo to the boot: prompt)

type:
linux  single

For all otherplatforms,specifysingle asakernelparameteatthe bootprompt.

11.4. Booting into Emergency Mode

In emegeny mode,you arebootedinto the mostminimal environmentpossible Theroot le system
is be mountedread-onlyandalmostnothingis setup. The main adwantageof emegeny modeover
single-usemodeis thattheinit  les arenotloaded.If init is corruptedor not working, you can
still mount le systemgo recorer datathatcouldbelostduringare-installation.

To bootinto emegeny mode,usethe samemethodasdescribedor single-usemodein Section11.3
Bootinginto Single-UseModewith oneexception,replacethe keyword single  with the keyword
emergency .
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ReadChapter3 Redundanirray of IndependenbDisks(RAID) rst to learnaboutRAID, thediffer-
encesdetweerHardwareandSoftwareRAID, andthedifferencesdetweerRAID 0, 1, and5.

Software RAID canbe con gured during the graphicalinstallationof RedHat EnterpriseLinux or
duringakickstartinstallation.This chapterdiscussesiow to con gure softwareRAID duringinstal-
lation, usingthe Disk Druid interface.

Beforeyou cancreatea RAID device, you must rst createRAID partitions,usingthe following
step-by-stejnstructions:

1.OntheDisk Partitioning SetupscreenselectManually partition with Disk Druid .
2.In Disk Druid, chooseNewto createa new partition.
3. Choosesoftware RAID from theFile SystemType pulldovn menuasshowvn in Figure12-1

I Add Pantition
MoitFan: [ popicae [3]
File System Type: ‘ software RAID z ‘
hda 19460 MB Maxtor 52049H3

Allowable Drives: hdb 19469 MB Maxtor 52049H3
Size (MB}: 3000/

Additional Size Options

@® Fixed size

O Fill all space up to (MB)

O Fill to maximum allowable size
[] Force to be a primary partition

3¢ cancel & oK

Figure 12-1.Creatinga New RAID Partition

4. Youwill notbeableto entera mountpoint (you will be ableto do thatonceyou have created
your RAID device).

5. A softwareRAID partitionmustbe constrainedo onedrive. For Allowable Drives selectthe
drive on which RAID will be createdIf you have multiple drives, all driveswill be selected,
andyou mustdeselectll but onedrive.

6. Enterthe sizethatyou wantthe partitionto be.

7. SelectFixed sizeto make the partition the speci ed size,selectFill all spaceup to (MB) and
entera sizein MBs to give rangefor the partition size, or selectFill to maximum allowable
sizeto male it grow to Il all available spaceon the harddisk. If you make morethanone
partitiongrowable,they will sharetheavailablefreespaceonthedisk.

8. SelectForceto be a primary partition if youwantthe partitionto be a primary partition.
9. Click OK to returnto themainscreen.

Repeathesestepsto createas mary partitionsas neededor your RAID setup.Notice thatall the
partitionsdo nothave to be RAID partitions.For example,you cancon gure only the/home partition
asasoftwareRAID device.

Onceyou have all of your partitionscreatedassoftware RAID partitions,follow thesesteps:
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1. Selectthe RAID buttonontheDisk Druid mainpartitioningscreen(referto Figure12-4).
2.Figure12-2will appearSelectCreatea RAID device.

TS

Software RAID allows you to combine several disks into a
larger RAID device. A RAID device can be configured to
provide additional speed and reliability compared to using an
individual drive. For more information on using RAID devices
please consult the Red Hat Enterprise Linux AS documentation.

You currently have 3 software RAID partition(s) free to use.
What do you want to do now?

() Create a software RAID partition.

(@ Create a RAID device [default=/dev/md0].

() Clone a drive to create a RAID device [default=/dev/md0].

Figure12-2.RAID Options

3. Next, Figure12-3will appearwhereyou canmake a RAID device.

| Make RAID Device |

Mount Point: H’home ]T‘
File System Type: ‘ ext3 b ‘
RAID Device: ‘ mdo e ‘
RAID Level: ‘ RAIDO T ‘

hda2 2996 MB
RAID Members hda3 2996 MB

Number of spares: |0 f,,,;

Figure 12-3.Making a RAID Device

4. Enteramountpoint.

5.Choosehe le systemtypefor thepartition.

6. Selecta device namesuchasmdo for theRAID device.

7.Chooseyour RAID level. You canchoose€rom RAID 0, RAID 1, andRAID 5.

Note

If you are making a RAID partition of /boot , you must choose RAID level 1, and it must use
one of the rst two drives (IDE rst, SCSI second). If you are not creating a RAID partition of
/boot , and you are making a RAID patrtition of /, it must be RAID level 1 and it must use one
of the rst two drives (IDE rst, SCSI second).
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8. TheRAID partitionsyoujustcreatecappeain theRAID Memberslist. Selectwhich partitions
of thesepartitionsshouldbe usedto createthe RAID device.

9.1f con guring RAID 1 or RAID 5, specifythe numberof sparepartitions.If a softnare RAID
partition fails, the sparewill automaticallybe usedasa replacementFor eachspareyou want
to specify you mustcreatean additionalsoftware RAID partition (in additionto the partitions
for the RAID device). In the previous step,selectthe partitionsfor the RAID device andthe
partition(s)for the spare(s).

10. After clicking OK, the RAID device will appeaiin the Drive Summary list asshawvn in Fig-
ure 12-4 At this point, you cancontinuewith your installationprocessReferto the RedHat
EnterpriseLinux Installation Guidefor furtherinstructions.

. redat

Online Help Partitioning

Disk Setup

Drive /dev/hda (Geom: 2482/255/63) (Model: Maxtor 52049H3)

nda2 nda3 hndas ‘
osims_ [soims  [1374me

Choose where you would like
Red Hat Linux to be installed.

Drive /dev/hdb (Geom: 2482/255/63) (Model: Maxtor 52049H3)

db1 ‘hdbz Free ‘
Ifyou do notknow how to 3000 e 2047 e 13421 w8

partition your system or if you

need help with using the

manual partitioning tools, refer [ vew [ Edt | peete | Reset | mam [ wm |
to the Red Hat Linux -
Installation Guide. Mount Point/ Size
Device Ralbvoume|  TYPe  [Fomat| (EC | start| End

Ifyou used automatic ~ RAID Devices
partitioning, you can either Jdev/mdo fhome ext3 v 5993
accept the current partition ki
settings (click Next), or modify "
the setup using the manual dey/hd " v i
pariitioning tool. [dev/hdal fboot e 02 1 1

[dev/hdaz fdev/mdo software RAID 2996 14 395
If you are manually partitioning fdev/hdaz fdev/mdo  software RAID 2006 306 777
your system, you will see your  [dev/hda4 Extended 13374 778 2482
current hard drive(s) and P . . . aname—oma.
partitions displayed below. Use | | [£] Z

the partitioning tool to add, edit, [ Hide RAID device/LVM Volume Group members

Figure12-4.RAID Array Created
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Chapter 13.
LVM Con guration

LVM canbecon guredduringthegraphicaliinstallationprocessr duringakickstartinstallation.You
canusethe utilities from thelvm packageto createyour LVM con guration, but theseinstructions
focusonusingDisk Druid duringinstallationto completethis task.

ReadChapter4 Logical VolumeManager (LVM) rst to learnaboutLVM. An overview of the steps
requiredto con gure LVM:

- Createphysicalvolumesrom the harddrives.
- Createvolumegroupsfrom the physicalvolumes.
- Creatdogical volumesrom thevolumegroupsandassigrthelogical volumesmountpoints.

; Note

You can only edit LVM volume groups in GUI installation mode. In text installation mode, you can
assign mount points to existing logical volumes.

To createa logical volumegroupwith logical volumesduringinstallation:

1. OntheDisk Partitioning SetupscreenselectManually partition with Disk Druid .
2. SelectNew.

3. Selectphysicalvolume (LVM) from theFile SystemType pulldovn menuasshavn in Figure
13-1

Add Partition

Mount Paint; Not Applicable E

File System Type: ‘ physical volume (LVM)

hda 19469 MB Maxtor 52040H3

Allawable Dives (m] hdb 19469 MB Maxtor 52049H3

Size (MB}: 30000/

Additional Size Options

® Fixed size

O Fill all space up to (MB): 1
O Fill to maximum allowable size

[] Force to be a primary partition

3 Cancel @ oK

Figure 13-1.Creating a Physical Volume

4. Youwill notbeableto entera mountpoint (you will be ableto do thatonceyou have created
your volumegroup).

5. A physicalvolume mustbe constrainedo onedrive. For Allowable Drives selectthe drive
on which the physicalvolumewill be createdIf you have multiple drives, all driveswill be
selectedandyou mustdeselectll but onedrive.
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6. Enterthe sizethatyou wantthe physicalvolumeto be.

7. SelectFixed sizeto malke the physicalvolumethe speci ed size, selectFill all spaceup to
(MB) and entera sizein MBs to give rangefor the physicalvolume size, or selectFill to
maximum allowable sizeto male it grov to Il all available spaceon the harddisk. If you
make morethanonegrowable,they will sharetheavailablefree spaceonthedisk.

8. SelectForceto be a primary partition if youwantthe partitionto be a primary partition.
9. Click OK to returnto themainscreen.

Repeathesestepto createasmary physicalvolumesasneededor your LVM setup.For example,if
youwantthevolumegroupto spanover morethanonedrive, createa physicalvolumeon eachof the
drives.

&Warning

The /boot partition can not be on a volume group because the boot loader can not read it. If you
want to have your root partition on a logical volume, you will need to create a separate /boot partition
which is not a part of a volume group.

Onceall the physicalvolumesarecreatedfollow thesesteps:

1. Click theLVM buttonto collectthe physicalvolumesinto volumegroups.A volumegroupis
basicallya collectionof physicalvolumes.You canhave multiple logical volumegroups but a
physicalvolumecanonly bein onevolumegroup.

Note

There is overhead disk space reserved in the logical volume group. The summation of the
physical volumes may not equal the size of the volume group; however, the size of the logical
volumes shown is correct.

Make LVM Volume Group

Volume Group Name: Volumeog|

Physical Extent 4MB 2

"

hda2 19384.00 ME

5] hab2  17468.00 MB
Physical Volumes to Use:

Used Space 30000.00MB (814 %)
Free Space 685200 MB (18,6 %)
Total Space 3685200 MB

Lagical Volumes

Logical Volume Name |Mount Point |Size (ME) ‘
LogVeloo fhome 20000

Add |
Edt |

Delets|

X Cancel PHox

Figure 13-2.Creatingan LVM Device

2. ChangeheVolume Group Nameif desired.
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3. All logical volumesinside the volume group must be allocatedin physicalextent units. By
default, the physicalextentis setto 4 MB; thus, logical volume sizesmustbe divisible by 4
MBs. If you entera sizethatis not a unit of 4 MBs, the installation programautomatically
selectghe closessizein unitsof 4 MBs. It is notrecommendethatyou changethis setting.

4. Selectwhich physicalvolumesto usefor thevolumegroup.

5. Createlogical volumeswith mountpointssuchas/home . Remembethat/boot cannotbea
logical volume.To addalogical volume,click the Add buttonin the Logical Volumessection.
A dialogwindow asshavn in Figure13-3will appear

Make Logical Valume
Mount Paint /home M
Eile System Type i v

Logioal Volume Name: | LogVol00
Size (MB): 2044
(Max size is 4080 MB)

X Cancel ‘ ‘ &QT‘

Figure 13-3.Creating a Logical Volume

Repeathesestepsfor eachvolumegroupyouwantto create.

O,

You may want to leave some free space in the logical volume group so you can expand the logical
volumes later.

Disk Setup i Mo sz0set)
Choose where you would like “”’"” ‘
Red Hat Linux to be installed. ! frp—

Ifyou do notknow how to
pariition your system or if you
need help with using the

it o :
manual partitioning tools, refer ‘ Nex. H e H Dokt H Fegst ” o o |
o the Red Har Linux = =
Instaifation Guide. | o [tmet] oo [ gy Joon]e ‘

IFyou used automatic

L WS 3 T Voluma00 i

partitioning, you can either Lagueno mame e ¢ 30000

acceptthe current partition | it v

settings (click Next), or modify < (devihda .

the setup using the manual (davindat focat o3 v B 110

partitioning tool. i VokmeO VMRV wea 11 2sE2
- © e

Ifyou are manually partitioning - swap < 1982 1 254

your system, you will see your davindsz Voumeoo  LvmPy o 74T 255 asE

current hard drive(s) and
pariitions displayed below. Use
the partitioning tool to add, edit, |v| [ ] Hoe RAID devcs/LYN Volums Goup msmoers

I;mm [ maiase totes @ pax ® s |

Figure 13-4.Logical VolumesCreated
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PXE Network Installations

RedHat EnterpriseLinux allows for installationover a network usingthe NFS,FTR, or HTTP proto-
cols.A network installationcanbe startedrom anetwork bootdiskette,abootCD-ROM, or by using
the askmethod boot option with the RedHat EnterpriseLinux CD #1. Alternatiely, if the system
to beinstalledcontainsa network interfacecard (NIC) with Pre-ExecutionEnvironment(PXE) sup-
port,it canbecon guredto bootfrom les onanothersystemon the network insteadof a disketteor
CD-ROM.

For a PXE network installation,the client's NIC with PXE supportsendsout a broadcastequestor
DHCP information. The DHCP sener provides the client with an IP addresspthernetwork infor-
mationsuchasnamesener, the IP addresor hostnameof thetftp  sener (which providesthe les
necessaryo startthe installationprogram),andthe locationof the les onthetftp sener Thisis
possiblebecaus®f PXELINUX, whichis partof thesyslinux  package.

Thefollowing stepsmustbe performedo preparefor a PXE installation:

1. Con gure thenetwork (NFS,FTR, HTTP) sener to export theinstallationtree.
2.Con gurethe les onthetftp senernecessaryor PXE booting.

3. Con gure which hostsareallowed to bootfrom the PXE con guration.

4. Startthetftp  service.

5.Con gure DHCP.

6. Boottheclient, andstartthe installation.

14.1. Setting up the Network Server

First,con gure anNFS,FTPR, or HTTP sener to export the entireinstallationtreefor the versionand
variantof Red Hat EnterpriseLinux to be installed.Referto the sectionPreparingfor a Network
Installationin the RedHat EnterpriseLinux Installation Guidefor detailedinstructions.

14.2. PXE Boot Con guration

Thenext stepis to copy the les necessaryo startthe installationto thetftp  sener sothey canbe
foundwhentheclientrequestshem.Thetftp  seneris usuallythesamesener asthenetwork sener
exportingtheinstallationtree.

To copy theseles, runtheNetwork Booting ToolontheNFS,FTR or HTTP sener. A separaté®XE
seneris notnecessary

For the commandine versionof theseinstructionsreferto Section14.2.1Command.ine Con gu-
ration.

To usethe graphicalversionof the Network Booting Tool, you mustbe runningthe X Window
System have root privileges,and have the redhat-config-netboot RPM packagenstalled.To
startthe Network Booting Tool from the desktop,go to the Main Menu Button (on the Panel)
=> System Settings => Sewer Settings => Network Booting Sewice. Or, type the command
redhat-config-netboot atashellprompt(for example,in anXTerm or a GNOME terminal).

If startingthe Network Booting Tool for the rst time, selectNetwork Install from the First Time
Druid . Otherwise,selectCon gur e => Network Installation from the pull-dovn menu,andthen
click Add. Thedialogin Figure14-1is displayed.
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Operating system identifier ;rheI-B—as

Description: :RHEL 3AS

Select protocol for installation: NFS x
Software:

Semnver. | server.example.com
Location; | /misc/rhel-3-as/
Anonymous FTP

User: Password:

|%gancel || o OK |

Figure 14-1.Network Installation Setup

Provide thefollowing information:

« Operating system identier — Provide a unique name using one word to identify the
Red Hat Enterprise Linux version and variant. It is used as the directory name in the
Itftpboot/linux-install/ directory

- Description — Provide a brief descriptionof the RedHat EnterpriseLinux versionandvariant.

- Selectprotocol for installation — SelectNFS, FTR, or HTTP asthe network installationtype
dependingon which onewascon gured previously. If FTPis selectecandanorymousFTPis not
beingused,uncheckAnonymousFTP andprovide avalid usernamendpassverd combination.

« Sewver — Provide the IP addres®r domainnameof the NFS,FTR or HTTP sener.

- Location — Provide the directory sharedby the network sener. If FTP or HTTP was selected,
the directorymustbe relatve to the default directoryfor the FTP sener or the documentroot for
the HTTP sener. For all network installations the directory provided mustcontainthe RedHat/
directoryof theinstallationtree.

After clicking OK, the initrd.img and vmlinuz  les necessaryto boot the installation
program are transfered from images/pxeboot/ in the provided installation tree to
Itftpboot/linux-install/ os-identifier / onthetftp sener (the oneyou arerunning

the Network Booting Tool on).

14.2.1. Command Line Con guration

If the network sener is not running X, the pxeos commandline utility, which is part of the
redhat-config-netboot packagecanbe usedto con gure thetftp  sener les asdescribedn
Sectionl4.4Startingthetftp ~ Server

pxeos -a -i " description "-p NFS|HTTP|FTP  -D 0 -s client.example.com \
-L net-location os-identifer

Thefollowing list explainsthe options:

- -a — Speci esthatan OSinstances beingaddedto the PXE con guration.

description " — Replacé' description " with adescriptiorof theOSinstance.
This correspondso the Description eld in Figure14-1

« -p  NFS|HTTP|FTP — Specifywhich of the NFS,FTR, or HTTP protocolsto usefor installa-
tion. Only onemay be speci ed. This correspondso the Selectprotocol for installation menuin
Figure14-1
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- -D 0 — Indicatesthatit is not a disklesscon guration sincepxeos canbe usedto con gure a
disklesservironmentaswell.

+ -s client.example.com — Provide the nameof the NFS,FTR or HTTP sener afterthe -s
option. This correspondso the Server eld in Figure14-1

- -L net-location — Provide thelocationof theinstallationtreeon thatsener afterthe-L
option. This correspondso the Location eld in Figurel14-1

«  os-identifer — Specify the OS identi er, which is usedas the directory namein the
Itftpboot/linux-install/ directory This correspondgo the Operating systemidenti er
eld in Figure14-1

If FTPis selectedastheinstallationprotocoland anorymouslogin is not available, specify a user
nameandpassverd for login, with thefollowing optionsbefore os-identifer in theprevious
command:

-A 0 -u username -p password

14.3. Adding PXE Hosts

After con guring the network sener, theinterfaceasshavn in Figure14-2is displayed.

File  Configure Help

s B

New Properties  Delete

[2]

| |Hcsrname V|Operaring System |FP Address

[*]

[ [2]

Figure 14-2.Add Hosts

The next stepis to con gure which hostsare allowed to connectto the PXE boot sener. For the
commandine versionof this step,referto Section14.3.1Command.ine Con guration.

To addhosts click the New button.

Hostname o IP Address/Subnet: client.example.com

[] Serial Console
Diskless 05 Network OS Install
Snapshot name Kickstart File:

Figure 14-3.Add a Host
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Enterthefollowing information:

+ Hostnameor IP Address/Subnet— EnterthelP addressfully quali ed hostnameor a subnebf
systemghatshouldbe allowedto connecto the PXE sener for installations.

- Operating System— Selectthe operatingsystemidenti er to install on this client. The list is
populatedrom the network install instancereatedrom the Network Installation Dialog.

« Serial Console— Selectthis optionto useaserialconsole.

- Kickstart File — Specify the location of a kickstart le to use such as
http://server.example.com/kickstart/ks.cfg . This le canbe createdwith the
Kickstart Con gurator . Referto Chapterl0Kickstart Con gurator for details.

Ignorethe Snapshothame andEthernet options.They areonly usedfor disklesservironments.

14.3.1. Command Line Con guration
If thenetwork sener is notrunningX, the pxeboot utility, a partof theredhat-config-netboot
packagecanbe usedto addhostswhich areallowedto connecto the PXE sener:

pxeboot -a -O  os-identifier -r value host

Thefollowing list describegheoptions:

« -a — Speci esthata hostis to beadded.

« -O os-identifier — Replace os-identifier with the operatingsystemidenti er
asde nedin Section14.2PXEBootCon guration

« o value —Replace value withtheramdisksize
« host —Replace host withthelP addres®r hostnamef the hostto add.

14.4. Starting the tfitp  Server

On the DHCP sener, verify thatthe tftp-server packages installedwith thecommandpm -q
tftp-server . If it is notinstalled,install it via RedHat Network or the RedHat EnterpriseLinux
CD-ROMs. For moreinformationoninstallingRPM packagesieferto Partlll Package Management

titp  is anxinetd-basedervice;startit with thefollowing commands:

Isbin/chkconfig --level 345 xinetd on
Isbin/chkconfig --level 345 tftp on

Thiscommandon guresthetftp andxinetd servicegoimmediatelyturnedonandalsocon gures
themto startatboottime in runlevels 3, 4, and5.

14.5. Con guring the DHCP Server

If a DHCP sener doesnot alreadyexist on the network, con gure one.Referto Chapter25 Dy-
namicHostCon guration Protocol (DHCP) for details.Make surethe con guration le containsthe
following soPXE bootingis enabledor systemghatsupportit:

allow booting;
allow bootp;
class "pxeclients" {
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match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server server-ip ;
filename  "linux-install/pxelinux .0

}

ThelP addresshatfollows thenext-server  optionshouldbetheIP addres®of thetftp  sener.

14.6. Adding a Custom Boot Message

Optionally modify /tftpboot/linux-install/msgs/boot.msg to usea custombootmessage.

14.7. Performing the PXE Installation

For instructionson how to con gure the network interfacecardwith PXE supportto boot from the
network, consultthe documentatiorior the NIC. It variesslightly percard.

After the systembootsthe installationprogram,refer to the RedHat EnterpriseLinux Installation
Guide
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Diskless Environments

Somenetworks requiremultiple systemswith the samecon guration. They alsorequirethatthese
systemsbe easyto reboot,upgrade,and manage One solutionis to usea disklessernvironmentin
which mostof the operatingsystemwhich canberead-onlyis sharedrom a centralsener between
theclientsandtheindividual clientshave their own directorieson the centralsener for therestof the
operatingsystemwhichmustberead/write Eachtime theclientboots,it mountsmostof the OSfrom
the NFS sener asread-onlyand anotherdirectory asread-write.Eachclient hasits own read-write
directorysothatoneclientcannot affect the others.

Thefollowing stepsarenecessaryo con gure RedHat Enterpriselinux to run on adisklessclient:

1. Install RedHat EnterpriseLinux on a systemsothatthe les canbe copiedto the NFS sener.
(Referto the RedHat EnterpriseLinux Installation Guidefor details.)Any softwareto beused
on the clientsmustbeinstalledon this system andthe busybox-anaconda  packagemustbe

installed.
2.Create a directory on the NFS sener to contain the diskless ervironment such as
/diskless/i386/RHEL3-AS/ . For example:

mkdir -p /diskless/i386/RHEL3-AS/
This directoryis referredto asthediskless  directory
3. Createa subdirectoryof this directorynamedroot/

mkdir -p /diskless/i386/RHEL3-AS/r oot /
4. Copy RedHat EnterpriseLinux from theclientsystemto thesenerusingrsync . For example:
rsync -a -e ssh installed-system.example. com:/ /diskless/i386/RHEL3-A S/ro ot/

Thelengthof this operationdepend®n the network connectiorspeedaswell asthe sizeof the
le systemontheinstalledsystemIt maytake awhile.

5. Startthetftp  senerasdiscussedn Sectionl5.1Startthetftp  Server
6. Con gure theDHCP sener asdiscussedh Section15.2Con guring the DHCP Server

7. Finish creatingthe disklessernvironmentas discussedn Section15.4 Finish Con guring the
DisklessErnvironment

8. Con gure thedisklessclientsasdiscussedn Section15.5AddingHosts
9. Con gure eachdisklessclientto bootvia PXE, andbootthem.

15.1. Start the tftp  Server

On the DHCP sener, verify thatthe tftp-server packages installedwith the commandpm -q
tftp-server . If it is notinstalled,install it via RedHat Network or the RedHat EnterpriseLinux
CD-ROMs. For moreinformationoninstallingRPM packagesieferto Partlll Package Management

titp  is anxinetd-basedervice;startit with thefollowing commands:

Isbin/chkconfig --level 345 xinetd on
Isbin/chkconfig --level 345 tftp  on

Thiscommandon guresthetftp andxinetd servicegoimmediatelyturnedonandalsocon gures
themto startatboottime in runlevels 3, 4, and5.
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15.2. Con guring the DHCP Server

If a DHCP sener doesnot alreadyexist on the network, con gure one. Referto Chapter25 Dy-
namicHostCon guration Protocol (DHCP) for details.Make surethecon guration le containsthe
following so PXE bootingis enabledor systemghatsupportit:

allow booting;
allow bootp;

class “pxeclients" {
match if substring(option vendor-class-identifier, 0, 9) = "PXEClient";
next-server server-ip ;
filename  "linux-install/pxelinux .0%

}

ThelP addresshatfollows thenext-server  optionshouldbethe IP addres®f thetftp  sener.

15.3. Conguring the NFS Server

Thesharedead-onlypartof the operatingsystemis sharedvia NFS.

Con gure the NFS to export the root/  and snapshot/  directories by adding them to
letc/exports . For example:

/diskless/i386/RHEL3-AS/ root / *(ro,sync,no_root_squas h)
/diskless/i386/RHEL3-AS/ snap shot/  *(rw,sync,no_root_squas h)

Replacer with oneof the hostnamdormatsdiscussedn Section23.3.2Hostname~ormats Make
thehostnameleclaratiorasspeci ¢ aspossiblesounwantedsystemsannotaccesshe NFS mount.
If theNFSserviceis notrunning,startit:

service nfs start
If theNFSserviceis alreadyrunning,reloadthe con guration le:

service nfs reload

15.4. Finish Con guring the Diskless Environment

To usethe graphicalversionof the Network Booting Tool, you mustbe runningthe X Window
System have root privileges,and have the redhat-config-netboot RPM packagenstalled.To
startthe Network Booting Tool from the desktop,go to the Main Menu Button (on the Panel)
=> System Settings => Sewer Settings => Network Booting Sewice. Or, type the command
redhat-config-netboot atashellprompt(for example,in anXTerm or aGNOME terminal).

If startingthe Network Booting Tool for the rst time, selectDisklessfrom the First Time Druid .
Otherwise selectCon gur e => Disklessfrom the pull-down menu,andthenclick Add.

A wizard appeargo stepyou throughtheprocess:

1. Click Forward onthe rst page.

2.0ntheDisklessldenti er page,entera Name andDescription for the disklesservironment.
Click Forward.

3. Enterthe P addres®r domainnameof the NFS sener con guredin Section15.3Con guring
theNFSServeraswell asthedirectoryexportedasthedisklesservironment.Click Forward.



Chapter 15. DisklessEnvironments 99

4. Thekernelversionsinstalledin the disklesservironmentarelisted. Selectthe kernelversionto
bootonthedisklesssystem.

5. Click Apply to nish thecon guration.

After clicking Apply, the disklesskernelandimage le are createdbasedon the kernel selected.
They are copiedto the PXE boot directory /tftpboot/linux-install/ os-identifier /.

The directory snapshot/  is createdin the samedirectory asthe root/  directory (for example,
/diskless/i386/RHEL3-AS/snapshot/ ) with a le calledfiles init. This le containsa list

of les anddirectoriesthat mustbe read/writefor eachdisklesssystem.Do not modify this le. If

additionalentriesneedto be addedto the list, createa files.custom le in the samedirectoryas
thefiles  le, andaddeachadditional le or directoryonaseparatdine.

15.5. Adding Hosts

Each disklessclient must have its own snapshotdirectory on the NFS sener that is usedas its
read/write le systemTheNetwork Booting Tool canbe usedto createthesesnapshotlirectories.

After completingthe stepsin Section15.4 Finish Con guring the DisklessErvironment a window
appeargo allow hoststo be addedfor the disklessernvironment.Click the New button. In the dialog
shavn in Figure15-1, provide thefollowing information:

« Hostnameor IP Addr ess/Subnet— Specifythehostnamer IP addresof a systento addit asa
hostfor thedisklesservironment.Entera subneto specifya groupof systems.

Operating System— Selectthe disklesservironmentfor the hostor subnef hosts.
« Serial Console— Selectthis checkboxo performa serialinstallation.

- Snapshotname— Provide asubdirectorynameto beusedto storeall of theread/writecontentfor
thehost.

- Ethernet — Selectthe Ethernetdevice onthe hostto useto mountthedisklesservironment.If the
hostonly hasoneEthernetcard,selectethO.

IgnoretheKickstart File option. It is only usedfor PXE installations.

Hostname or IP Address/Subnet: 192.168.1.1

[] serial Console
Diskless 05 Network OS Install

Snapshot name 192.168.1.1 Kickstart File

o

Figure 15-1.Add DisklessHost

In the existing snapshot/  directory in the disklessdirectory a subdirectoryis createdwith the
Snapshotname speci ed asthe le name.Then,all of the les listed in snapshot/ffiles and
snapshot/files.custom arecopiedcopy fromtheroot/  directoryto this new directory

15.6. Booting the Hosts
Consultthe documentatiorior your PXE cardto con gure thehostto bootvia PXE.

Whenthe disklessclient boots,it mountsthe remoteroot/  directoryin the disklessdirectory as
read-only It alsomountsits individual snapshotirectoryasread/write.Thenit mountsall the les
anddirectoriesin thefiles  andfiles.custom les usingthemount -o bind overtheread-only



100 Chapter 15. DisklessEnvironments

disklessdirectoryto allow applicationsto write to the root directory of the disklesservironmentif
they needto.



lll. Package Management

All software on a Red Hat EnterpriseLinux systemis divided into RPM packagesvhich canbe
installed,upgradedor removed. This partdescribesow to managehe RPM package®n a RedHat
EnterpriseLinux systemusinggraphicalandcommandine tools.

Table of Contents
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17.PackageManagementTool
18.Red Hat Network
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Package Management with RPM

The RPM PackageManager{RPM) is anopenpackagingsystem availablefor aryoneto use,which
runson RedHat EnterpriseLinux aswell asotherLinux andUNIX systemsRedHat, Inc. encourages
othervendorsto useRPM for their own productsRPM is distributableunderthetermsof the GPL.

For theenduser RPM malessystemupdatesasy Installing, uninstalling,andupgradingRPM pack-
agescanbeaccomplishedvith shortcommandsRPM maintainsa databasef installedpackagesnd
their les, soyou caninvoke powerful queriesandveri cations onyour systemlf you preferagraph-
ical interface,you canusePackageManagementTool to performmary RPM commandsReferto
Chapterl7 PackageManagementTool for details.

During upgradesRPM handlescon guration les carefully sothatyou never loseyour customiza-
tions— somethinghatyou cannotaccomplishwith regular .tar.gz les.

Forthedeveloper RPM allows youto take softwaresourcecodeandpackaget into sourceandbinary
packagedor end users.This processis quite simpleand is driven from a single le and optional
patcheghatyou create.This cleardelineationbetweerpristine sourcesaandyour patchesalongwith

build instructionseaseshe maintenancef the packageasnew versionsof the softwarearereleased.

' ; Note

Because RPM makes changes to your system, you must be root to install, remove, or upgrade an
RPM package.

16.1. RPM Design Goals
To understandhow to useRPM, it canbe helpfulto understandRPM's designgoals:

Upgradability

Using RPM, you canupgradeindividual component®f your systemwithout completelyrein-

stalling. Whenyou geta new releaseof an operatingsystembasedon RPM (suchas RedHat

EnterpriseLinux), youdonotneedo reinstallonyourmachingasyoudowith operatingsystems
basedn otherpackagingsystems)RPM allows intelligent, fully-automatedjn-placeupgrades
of yoursystemCon guration les in packagesrepreseredacrosaipgradessoyouwon't lose

your customizationsT hereareno specialupgradeles neededo upgradeapackagéecausehe

sameRPM le is usedto installandupgradethe packageon your system.

Powerful Querying

RPMis designedo provide powerful queryingoptions.You cando searcheshroughyour entire
databasdor packager just for certain les. You canalsoeasily nd outwhatpackagea le
belongsto andfrom wherethe packagecame.The les anRPM packagecontainsarein acom-
pressedarchie, with a custombinary headercontainingusefulinformationaboutthe package
andits contentsallowing youto queryindividual packagesjuickly andeasily

System\Veri cation

Anotherpowerful featureis theability to verify packageslf you areworriedthatyou deletedan
important le for somepackagevyerify the packageYou arenoti ed of ary anomaliesAt that
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point, you canreinstallthe packagdf necessaryAny con guration les thatyou modi ed are
preseredduringreinstallation.

PristineSources

A crucial designgoal wasto allow the useof "pristine" software sourcesasdistributed by the
originalauthorsof the software.With RPM, you have the pristinesourceslongwith ary patches
thatwereused pluscompletebuild instructions This is animportantadantagefor several rea-
sons For instancejf anew versionof a programcomesout, you do not necessariljhave to start
from scratchto getit to compile. You canlook at the patchto seewhatyou might needto do.
All the compiled-indefaults,andall of the changeghatweremadeto getthe softwareto build
properlyareeasilyvisible usingthis technique.

The goal of keepingsourcespristine may only seemimportantfor developers,but it resultsin
higherquality software for end users,too. We would like to thankthe folks from the BOGUS
distribution for originatingthe pristinesourceconcept.

16.2. Using RPM

RPM has ve basicmodesof operation(not countingpackagebuilding): installing, uninstalling,up-
grading,querying,andverifying. This sectioncontainsanoverviev of eachmode.For completede-
tailsandoptionstry rpm --help , or turnto Section16.5Additional Resoucesfor moreinformation
onRPM.

16.2.1. Finding RPM Packages

Before usingan RPM, you mustknowv whereto nd them.An Internetsearchreturnsmary RPM
repositorieshut if you arelooking for RPM packagesuilt by Red Hat, they canbe found at the
following locations:

- TheRedHatEnterpriseLinux CD-ROMs

- TheRedHat ErrataPageavailableat http://wwwredhat.com/apps/supptertata/

- A RedHatFTP Mirror Siteavailableat http://wwwredhat.com/denloadmirror.html

- RedHatNetwork — Referto Chapterl8 RedHat Networkfor moredetailson RedHat Network

16.2.2. Installing

RPM packagedypically have le nameslike foo-1.0-1.i386.rpm . The le nameincludesthe
packagename(foo ), version(1.0 ), releasg(1), andarchitecturg(i3gé ). Installing a packages as
simpleasloggingin asroot andtyping the following commandat a shellprompt:

rpm -Uvh foo-1.0-1.i386.rpm

If installationis successfulthefollowing outputis displayed:

Preparing... R R [100%)
1:foo HitH# HiH i [100%)

As you cansee,RPM prints out the nameof the packageandthenprints a successiomf hashmarks
asthe packages installedasaprogressneter

Startingwith version4.1of RPM, thesignatureof apackages checled automaticallywheninstalling
or upgradinga packagelf verifying the signaturefails, an error messageuchasthe following is
displayed:
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error: V3 DSA signature: BAD, key ID 0352860f
If it is anew, headenly, signatureanerrormessagsuchasthefollowing is displayed:
error: Header V3 DSA signature: BAD, key ID 0352860f

If youdo nothave theappropriatekey installedto verify thesignaturethemessageontaingheword
NOKEYsuchas:

warning: V3 DSA signature: NOKEY, key ID 0352860f

Referto Section16.3Cheding a Package's Signatue for moreinformationon checkinga packages
signature.

' ; Note

If you are installing a kernel package, you should use rpm -ivh instead. Refer to Chapter 39 Up-
grading the Kernel for details.

Installingpackagess designedo be simple,but you may sometimeseeerrors.

16.2.2.1. Package Alread y Installed
If the packageof the sameversionis alreadyinstalled thefollowing is displayed:

Preparing...

HHtH T S A [100%)
package foo-1.0-1 is already installed

To install the packageanyway andthe sameversionyou aretrying to install is alreadyinstalled,you
canusethe--replacepkgs option,which tells RPMto ignoretheerror:

rpm -ivh  --replacepkgs foo-1.0-1.i386.rpm

This optionis helpfulif les installedfrom the RPM weredeletedor if youwanttheoriginal con g-
uration les from theRPMto beinstalled.

16.2.2.2. Conicting Files

If you attemptto install a packagethat containsa le which hasalreadybeeninstalledby another
packageor anearlierversionof the samepackagethefollowing is displayed:

Preparing... I S A R [100%)
file  /usr/bin/foo from install of foo-1.0-1 conflicts with file  from package bar-2.0.20
To malke RPMignorethis error, usethe --replacefiles option:

rpm -ivh  --replacefiles foo-1.0-1.i386.rpm
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16.2.2.3. Unresolved Dependenc y

RPM packagegan"depend'on otherpackageswhich meanghatthey requireotherpackageso be
installedto run properly If youtry to install a packagewhich hasan unresoled dependeng output
similarto following is displayed:

Preparing... fHiH R B A [100%)]
error: Failed dependencies:
bar.so0.2 is needed by foo-1.0-1
Suggested resolutions:
bar-2.0.20-3.i386.rpm

If you areinstalling a packagefrom the RedHat EnterpriseLinux CD-ROM set, it usuallysuggest
the package(sheedto resole the dependenc Find this packageon the Red Hat EnterpriseLinux
CD-ROMs or from the RedHat FTP site (or mirror), andaddit to thecommand:

rpm -ivh  foo-1.0-1.i386.rpm bar-2.0.20-3.i386.rpm

If installationof both packagess successfulputputsimilar to thefollowing is displayed:

Preparing... R R [100%)
1:foo HitH# i [ 50%)
2:bar : HILHHHHHHEHHEHHHIE T S [100%)

If it doesnot suggesta packageto resole the dependeng you cantry the --redhatprovides
optionto determinewhich packagecontainsherequired le. You needtherpmdb-redhat  package
installedto usethis options.

rpm -q --redhatprovides bar.so0.2

If the packagethatcontainsar.so.2 s in theinstalleddatabasérom therpmdb-redhat  package,
the nameof the packagas displayed:

bar-2.0.20-3.i386.rpm

To force the installationaryway (a badideasincethe packageprobablywill not run correctly),use
the--nodeps option.

16.2.3. Uninstalling
Uninstalling a packages just as simple as installing one. Type the following commandat a shell
prompt:

rpm -e foo

' ; Note

Notice that we used the package name foo, not the name of the original package le
foo-1.0-1.i386.r pm To uninstall a package, replace foo with the actual package name of the
original package.

You canencountera dependencerrorwhenuninstallinga packagef anotherinstalledpackagede-
pendsontheoneyou aretrying to remove. For example:
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Preparing... R A [100%)
error: removing these packages would break dependencies:
foo is needed by bar-2.0.20-3.i386.rpm

To causeRPM to ignorethis error anduninstallthe packagearyway (which is alsoa badideasince
the packagehatdependonit will probablyfail to work properly),usethe--nodeps option.

16.2.4. Upgrading
Upgradinga packages similarto installingone. Typethefollowing commandat a shellprompt:

rpm -Uvh foo0-2.0-1.i386.rpm

Whatyoudonotseeabore is thatRPMautomaticallyuninstalledary old versionsof thefoo package.
In fact, you may wantto alwaysuse-U to install packagessinceit works even whenthereare no
previous versionsof the packagenstalled.

SinceRPM performsintelligentupgradingof packagesvith con guration les, you may seea mes-
sagelike thefollowing:

saving /etc/foo.conf as /etc/foo.conf.rpmsave

Thismessageneanshatyour changeso thecon guration le maynotbe"forwardcompatible'with
the new con guration le in the packageso RPM saved your original le, andinstalleda nev one.
You shouldinvestigatethe differencesbetweerthe two con guration les andresole themassoon
aspossible to ensurethatyour systemcontinueso function properly

Upgradingis really a combinationof uninstallingandinstalling, soduringan RPM upgradeyou can
encountewuninstallingandinstalling errors,plus onemore.If RPM thinks you aretrying to upgrade
to a packagewith anolder versionnumbey the outputis similar to the following:

package foo-2.0-1 (which is newer than foo-1.0-1) is already installed
To causeRPM to "upgrade“aryway, usethe--oldpackage  option:

rpm -Uvh --oldpackage foo-1.0-1.i386.rpm

16.2.5. Freshening
Freshening packages similarto upgradingone. Typethefollowing commandata shellprompt:

rpm -Fvh foo-1.2-1.i386.rpm

RPM's freshenoption checksthe versionsof the packagespeci ed onthe commandine againsthe
versionsof packageshat have alreadybeeninstalledon your system.Whena newer versionof an
already-installeghackages processedby RPM's freshenoption, it is upgradedo the newer version.
However, RPM's freshenoption doesnot install a packagef no previously-installedpackageof the
samenameexists. This differs from RPM's upgradeoption, as an upgradedoesinstall packages,
whetheror notanolderversionof the packagevasalreadyinstalled.

RPM's fresheroptionworksfor singlepackage®r agroupof packageslf you have justdowvnloaded
alarge numberof differentpackagesandyou only wantto upgradethosepackageshatarealready
installedon your systemfresheningloesthejob. If youusefresheningyou do nothave to deleteary
unwantedpackaged$rom the groupthatyou downloadedbeforeusingRPM.

In this casejssuethe following command:
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rpm -Fvh  *.rpm

RPM automaticallyupgrade®nly thosepackageshatarealreadyinstalled.

16.2.6. Querying
Usetherpm -g commando querythe databasef installedpackagesTherpm -q foo command
displaysthe packagename version,andreleasenumberof theinstalledpackageoo:

foo-2.0-1

; Note

Notice that we used the package name foo . To query a package, you need to replace foo with the
actual package name.

Insteadof specifyingthe packagename,you canusethe following optionswith -q to specifythe
package(syouwantto query ThesearecalledPadage Speci cationOptions

- -a queriesall currentlyinstalledpackages.

. f file gueriesthe packagenhich owns file . Whenspecifyinga le, you mustspecify
thefull pathof the le (for example,/usr/bin/ls ).

+ -p  packagefile querieshepackage packagefile

Thereare a numberof waysto specify what information to display aboutqueriedpackagesThe
following optionsare usedto selectthe type of informationfor which you are searchingTheseare
calledInformationSelectiorOptions

- -i displayspackageanformationincludingname descriptionyeleasesize,build date,install date,
vendor andothermiscellaneouformation.

-1 displaysthelist of les thatthepackagecontains.

-s displaysthe stateof all the les in the package.
- -d displaysalist of les markedasdocumentatioffmanpagesijnfo pagesREADMESs, etc.).

- -c displaysa list of les marked ascon guration les. Thesearethe les you changeafterin-
stallationto adaptthe packageto your system(for example,sendmail.cf , passwd, inittab
etc.).

For the optionsthat display lists of les, you canadd-v to the commandto displaythe lists in a
familiarls -1 format.

16.2.7. Verifying

Verifying a packagecomparesnformation about les installedfrom a packagewith the samein-
formationfrom the original package Among otherthings, verifying compareshe size, MD5 sum,
permissionstype,owner, andgroupof eachle.

Thecommandpm -V veri es a packageYou canuseary of the Padkage SelectionOptionslisted
for queryingto specifythe packageyou wish to verify. A simpleuseof verifying is rpm -V foo ,
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whichveri es thatall the les in thefoo packagereasthey werewhenthey wereoriginally installed.
For example:

- To verify apackagecontaininga particular le:
rpm -V  /binivi

- Toverify ALL installedpackages:

rpm -Va

- Toverify aninstalledpackageagainsanRPM packagele:
rpm -Vp foo-1.0-1.i386.rpm

Thiscommandcanbe usefulif you suspecthatyour RPM databasearecorrupt.

If everythingveri ed properly thereis no output.|If thereareary discrepancieshey aredisplayed.
Theformatof the outputis a string of eightcharacterga c denotesacon guration le) andthenthe

le name Eachof theeightcharacterslenotegheresultof acomparisorof oneattribute of the le to

thevalueof thatattribute recordedn the RPM databaseA single. (aperiod)meanshetestpassed.
Thefollowing characterslenotefailure of certaintests:

« 5 — MD5 checksum

+ S— le size

+ L — symboliclink

« T— le modi cation time

« D— device
« U—user
. G—group

+ M— mode(includespermissionsand le type)
+ ? —unreadablele

If you seeary output, useyour bestjudgmentto determineif you shouldremove or reinstall the
packagepr x theproblemin anothemwvay.

16.3. Checking a Package's Signature

If you wish to verify that a packagehasnot beencorruptedor tamperedwith, examineonly the
md5sumby typing the following commandat a shell prompt( rpm-file with lename of the
RPM package):

rpm -K --nogpg rpm-file

The message rpm-file : md5 OKis displayed.This brief messageneanshatthe le wasnot
corruptedby thedownload.To seeamoreverbosemessageeplaceK with -Kvv in thecommand.

Ontheotherhand how trustworthy is thedeveloperwho createdhepackage ™ thepackages signed
with the developers GnuPGkey, you know thatthe developerreally is who they saythey are.

An RPM packageanbesignedusingGnuPrivagy Guard(or GnuPG) to helpyou male certainyour
downloadedpackagses trustworthy.

GnuPGis atool for securecommunicationjt is a completeandfree replacementor the encryption
technologyof PGP anelectronicprivagy program With GnuPG you canauthenticatéhe validity of
documentsandencrypt/decryptiatato andfrom otherrecipients GnuPGis capableof decryptingand
verifying PGP5.x les, aswell.
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Duringinstallation,GnuPGis installedby default. Thatway you canimmediatelystartusingGnuPG
to verify ary packageshatyoureceve from RedHat. First,you needto import RedHat's public key.

16.3.1. Impor ting Keys
To verify RedHat packagesyou mustimportthe RedHat GPGkey. To do so, executethe following
commandatashellprompt:

rpm --import lusr/share/rhn/RPM-GPG-KEY

To displayallist of all keys installedfor RPM veri cation, executethe command:
rpm -ga  gpg-pubkey*

For the RedHat key, the outputincludes:

gpg-pubkey-db42a60e-37ea 5438

To displaydetailsabouta speci c key, userpm -gi followed by the outputfrom the previous com-
mand:

rpm -gi  gpg-pubkey-db42a60e-37e  a5438

16.3.2. Verifying Signature of Packages

To checkthe GnuPGsignatureof an RPM le after importing the builder's GnuPGkey, usethe
following commandreplace rpm-file with lename of the RPM package):

rpm -K  rpm-file

If all goeswell, thefollowing messagés displayed:md5 gpg OK Thatmeanshat the signatureof
the packagehasbeenveri ed andthatit is notcorrupt.

16.4. Impressing Your Friends with RPM

RPM is a usefultool for both managingyour systemanddiagnosingand xing problems.The best
way to make senseof all of its optionsis to look at someexamples.

- Perhaps/ou have deletedsome les by accidentbut you arenot surewhatyou deleted.To verify
your entiresystemandseewhatmight be missing,you couldtry thefollowing command:
rom -Va
If someles aremissingor appeato have beencorruptedyou shouldprobablyeitherre-installthe
packageor uninstall,thenre-installthe package.

- At somepoint,you might seea le thatyoudo notrecognizeTo nd outwhich packageownsit,
youwould enter:
rpm -gf  /usr/X11R6/bin/ghostview

Theoutputwould look like the following:
gv-3.5.8-22

- We cancombinethe above two examplesin the following scenarioSayyou arehaving problems
with /usr/bin/paste . Youwould like to verify the packagethatownsthat program,but you do
not know which packagewnspaste . Simply enterthefollowing command:
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rpm -Vf /usr/bin/paste
andtheappropriatgpackages veri ed.

- Doyouwantto nd out moreinformationabouta particularprogram?You cantry the following
commando locatethe documentationvhich camewith the packagehatownsthatprogram:
rom -qdf /usr/bin/free

Theoutputwould belike thefollowing:

lusr/share/doc/procps-2 .0. 11/B UGS
lusr/share/doc/procps-2 .0. 11/N EWS
lusr/share/doc/procps-2 .0. 11/T ODO
lusr/share/man/manl/fre el gz
lusr/share/man/man2/old ps. 1.9z
lusr/share/man/manl/pgr ep. 1.gz
lusr/share/man/man2/pki . 1lgz
lusr/share/man/man1l/ps. 19z
/usr/share/man/man2/ski . 1lgz
lusr/share/man/manl/sni ce. 1.gz
lusr/share/man/man2/tlo ad. 1.9z
lusr/share/man/manl/top 1. gz
lusr/share/man/manl/upt ime.1.g z
lusr/share/man/manl/w.1 .9z
lusr/share/man/manl/wat ch. 1.9z
/usr/share/man/man5/sys ctl .con f5. gz
/usr/share/man/man8/sys ctl .8.g z

lusr/share/man/man8/vms tat .8.9 z

« Youmay nd anen RPM,but youdonotknow whatit does.To nd informationaboutit, usethe
following command:
rpm -gip  crontabs-1.10-5.noarch.rp m

Theoutputwould look like the following:

Name : crontabs Relocations: (not relocateable)

Version : 110 Vendor: Red Hat, Inc.

Release : 5 Build Date: Fri 07 Feb 2003 04:07:32 PMEST
Install date: (not installed) Build Host: porky.devel.redhat.com
Group : System Environment/Base Source RPM: crontabs-1.10-5.src.rpm

Size : 1004 License: Public  Domain

Signature : DSA/SHA1l, Tue 11 Feb 2003 01:46:46 PMEST, Key ID fd372689897da07a
Packager : Red Hat, Inc. http://bugzilla.redhat.c om/bugzill a

Summary : Root crontab files used to schedule the execution of programs.
Description

The crontabs package contains root crontab files. Crontab is the

program used to install, uninstall, or list the tables wused to drive the

cron daemon. The cron daemon checks the crontab files to see when

particular commands are scheduled to be executed. If commands are

scheduled, then it executes them.

- Perhapyounow wantto seewhat les thecrontabs RPMinstalls.Youwould enterthefollowing:
rom -glp  crontabs-1.10-5.noarch.rp m

Theoutputis similar to thefollowing:

Name . crontabs Relocations: (not relocateable)

Version : 110 Vendor: Red Hat, Inc.

Release 5 Build Date: Fri 07 Feb 2003 04:07:32 PM EST
Install date: (not installed) Build Host: porky.devel.redhat.com

Group : System Environment/Base Source RPM: crontabs-1.10-5.src.rpm

Size : 1004 License: Public  Domain

Signature : DSA/SHA1, Tue 11 Feb 2003 01:46:46 PMEST, Key ID fd372689897da07a

Packager : Red Hat, Inc. http://bugzilla.redhat.c om/bugzill a

Summary : Root crontab files used to schedule the execution of programs.

Description

The crontabs package contains root crontab files. Crontab is the
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program used to install, uninstall, or list the tables used to drive the
cron daemon. The cron daemon checks the crontab files to see when
particular commands are scheduled to be executed. If commands are

scheduled, then it executes them.

Thesearejustafew examples As you useit, youwill nd mary moreusesfor RPM.

16.5. Additional Resour ces

RPMis anextremelycomplex utility with mary optionsandmethoddor querying,installing,upgrad-
ing, andremoving packagesRkeferto thefollowing resourceso learnmoreaboutRPM.

16.5.1. Installed Documentation

« rpm --help — Thiscommandlisplaysa quick referenceof RPM parameters.

« man rpm — The RPM manpagegivesmoredetailaboutRPM parametershantherpm --help
command.

16.5.2. Useful Websites

« http://wwwrpm.og/ — TheRPM website.

« http://wwwredhat.com/mailmaligtinfo/rpm-list — The RPM mailing list is archived here.To
subscribesendmail to <rpm-list-request@redhat.com > with the word subscribe  in the
subjectine.

16.5.3. Related Books

- RedHat RPM Guideby Eric FosterJohnsonWiley, John& Sons,Incorporated— This bookis a
comprehense guideto RPM, from installing packageo building RPMs.
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Package Management Tool

During installation,a default setof software packagesreinstalled.Becausepeopleusetheir com-
putersdifferently usersmight want to install or remove packagesfter installation. The Package
ManagementTool allows usersto performtheseactions.

The X Window Systemis requiredto run the PackageManagementTool. To startthe application,
gototheMain Menu Button (onthe Panel)=> SystemSettings=> Add/Remave Applications, or
typethe commandedhat-config-packages atshellprompt.

Thesamenterfaceappearsf youinsertthe RedHat EnterpriseLinux CD #1into your computer

Add or Remove Packages

X Window System [35/36] Details

T ——

’5’&] Install this group of packages to use the base graphical (X} ‘
&g’ user interface.

GNOME Desktop Environment [34/34] Details

e GNOME is a powerful, graphical user interface which
Y includes a panel, desktop, system icons, and a graphical
file manager.

|
|
[1 KDE Desktop Environment [o/15] }

- KDE is a powerful, graphical user interface which includes
disy a panel, desktop, system icons, and a graphical file
Sy a
manager.

Applications ‘
[1 Editors [0/3]
W

s Sometimes called text editors, these are programs that

Total install size: 1,369 Megabytes

Update

Figure 17-1.PackageManagementTool

The interfacefor this applicationis similar to the one usedfor individual packageselectionduring
installation. Packagesare divided into packagegroups,which containa list of standad padages
and extra padages that sharecommonfunctionality For example,the Graphical Internet group
containsa Webbrowser emailclient,andothergraphicalprogramsausedto connectedo the Internet.
The standardpackagegannot be selectedor removal unlessthe entire packagegroupis removed.
The extra packagesireoptional packageshatcanbe selectedor installationor removal, aslong as
the packagegroupis selected.

The main windowv shaws a list of packagegroups.If the packagegroup hasa checkmarkin the
checkboxbesideit, packagesrom thatgrouparecurrentlyinstalled.To view theindividual packages
list for a group, click the Details button besideit. The individual packagesvith a checkmarkoeside
themarecurrentlyinstalled.
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17.1. Installing Packages

To installthe standargpackage apackagegroupthatis notcurrentlyinstalled,checkthecheckbox
besidet. To customizeéhepackageso beinstalledwithin thegroup,click the Details buttonbesidet.
Thelist of standardandextra packagess displayedasshavn in Figure17-2 Clicking onthepackage
namedisplaysthe disk spacerequiredto install the packageat the bottomof the windov. Checking
the checkboxbesidethe packagenamemarksit for installation.

You canalsoselectindividual packagesrom alreadyinstalledpackagegroupsby click the Details
buttonandcheckingary of the extra packagesot alreadyinstalled.

A package group can have both standard and extra package
members. Standard packages are always available when the
package group is installed.

Select the extra packages to be installed

» Standard Packages [«

¥ Extra Packages
redhat-config-printer-gui - A GUI frontend for printconf.
XFree86-Xvfb - A virtual framebuffer X Windows System server for XFree86.
XFree86-Xnest - A nested XFrees6 server.
thn-applet - Panel applet for indication that newer Red Hat packages are available
gdm - The GNOME Display Manager.
desktop-backgrounds-extra - Desktop background images.
redhat-config-date - A graphical interface for modifying system date and time
xterm - xterm terminal emulator for the X Window System
redhat-config-soundcard - A graphical interface for detecting and configuring soundc

[l sndhat confin wfrnnBE A aranhicalintakara for confinusnn VErnSE

[¢]

Package Infermation

Full Name: None
Size: None

X Close

Figure 17-2.Individual PackageSelection

After selectingpackagegroupsand individual packagego install, click the Update button on the
mainwindow. Thenumberof packageso beinstalledandtheamountof disk spaceequiredto install
the packagesswell asary packagedependencies displayedin a summarywindow. If thereare
packagedependencieshey will be automaticallyaddedto the list of packagedo install. Click the
Show Details buttonto view the completdist of packageso beinstalled.

Completed System Preparation

1 packages are queued for installation
This will take 1,120 Kilobytes of diskspace.

Show Details

Figure 17-3.Packagelnstallation Summary

Click Continue to startthe installationprocessWhenit is nished, an Update Complete message
will appear
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If you use Nautilus to browse the les and directories on your computer, you can also use it to install
packages. In Nautilus , go to the directory that contains an RPM package (they usually end in .rpm ),
and double-click on the RPM icon.

17.2. Removing Packages

To remove all the packageinstalledwithin a packagegroup, uncheckthe checkboxbesideit. To
remove individual packagesglick the Details button besidethe packagegroupanduncheckhe indi-
vidual packages.

Whenyou are nished selectingpackagedo remove, click the Update buttonin the main window.
Theapplicationcomputegshe amountof disk spacethatwill befreedaswell asthe softwarepackage
dependenciedf otherpackageslependon the packagesyou selectedo remove, they will be auto-
matically addedto thelist of packageso beremoved. Click the Show Details buttonto view thelist
of packageso beremoved.

Completed System Preparation

1 packages are queued for removal
@ This will free up 1,046 Kilobytes of diskspace.

Figure 17-4.PackageRemoval Summary

Click Continue to starttheremoval processWhenit is nished, anUpdate Complete messagevill
appear

©-

You can combine the installation and removal of packages by selecting package groups/packages to
be installed/removed and then clicking Update . The Completed System Preparation window will
display the number of packages to be installed and removed.
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RedHatNetwork is aninternetsolutionfor managingoneor moreRedHat Enterpriselinux systems.
All SecurityAlerts, Bug Fix Alerts, and Enhancemenélerts (collectively knowvn as ErrataAlerts)
canbe downloadeddirectly from RedHat usingthe Red Hat Update Agent standalonepplication
or throughthe RHN websiteavailableat https://rhn.redhat.com/.

@ redhat [
SRNETWOHK Systems | [ Erata | [ Softwre | [ schedule || Users |
tammyfox : Sign Dut [Systems = @ search Nosystems selected| Manage || Clear
vour FHN Q Your RHN ¥
Your Accourt
Your Preferences Action Summ:
Buy Naw Total systems 5 No recent actions.
Qut of date systems 5
Purchase History Uneriiled systems: 2
Help Ungrouped systems 5
Inactive sysiems 2
e ata View All
@ Secuiy ==
P, @ Updated Fethmail packages fix sseurity vunerabity 2|
 Enhancement @ Updated Net:SNMP packages fix security and other bugs: 1|
@ Updaled mm packages avalable of
@ Updated KDE packages fi sscuritpissues 1
@  pdstedwebalzer packages fi vuinerbilly o
@ Updated wact packages fis dicctory raversal bug 2
@ Updatedinetd packages fis denial of service vunerabilly 1]
@ Updated apache, hitpd, and mod_sslpackages avaiabls 1
@ New samba packases available o i patential sccuity vulnerabilly 1
@ Mewkemel fies local denial of servics issue. 3
1017 relevant enata shown Vien A1 Relevart Ensta
Legalstatement: Fiivacy sialemen - redhal.com
® bug et 5
5

Figure 18-1.Your RHN

RedHat Network savesuserstime becausehey receve emailwhenupdatedpackagesirereleased.
Usersdo not have to searchthe Web for updatedpackageor securityalerts.By default, Red Hat

Network installsthe packagesswell. Usersdo not have to learnhow to useRPM or worry about

resolvingsoftwarepackagelependenciefRHN doesit all.

RedHat Network featuresnclude:

- ErrataAlerts— learnwhenSecurityAlerts, Bug Fix Alerts,andEnhancemenilerts areissuedor
all thesystemsn your network
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redhat. weo ||
QSRNETWOF“‘ “Your REN | [ Systems ‘m‘ Schedule | Users | i
tammyfox : Sign Dut [Systems = @ search Nosystems selected| Manage \M
N @g Errata Relevant to Your Systems @
Al 1170017
Advanced Seaich EpeAavisoy g | tpdate
S p— (@ RHSA2002293 Updaled Felchmal packages fix securly vulnerabilly 2 20mA217
@ secuty @ RH542002228 Updated Nel-SNMP packages fix securly and other bugs 1 AT
 BuoFie @ RHEA2002.273 Updated mm packagss avalable 0 20024241
4 Enhancement (@ RHSA2002:25¢ Updated Websiizer packages fit vuinerabiity 0 20021204
@ RHSA2002220 Updaled KDE packages fic secuil ssues 1 zmaze
(@ RH54-2002.223 Updated wost packages fis diectory traversal bug z oAz
(@ RHSA2002195 Updated vineld packagss fi derisl of service vulnerabilly 1 comaz0z
() RH5A2002222 Updated apache, hitpd, and mod_ssl packages avaiable 1 s
@ Fisnzonzzse st packages sl o it sy T A
(@ RHSA2002267 New kemel fires local derialof senvice issue 3 mAtas
@ RHBAZ002200 Updated version of GEC 296-7H now available 0 200t
(@ RHSA2002197 Updated gl packages it winerabiifes inresalver 0 20mat0s
(@ RH5A2002.242 Updated kerberos packages avaiable 0 200106
@ Fn 13 New PHP packag mail function 0 amertos ||
@ RHSA2002223 Updated ppser packages fuss memory leak 0 comaoae
@ RH5A2002205 New kemel fres local secuiy issues 0 200015
@ RH3A2002192 Updaled Mozila packages fs securly vubnerabilties 0 200008
1170017
8

Figure 18-2.Relevant Errata

- Automaticemail noti cations — receve an email noti cation whenan ErrataAlert is issuedfor
your system

- ScheduleErrataUpdates— schedulalelivery of ErrataUpdates

- Packagenstallation— Schedulegpackagenstallationon oneor more systemswith the click of a
button

- RedHat Update Agent — usethe Red Hat Update Agent to downloadthe latestsoftware pack-
agesfor your system(with optionalpackagenstallation)

- Red Hat Network website— managemultiple systems,downloadedindividual packagesand
scheduleactionssuchasErrataUpdateshrougha securéNeb brovserconnectiorfrom ary com-
puter

@Caution

You must activate your Red Hat Enterprise Linux product before registered your system with Red Hat
Network to make sure your system is entitled to the correct services. To activate your product, go to:

http://www.redha t.c om/apps/ activ ate /

After activating your product, registeredit with Red Hat Network to receve ErrataUpdates.The
registrationprocesgathersnformationaboutthe systenthatis requiredto notify you of updatesFor
example,alist of packagesnstalledon the systemis compiledsoyou areonly noti ed aboutupdates
thatarerelevantto your system.
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The rst time the systemis booted the Setup Agent promptsyou to register If you did not register
then,selectMain Menu Button => SystemTools=> Red Hat Network onyour desktopto startthe
registrationprocessAlternately executethecommandip2date from ashellprompt.

Step 3: Register a System Profile - Packages -~

RPM information is important to determine what updated software packages are relevant
to this system.

Include RPM packages installed on this system in my System Profile

Below is a list of packages present on your system that RPM knows about:

| |Package Name |Vers]on |Reiease IE

0111 14
1.0.9 12
2.2.1 1
2001052 25
3.3.6 1
05.17 104

262 1 =l

By default, all packages that RPM knows about will be included in your System Profile.
Uncheck any packages which you do not want to be included.

‘ 3% cancel | ‘ < Back | | B Eorwasd;‘

Figure 18-3.Registeringwith RHN

After registering,useoneof thefollowing methoddo startreceving updates:

- SelectMain Menu Button => SystemTools=> Red Hat Network onyourdesktop.
« Executethecommandip2date from ashellprompt.

» Usethe RHN websiteat https://rhn.redhat.com/.
For moredetailedinstructionsyeferto thedocumentatiomvailableat:

http://www.redhat.com/docs/manuals/RHNetwork/

©-

Red Hat Enterprise Linux includes the Red Hat Network Alert Noti cation Tool, a convenient panel
icon that displays visible alerts when there is an update for your Red Hat Enterprise Linux system.
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IV. Network-Related Con guration

After explaining how to con gure the network, this partdiscussesopicsrelatedto networking such
ashow to allow remotelogins,shareles anddirectoriesover thenetwork, andsetup a Websener.
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To communicatevith othercomputerscomputersneeda network connectionThis is accomplished
by having the operatingsystenrecognizeaninterfacecard(suchasEthernet)]SDN modem or token
ring) andcon guring theinterfaceto connecto thenetwork.

The Network Administration Tool canbe usedto con gure the following typesof network inter
faces:

- Ethernet

- ISDN

« modem

- xDSL

. tokenring

- CIPE

- wirelessdevices

It can also be usedto con gure IPsec connections,manageDNS settings, and managethe
letc/hosts le usedto storeadditionalhostnamesandIP addressombinations.

To usetheNetwork Administration Tool, you musthave rootprivileges.To starttheapplicationgo
to the Main Menu Button (on the Panel)=> SystemSettings=> Network, or type the command
redhat-config-network at a shell prompt(for example,in an XTerm or a GNOME terminal).
If youtypethecommandthegraphicalversionis displayedf X is running,otherwisethetext-based
versionis displayed To forcethetext-basedversionto run, usetheredhat-config-network-tui
command.

To usethe commandine version,executethe commandredhat-config-network-cmd --help
asrootto view all theoptions.

File Profile Help

B & B & ¢ %

New Edit Copy Delete Activate Deactivate

Devices |Ha!d'ﬂare|lP5ec ‘ DNS | Hosts ‘

.0J| You may configure network devices associated with
:I =] physical hardware here. Multiple logical devices can be
d associated with a single piece of hardware.

Profile | Status Device |Nickname Type
M X Inactive F ethl ethl Ethemet
& Active (@ etho  etho Ethemet

Figure 19-1.Network Administration Tool

If you prefermodifying the con guration les directly, referto the RedHat EnterpriseLinux Refer
enceGuidefor informationon their locationsandcontents.
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Go to the Red Hat Hardware Compatibility List (http://hardware.redhat.com/hcl/) to determine if Red
Hat Enterprise Linux supports your hardware device.

19.1. Overview

To con gure a network connectiorwith the Network Administration Tool, performthe following
steps:

1. Add a network device associatedvith the physicalhardwaredevice.
2. Add the physicalhardwaredevice to the hardwvarelist if it doesnot alreadyexist.
3. Con gure thehostnamendDNS settings.
4. Con gure ary hoststhatcannotbelooked up throughDNS.
This chapterdiscussegachof thesestepsfor eachtype of network connection.

19.2. Establishing an Ethernet Connection

To establistanEthernetonnectionyouneedanetwork interfacecard(NIC), anetwork cable(usually
aCATS5 cable),andanetwork to connecto. Differentnetworksarecon guredto usedifferentnetwork
speedsmale sureyour NIC is compatiblewith the network to which you wantto connect.

To addan Ethernettonnectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectEthernet connectionfrom the Device Type list, andclick Forward.

4.1f you have alreadyaddedthe network interface cardto the hardware list, selectit from the
Ethernet card list. Otherwise selectOther Ethernet Card to addthe hardwaredevice.

Note

The installation program detects supported Ethernet devices and prompts you to con gure
them. If you con gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

5.1f you selectedOther Ethernet Card, the SelectEthernet Adapter window appearsSelect
themanufcturerandmodelof the Ethernetcard.Selectthe device name If thisis the systems
rst Ethernetard,selectethOasthedevice namejf thisis theseconcEthernetcard,selectethl
(andsoon). TheNetwork Administration Tool alsoallows youto con gure theresourcesor
theNIC. Click Forward to continue.

6. In the Con gur e Network Settingswindow asshawvn in Figure19-2, choosebetweenDHCP
anda staticIP addresslf the device receves a differentIP addreseachtime the network is
starteddo not specifya hosthameClick Forward to continue.

7.Click Apply ontheCreateEthernet Device page.
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Configure Network Settings g'?’
@ Automatically obtain IP address settings with
DHCP Settings
Hostname (optional) |
Automatically obtain DNS information from provider
() Statically set IP addresses:
Manual |P Address Settings
Address | |
Subnet Mask |
Default Ga
‘ 38 cancel ‘ ‘ < Back ‘ | > Eorward |

Figure 19-2.Ethernet Settings

After con guring the Ethernetevice, it appearsn thedevice list asshavn in Figure19-3

Elle  Profile Help

& & B 8 ¢ =

New Edit Copy Delete = Activate Deactivate

Devices |Ha!dmare | IPsec ‘ DNS | Hosts ‘

a1 1’-_9.] ‘You may configure network devices associated with
‘_T;LQJ physical hardware here. Multiple logical devices can be
= associated with a single piece of hardware.

A Inactive - eth0  ethd Ethernet

Figure 19-3.Ethernet Device

Be sureto selectFile => Save to save thechanges.

After addingthe Ethernetdevice, you caneditits con gurationby selectinghedevice from thedevice
list andclicking Edit. For example,whenthedevice is addedjt is con guredto startatboottime by
default. To changethis setting,selectto editthe device, modify the Activate device when computer
starts value,andsave thechanges.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

If youassociatenorethanonedevice with anEthernetard thesubsequerdevicesaredevicealiases
A device aliasallows you to setupmultiple virtual devicesfor one physicaldevice, thusgiving the
onephysicaldevice morethanonelP addressFor example,you cancon gure anethldevice andan
ethl:1device. For details,referto Section19.13Device Aliases



126 Chapter 19.Network Con guration

19.3. Establishing an ISDN Connection

An ISDN connectioris anInternetconnectiorestablishedvith aISDN modemcardthrougha special
phoneline installedby the phonecompary. ISDN connectionsrepopularin Europe.

To addanISDN connectionfollow thesesteps:

1. Click the Devicestah
2. Click the New buttonon thetoolbar
3. SelectiSDN connectionfrom the Device Type list, andclick Forward.

4. Selectthe ISDN adapteffrom the pulldovn menu.Thencon gure theresourcesindD channel
protocolfor theadapterClick Forward to continue.

Select ISDN Adapter =
ISDN Adapters: |ACER P10 [~]
Resource D Channel Protocal
IRQ: |5 2! @ Euro ISDN (EDSS1)
MEM: 1 O1Ire
10 |ox300
oL |
102
‘ 2 Cancel ‘ ‘ < Back ‘ | P> Eomward |

Figure 19-4.ISDN Settings

5. 1f your InternetServiceProvider (ISP)is in the pre-con guredlist, selectit. Otherwise enter
the requiredinformationaboutyour ISP account.If you do not know the values,contactyour
ISP Click Forward.

6. In thelP Settingswindow, selecthe EncapsulationMode andwhetherto obtainan|P address
automaticallyor whetherto setonestatically Click Forward when nished.

7.0ntheCreateDialup Connectionpageclick Apply.

After con guring the ISDN device, it appearsn thedevice list asa device with typeISDN asshavn
in Figure19-5

Be sureto selectFile => Save to save the changes.

After addingthe ISDN device, you caneditits con guration by selectingthe device from the device
list and clicking Edit. For example,whenthe device is added,it is con gured not to startat boot
time by default. Edit its con gurationto modify this setting.CompressionPPPoptions,login name,
passwerd, andmorecanbechanged.

Whenthe device is addedjt is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.
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Elle  Profile Help

B & B 8 ¢ &

Devices |HaRﬁﬂarE | IPsec ‘ DNS | Hosts ‘

New Edit Copy Delete ~ Activate Deactivate

associated with a single piece of hardware.

B 1_'_[|J ‘You may configure network devices associated with
:L =] physical hardware here. Multiple logical devices can be
i

Profile|Status Device |Nickname Type

A Inactive &2 ippp0 Provider

Figure 19-5.ISDN Device

19.4. Establishing a Modem Connection
A modemcan be usedto con gure an Internetconnectionover an active phoneline. An Internet

ServiceProvider (ISP)account(alsocalleda dial-upaccount)s required.

To adda modemconnectionfollow thesesteps:

1. Click the Devicestah

2. Click the New buttononthetoolbar

3. SelectModem connectionfrom the Device Type list, andclick Forward.

127

4.1f thereisamodemalreadycon guredin thehardwvarelist (ontheHardware tab),theNetwork
Administration Tool assumegouwantto useit to establisha modemconnectionlf thereare
no modemsalreadycon gured, it triesto detectary modemsn the system.This probemight
take a while. If a modemis not found, a messagés displayedto warn you that the settings

shavn arenot valuesfoundfro

m the probe.

5. After probing,thewindow in Figure19-6appears.

Select Modem o
Modem Properties
Modem Device: | /dev/ityS0
Baud Rate 157600
Flow Control: | Hardware (CRTSCTS)
Modem volume
Use touch tone dialing
‘ 2 Cancel ‘ ‘ < Back ‘ | P Eoward |

Figure 19-6.Modem Settings
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6. Con gure the modemdevice, baudrate, o w control,andmodemvolume.If you do not know
thesevaluesaccepthedefaultsif themodemwasprobedsuccessfullylf youdonothavetouch
tonedialing, uncheckthe correspondingheckbox Click Forward.

7.1f yourISPisin thepre-con guredist, selectit. Otherwisegntertherequirednformationabout
yourISPaccountlf youdo notknow thesevalues contactyour ISP, Click Forward.

8.0nthelP Settingspage selectwhetherto obtainan|P addressutomaticallyor whetherto set
onstatically Click Forward when nished.

9.0ntheCreateDialup Connectionpageclick Apply.

After con guring the modemdevice, it appearsn the device list with the type Modemas shavn in
Figure19-7.

Elle  Profile Help

B & B G ¢ x

New  Edit Copy Delete Activate  Deactivate

Devices |HardL'dare | IPsec ‘ DNS | Hosts ‘

0| You may configure network devices associated with
:l = physical hardware here. Multiple logical devices can be
/= associated with a single piece of hardware.

Profile |Status Device |Nickname Type
A7 Inactive &, ppp0_ Provider Modem

Figure 19-7.Modem Device

Be sureto selectFile => Save to save the changes.

After addingthemodemdevice, you caneditits con gurationby selectinghedevice from thedevice
list and clicking Edit. For example,whenthe device is added,it is con gured not to startat boot
time by default. Edit its con guration to modify this setting.CompressionPPPoptions,login name,
passwerd, andmorecanalsobe changed.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To activate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

19.5. Establishing an xDSL Connection

DSL standdor Digital Subscribet.ines. Therearedifferenttypesof DSL suchasADSL, IDSL, and
SDSL.TheNetwork Administration Tool useghetermxDSL to meanall typesof DSL connections.

SomeDSL providersrequirethatthesystems con guredto obtainanIP addresshroughDHCPwith
anEthernetcard.SomeDSL providersrequireyouto con gure aPPPoEPoint-to-PointProtocolover
Ethernet)connectiorwith anEthernetcard.Ask your DSL provider which methodto use.

If youarerequiredto useDHCR referto Section19.2Establishingan EthernetConnectiorto con g-
ureyour Ethernetcard.

If youarerequiredto usePPPoEfollow thesesteps:
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1. Click the Devicestah
2. Click the New button.
3. SelectxDSL connectionfrom the Device Type list, andclick Forward.

4.1f your Ethernetardis in thehardwvarelist, selecthe Ethernet Device from thepulldovn menu
from thepageshawvn in Figure19-8 Otherwisethe SelectEthernet Adapter window appears.

Note

The installation program detects supported Ethernet devices and prompts you to con gure
them. If you con gured any Ethernet devices during the installation, they are displayed in the
hardware list on the Hardware tab.

i

Configure DSL connection

Select the ethemet device for this account.

Ethemet Device:  eth0 (82557/8/9 [Ethernet Pro 100])

|
|
[<]

Enter the provider name for this account.

Provider Name: ||

T-Online Account Setup

Enter the login name for this account.

Login Name:

Enter the password for this account.

Password

| 32 cancel | | <« Back | ‘ B> Forward ‘

Figure 19-8.xDSL Settings

5.If the SelectEthernet Adapter windowv appearsselectthe manufcturerand model of the
Ethernetcard. Selectthe device name.If this is the system$ rst Ethernetcard, selectethO
asthe device name;if this is the secondEthernetcard, selecteth1 (and so on). The Network

Administration Tool alsoallows youto con gure theresourcesor theNIC. Click Forward to
continue.

6. EntertheProvider Name, Login Name andPassvord. If youhave aT-Onlineaccountjnstead
of enteringa Login Name andPassvord in the default window, click the T-Online Account
Setupbuttonandentertherequiredinformation.Click Forward to continue.

7.0ntheCreateDSL Connectionpageclick Apply.
After con guring the DSL connectionijt appearsn thedevice list asshavn in Figure19-7.
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Elle  Profile Help

B & B 8§ ¢ %

New  Edit Copy Delete Activate  Deactivate

Devices |Hardﬂare | IPsec ‘ DNS | Hosts ‘

0| You may configure network devices associated with
:l = physical hardware here. Multiple logical devices can be
/= associated with a single piece of hardware.

Profile |Status Device |Nickname Type
A Inactive  + ppp0_Provider XDSL

Figure 19-9.xDSL Device

Be sureto selectFile => Save to save the changes.

After addingthe xDSL connectionyou canedit its con guration by selectingthe device from the
device list andclicking Edit. For example,whenthe device is addedit is con gured not to startat
boottime by default. Edit its con gurationto modify this setting.

Whenthe device is added,it is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, and click the Activate button. If the systemis con gured
to actvatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

19.6. Establishing a Token Ring Connection

A token ring network is a network in which all the computersare connectedn a circular pattern.
A token or a specialnetwork paclet, travels aroundthe token ring and allows computersto send
informationto eachother

©-

For more information on using token ring under Linux, refer to the Linux Token Ring Project website
available at http://www.linuxtr.net/.

To addatokenring connectionfollow thesesteps:

1. Click the Devicestah
2. Click theNew buttonon thetoolbar
3. SelectToken Ring connectionfrom the Device Type list andclick Forward.

4. If you have alreadyaddedthetokenring cardto the hardwvarelist, selectit from the Tokenring
card list. Otherwise selectOther Tokenring Card to addthe hardwaredevice.

5.1f you selectedOther Tokenring Card, the SelectToken Ring Adapter windov asshavn
in Figure 19-10appearsSelectthe manufcturerandmodel of the adapter Selectthe device
namelf thisis thesystems rst tokenring card,selectrO; if thisis the secondokenring card,
selecttrl (andsoon). TheNetwork Administration Tool alsoallows theuserto con gure the
resourcegor theadapterClick Forward to continue.



Chapter 19.Network Con guration

Select Token Ring Adapter =
Adapter: ‘Emﬂn!ﬂc-based PCI token ring m
Device: :trO
Resource
S —
MEM: | |
o | |
oL | 77\
| ]
DMAD: L 7‘
DMAL | \
| 3 cancel | | < Back | ‘ bgorwardg‘

Figure 19-10.Token Ring Settings
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6.0n the Con gur e Network Settingspage,choosebetweenDHCP andstaticlP addressYou
may specifya hostnameor the device. If the device recevesa dynamiclP addreseachtime

thenetwork is starteddo not specifya hostnameClick Forward to continue.

7.Click Apply onthe CreateTokenring Device page.

After con guring thetokenring device, it appearsn thedevice list asshavn in Figure19-11

File Profile Help

B & B & ¢ %

Mew Edit Copy Delete  Activate Deactivaie

Devices |Ham“a | IPsec ‘ DNS | Hosts ‘

5 -LEIJ You may configure network devices associated with
i =] physical hardware here. Multiple logical devices can be
iy associated with a single piece of hardware.

Figure 19-11.Token Ring Device

Be sureto selectFile => Save to save the changes.

After addingthedevice, you caneditits con guration by selectinghe device from thedevice list and

clicking Edit. For example,you cancon gure whetherthedevice is startedat boottime.

Whenthe device is added,it is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, and click the Activate button. If the systemis con gured
to actvatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed

again.
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19.7. Establishing a CIPE Connection

CIPE standgor CryptolP Encapsulationlt is usedto con gure anlP tunnelingdevice. For example,
CIPEcanbeusedto grantaccessrom the outsideworld into a Virtual PrivateNetwork (VPN). If you
needto setupa CIPE device, contactyour systemadministratorfor the correctvalues.

To con gure a CIPE connectionfollow thesesteps:

1. Click the Devicestah

2. Click theNew buttonon thetoolbar

3. SelectCIPE (VPN) connectionfrom the Device Type list andclick Forward.
Contactyour systemadministratorfor the valuesto use.

Configure Tunnel

Device: |c|pcb0 m
Tunnel through Device: [Ncne - Sewemode o 7
Local Port: [?777 o - o J
Remote Peer Address. |Scrver Mode | auto

Remote Peer Port: |

Remote Virtual Address: | ‘

Local Virtual Address: L

Secret Key! | o _‘\ Generate

Configuration for your remote partner

;lP Address of Tunnel Device: Server Mode
|Local Port: {own choice)
!Remute Peer Address: 0.0.0.0 (auto):7777
|Remote Virtual Address:

|Local Virtual Address:

| 3% cancel | | < Back | ‘ bEmward;‘

Figure 19-12.CIPE Settings

4. Click Apply ontheCreateCIPE Connectionpage.
After con guring the CIPE device, it appearsn thedevice list asshavn in Figure19-13
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:l =] physical hardware here. Multiple logical devices can be
/= associated with a single piece of hardware.

Profile |Status Device |Nickname Type
X Inactive - cipchi cipcho CIPE

Figure 19-13.CIPE Device

Be sureto selectFile => Save to save the changes.

After addingthe device, you can edit its con guration by selectingthe device from the device list
andclicking Edit. For example,you cancon gure whetherthe device is startedat boottime andary
routesto usewhile thedevice is actvated.

Whenthe device is added,it is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, and click the Activate button. If the systemis con gured
to actvatethe device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

©-

For more information on CIPE and setting up CIPE, refer to the Red Hat Enterprise Linux Security
Guide.

19.8. Establishing a Wireless Connection

WirelessEthernetdevicesarebecomingncreasinglypopular Thecon gurationis similarto the Eth-
ernetcon guration exceptthatit allows you to con gure settingssuchasthe SSID and key for the
wirelessdevice.

To adda wirelessEthernettonnectionfollow thesesteps:

1. Click the Devicestah
2. Click theNew buttonon thetoolbar
3. SelectWir elessconnectionfrom the Device Type list andclick Forward.

4. If you have alreadyaddedhewirelessnetwork interfacecardto thehardvarelist, selectt from
theWirelesscard list. Otherwise selectOther WirelessCard to addthe hardvaredevice.



134 Chapter 19.Network Con guration

Note

The installation program usually detects supported wireless Ethernet devices and prompts you
to con gure them. If you con gured them during the installation, they are displayed in the

hardware list on the Hardware tab.

5.If you selectedOther WirelessCard, the SelectEthernet Adapter window appearsSelect
themanugcturerandmodelof the Ethernettardandthedevice. If thisis the rst Ethernetcard
for thesystemselecteth@; if thisis thesecondethernetcardfor the systemselectethl (andso
on). TheNetwork Administration Tool alsoallows the userto con gure theresourcedor the
wirelessnetwork interfacecard.Click Forward to continue.

6.0Onthe Con gur e WirelessConnection pageasshavn in Figure19-14 con gure the settings

for thewirelessdevice.

Configure Wireless Connection B
Mode: Auto

1

Channel:
|Auto

Transmit Rate:

Key (use Ox for hex): |

| 32 cancel | | <« Back | ‘ B> Forward ‘

Figure 19-14.Wir elessSettings

7.0nthe Con gur e Network Settingspage,choosebetweenDHCP andstaticlP addressYou
may specifya hostnameor the device. If the device recevesa dynamiclP addreseachtime
thenetwork is starteddo not specifya hostnameClick Forward to continue.

8. Click Apply ontheCreateWir elessDevice page.
After con guring thewirelessdevice, it appearsn thedevice list asshavn in Figure19-15
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Elle  Profile Help

B & B 8§ ¢ %

New  Edit Copy Delete Activate  Deactivate

Devices |Hardﬂare | IPsec ‘ DNS | Hosts ‘

0| You may configure network devices associated with
jQJ physical hardware here. Multiple logical devices can be
/= associated with a single piece of hardware.

Profile |Status Device |Nickname Type
& Inactive ¥ atho etho Wirelass

Figure 19-15.Wir elessDevice

Be sureto selectFile => Save to save the changes.

After addingthewirelessdevice, you caneditits con gurationby selectinghedevice from thedevice
list andclicking Edit. For example,you cancon gure the device to activateatboottime.

Whenthe device is added;t is not actvatedimmediately asseenby its Inactive status.To actvate
the device, selectit from the device list, andclick the Activate button. If the systemis con gured
to activate the device whenthe computerstarts(the default), this stepdoesnot have to be performed
again.

19.9. Managing DNS Settings

The DNS tab allows you to con gure the systems hostnamedomain,nameseners,andsearchdo-
main.Namesenersareusedto look up otherhostson the network.

If the DNS sener namesareretriezed from DHCP or PPPoHor retrieved from the ISP),do not add
primary, secondaryor tertiary DNS seners.

If the hostnamas retrieved dynamicallyfrom DHCP or PPPoE(or retrieved from the ISP), do not
changsait.

Eile  Profile Help

B &

New  Edit

Devices |Hardware | IPsec| DNS | Hosts

.“‘l You may configure the system's hostname, domain,
2 name servers, and search domain. Name servers are
used tolook up other hosts on the network.

Hostname: Iu(alhusn\n(a\dumaid

Primary DNS: 172.16.52.28
Secondary DNS:  |172.16.52.27
Tertiary DNS:

DNS Search Path: | devel.redhat.com

Figure 19-16.DNS Con guration
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' ; Note

The name servers section does not con gure the system to be a name server. Instead, it con gures
the name servers to use when resolving IP address to hostnames and vice versa.

19.10. Managing Hosts

TheHoststaballows you to add,edit, or remave hostsfrom the /etc/hosts le. This le contains
IP addresseandtheir correspondindnostnames.

Whenyour systemtriesto resole a hostnameo an IP addresor determinethe hosthamdor an IP

addressit refersto the/etc/hosts le beforeusingthe nameseners(if you areusingthe default

RedHat EnterpriseLinux con guration).If thelP addresss listedin the/etc/hosts le, thename
senersarenotused.If your network containscomputersvhoselP addressearenotlistedin DNS, it

is recommendethatyou addthemto the/etc/hosts le.

To addan entry to the /etc/hosts le, goto the Hoststab, click the New button on the toolbar
provide the requestednformation,andclick OK. SelectFile => Save or presg[Ctrl]-[S] to save the
changego the /etc/hosts le. Thenetwork or network servicesdo not needto berestartecsince
thecurrentversionof the le is referredto eachtime anaddresss resohed.

&Warning

Do not remove the localhost  entry. Even if the system does not have a network connection or
have a network connection running constantly, some programs need to connect to the system via the
localhost loopback interface.

Figure 19-17.HostsCon guration
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@,

To change lookup order, edit the /etc/host.conf le. The line order hosts, bind species that
the /etc/hosts  takes precedence over the name servers. Changing the line to order  bind,  hosts
con gures the system to resolve hostnames and IP addresses using the name servers rst. If the IP
address cannot be resolved through the name servers, the system then looks for the IP address in
the /etc/hosts le.

19.11. Activ ating Devices

Network devices canbe con gured to be active or inactve at boot time. For example,a network

device for a modemconnectionis usuallynot con gured to startat boottime; whereasan Ethernet
connectionis usuallycon guredto actvateat boottime. If your network device is con gured notto

startat boottime, you canusethe Red Hat Control Network programto activateit afterboottime.

To startit, selectMain Menu Button (on the Panel)=> SystemTools=> Network Device Control

or typethe commandedhat-control-network

Figure 19-18.Activating Devices

To actvatea device, selectit from thelist andclick the Activate button. To stopthe device, selectit
from thelist andclick Deactiate.

If morethanonenetwork pro le is con gured, they arelistedin the interfaceand canbe activated.
Referto Section19.12Wbrking with Pro les for details.

19.12. Working with Pro les

Multiple logical network devices can be createdfor eachphysicalhardvare device. For example,
if you have one Ethernetcardin your system(eth0),you can createlogical network devices with
differentnicknamesanddifferentcon guration options,all to be speci cally associateavith eth0.

Logicalnetwork devicesaredifferentfrom device aliasesLogical network devicesassociatedvith the
samephysicaldevice mustexist in differentpro les andcannotbe actvatedsimultaneouslyDevice
aliasesarealsoassociateavith the samephysicalhardvaredevice, but device aliasesassociatedvith

the samephysicalhardware canbe actvatedat the sametime. Referto Section19.13Device Aliases
for detailsaboutcreatingdevice aliases.

Pro les canbe usedto createmultiple con guration setsfor differentnetworks. A con guration set
canincludelogical devicesaswell ashostsandDNS settings After con guring the pro les, you can
usethe Network Administration Tool to switchbackandforth betweerthem.
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By default, thereis onepro le calledCommon. To createa new pro le, selectPro le => New from
the pull-dovn menu,andentera uniquenamefor thepro le.

Youarenow modifyingthenew pro le asindicatedby thestatusbaratthebottomof themainwindow.

Click on anexisting device alreadyin thelist, andclick the Copy buttonto copy the existing device
to a logical network device. If you usethe New button, a network aliaswill be createdwhich is
incorrect.To changethe propertiesof the logical device, selectit from the list andclick Edit. For
example,the nicknamecanbe changedo a moredescriptve name suchasethO_office  , sothat
it canberecognizednoreeasily

In the list of devices, thereis a column of checkbogs labeledPro le. For eachpro le, you can
checkor uncheckdevices.Only the checled devices areincludedfor the currently selectedpro le.

For example,if you createa logical device namedeth0_office in apro le calledOffice and
wantto activate the logical device if the pro le is selecteduncheckthe eth0 device andcheckthe
eth0_office device.

For example, Figure 19-19 shaows a pro le called Of ce with the logical device ethO_of ce. It is
con guredto actvatethe rst EthernettardusingDHCR.

Figure19-19.0f ce Prole

NoticethattheHome pro le asshavn in Figure19-20activatestheethO_homelogical device, which
is associateavith eth0 .
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Figure 19-20.Home Pro le

You canalso con gure eth0 to activate in the Of ce pro le only andto actvate a ppp (modem)
device in theHome pro le only. Anotherexampleis to have the Common pro le actvateeth0 and
anAway pro le actvatea pppdevice for usewhile traveling.

To actvate a prole at boot time, modify the boot loader con guration le to include the
netprofile= profilename option. For example,if the systemusesGRUB asthe bootloader
and/boot/grub/grub.conf contains:

title Red Hat Enterprise Linux (2.4.21-1.1931.2.399.ent)
root (hd0,0)

kernel  /vmlinuz-2.4.21-1.1931.2 .39 9ent ro root=LABEL=/

initrd finitrd-2.4.21-1.1931.2. 399.ent .im g
modify it to the following (where profilename is the nameof the pro le to be activatedat
boottime):

title Red Hat Enterprise Linux (2.4.21-1.1931.2.399.ent)
root (hd0,0)
kernel  /vmlinuz-2.4.21-1.1931.2 .39 9.ent ro root=LABEL=/ netprofile= profilename
initrd finitrd-2.4.21-1.1931.2. 399.ent .im g

To switchpro les afterthe systemhasbooted,goto Main Menu (onthePanel)=> SystemTools=>
Network Device Control (or typethe commandedhat-control-network )to selectapro le and
activateit. Theactvatepro le sectiononly appearsn theNetwork Device Control interfaceif more
thanthedefault Common interfaceexists.

Alternatively, executethe following commando enablea pro le (replace profilename with
thenameof thepro le):

redhat-config-network-cm d --profile profilename --activate

19.13. Device Aliases

Device aliasesarevirtual devicesassociatedvith the samephysicalhardware, but they canbe acti-
vatedat the sametime to have differentIP addresseslhey arecommonlyrepresentedsthe device
namefollowed by a colon anda number(for example,eth0:1).They areusefulif you wantto have
multiple IP addresgor a systembut the systemonly hasonenetwork card.
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After con guring the Ethernetdevice, suchaseth0 , to usea staticlP addres§DHCP doesnot work
with aliases)go to the Devicestabandclick New. Selectthe Ethernetcardto con gure with analias,
setthestaticlP addresdor thealias,andclick Apply to createt. Sincea device alreadyexistsfor the
Ethernetcard,the onejust createds thealiassuchaseth0:1

&Warning

If you are con guring an Ethernet device to have an alias, neither the device nor the alias can be
con gured to use DHCP. You must con gure the IP addresses manually.

Figure 19-21shavs an exampleof onealiasfor theeth0 device. Noticetheeth0:1  device — the

rst aliasfor eth0 . The secondaliasfor eth0 would have the device nameeth0:2 , andsoon. To
modify thesettingsor thedevice aliassuchaswhetherto actvateit atboottime andthealiasnumber
selectit from thelist andclick the Edit button.

Figure 19-21.Network Device Alias Example

Selectthe aliasand click the Activate button to actiate the alias.If you have con gured multiple
pro les, selectwhich pro les in whichto includeit.

To verify thatthe aliashasbeenactivated, usethe commandsbin/ifconfig . The outputshould
shav thedevice andthedevice aliaswith differentIP address:

ethO Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet  addr:192.168.100.5 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
RX packets:161930 errors:1 dropped:0  overruns:0 frame:0
TX packets:244570 errors:0 dropped:0  overruns:0 carrier:0
collisions:475 txqueuelen:100
RX bytes:55075551  (52.5 Mb) TX bytes:178108895  (169.8 Mb)
Interrupt:10 Base address:0x9000

eth0:1 Link encap:Ethernet HWaddr 00:A0:CC:60:B7:G4
inet  addr:192.168.100.42 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCASTRUNNING MULTICAST MTU:1500 Metric:1
Interrupt:10 Base address:0x9000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0
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UP LOOPBACKRUNNING MTU:16436 Metric:1

RX packets:5998 errors:0 dropped:0  overruns:0 frame:0
TX packets:5998 errors:0 dropped:0  overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1627579 (1.5 Mb) TX bytes:1627579 (1.5 Mb)

19.14. Establishing an IPsec Connection

IPsecstandsfor InternetProtocol Security It is a Virtual Private Network solutionin which anen-
cryptedconnectionis establishedetweentwo systemghost-to-host or two networks (network-to-
network.

O,

Go to http://www.ipsec-howto.org/ for more information about IPsec.

19.14.1. Host-to-Host Connection

A host-to-hostPsecconnectioris anencryptedconnectiorbetweertwo systemsothrunninglPsec
with the sameauthenticatiorkey. With the IPsecconnectioractive, ary network trafc betweerthe
two hostsis encrypted.

To con gure a host-to-hostPsecconnectionusethefollowing stepsfor eachhost:

1. Startthe Network Administration Tool.
2.FromthelPsectab,selectNew.

3. Click Forward to startcon guring a host-to-hostPsecconnection.
4.

Provide a oneword nicknamesuchasipsecO for theconnectionandselectwhetherthe con-
nectionshouldbe automaticallyactvatedwhenthe computerstarts.Click Forward.

5. SelectHost to Host encryption asthe connectiortype.Click Forward.

o

Selectthetypeof encryptionto use:manualor automatic.

If manualis selectedan encryptionkey mustbe provided laterin the process!f automaticis
selectedthe racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagamustbeinstalled.

Click Forward to continue.
. Specifythe IP addres®f the otherhost.

If you do not know the IP addres=f the other system,run the command/shin/ifconfig

device  ontheothersystemwhere device istheEthernetevice usedto connectto
the otherhost.If only oneEthernetcardexistsin the systemthe device nameis eth0.The IP
addresss thenumberfollowing theinet  addr: label.

~

Click Forward to continue.

8. If manualencryptiorwasselectedn step6, specifytheencryptionkey to useor click Generate
to createone.

Specifyanauthenticatiorkey or click Generateto generatene.lt canbe ary combinationof
numbersandletters.

Click Forward to continue.
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9. Verify theinformationonthe IPsec— Summary page,andclick Apply.
10. SelectFile => Save to save the con guration.
11. Selectthe IPsecconnectiorfrom thelist, andclick the Activate button.

12.Repeafor the otherhost.It is extremelyimportantthat the samekeys from step8 be usedon
the otherhosts.Otherwise JPsecwill notwork.

After con guring the IPsecconnectionijt appearsn thelPseclist asshavn in Figure19-22

Figure 19-22.IPsecConnection

Two les are createdin /etc/sysconfig/network-scripts/ — ifcfg- nickname  and
keys- nickname . If automaticencryptionis selected/etc/racoon/racoon.conf is created
aswell.

Whentheinterfaceis activated, remote-ip .conf andpsk.txt arecreatedn /etc/racoon/ ,
andracoon.conf  is modi ed toinclude remote-ip .conf .

Referto Section19.14.3Testingthe IPsecConnectiorto determinef the IPsecconnectiorhasbeen
successfullyestablished.

19.14.2. Network-to-Netw ork (VPN) Connection

A network-to-netvork IPsecconnectiorusestwo IPsecrouters,onefor eachnetwork, throughwhich
thenetwork trafc for the privatesubnetss routed.

For example,asshowvn in Figure 19-23 if the 192.168.0/24rivate network wantsto sendnetwork
trafc tothe192.168.2.0/24rivatenetwork, the pacletsgo throughgatevayO, to ipsecOthroughthe
Internet,to ipseclto gatevayl,andto the 192.168.2.0/24ubnet.

The IPsecroutersmusthave publically addressabléP addresseaswell asanotherEthernetdevice
connectedo its private network. Trafc only travels throughit if it is intendedfor the otherIPsec
routerwith which it hasanencryptedcconnection.
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Figure 19-23.Network-to-Network IPsec

Alternatenetwork con gurationsoptionsincludea re wall betweeneachlIP routerandthe Internet
and an Intranet re wall betweeneachlPsecrouter and subnetgatavay. The IPsecrouter and the
gatevay for the subnetcanbe one systemwith two Ethernetdevices,onewith a public IP address
thatactsasthe IPsecrouterandonewith a private|P addresghatactsasthe gatavay for the private
subnetEachlPsecroutercanusethe gatevay for its private network or a public gatevay to sendthe
pacletsto the otherlPsecrouter

To con gure anetwork-to-netvork IPsecconnectionusethefollowing steps:

1. Startthe Network Administration Tool.
2. FromthelPsectab, selectNew.
3. Click Forward to startcon guring a network-to-netvork IPsecconnection.

4. Provide a oneword nicknamesuchasipsecO for theconnectionandselectwhetherthe con-
nectionshouldbe automaticallyactvatedwhenthe computerstarts.Click Forward.

5. SelectNetwork to Network encryption (VPN), andclick Forward.
6. Selectthetype of encryptionto use:manualor automatic.

If manualis selectedan encryptionkey mustbe provided laterin the processlf automaticis
selectedthe racoon daemonis usedto managethe encryptionkey. If racoon is used,the
ipsec-tools packagemustbeinstalled.Click Forward to continue.

7.0ntheLocal Network page enterthefollowing information:

« Local Network Address— The IP addresf the device on the IPsecrouterconnectedo
the private network.

« Local SubnetMask — The subnetmaskof thelocal network IP address.
« Local Network Gateway— Thegatevay for theprivatesubnet.
Click Forward to continue.

Figure 19-24.Local Network Information
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8. OntheRemoteNetwork page enterthefollowing information:

+ RemoteIP Address— The publically addressabléP addressof the IPsecrouter for the
otherprivatenetwork. In ourexample for ipsecOenterthe publically addressablé® address
of ipsecl,andviceversa.

+ Remote Network Address— The network addressof the private subnetbehind the
other IPsecrouter In our example,enter192.168.1.0  if con guring ipsecl,andenter
192.168.2.0 if con guring ipsecO.

+ RemoteSubnetMask — Thesubneimaskof theremotelP address.
- RemoteNetwork Gateway— ThelP addres®f thegatevay for theremotenetwork address.

- If manualencryptionwasselectedn step6, specifythe encryptionkey to useor click Gen-
erate to createone.

Specifyanauthenticatiorkey or click Generateto generatene.lt canbe ary combination
of numbersandletters.

Click Forward to continue.

Figure 19-25.RemoteNetwork Information

9. Verify theinformationonthe IPsec— Summary page,andclick Apply.
10. SelectFile => Save to save the con guration.
11. Selectthe IPsecconnectiorfrom thelist, andclick the Activate button.
12.As rootatashellprompt,enablelP forwarding:

a. Edit /etc/sysctl.conf andsetnet.ipv4.ip_forward tol.

b. Executethefollowing commando enablethechange:
sysctl  -p /etc/sysctl.conf

Thenetwork scriptto actvatethelPsecconnectiorautomaticallycreatesietwork routesto sendpack-
etsthroughtheIPsecrouterif necessary

Referto Section19.14.3Testingthe IPsecConnectiorto determinef the IPsecconnectiorhasbeen
successfullyestablished.
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19.14.3. Testing the IPsec Connection

Usethetcpdump utility to view the network pacletsbeingtransferedetweerthehosts(or networks)
andverify thatthey areencryptedvia IPsec.The paclet shouldincludean AH headermandshouldbe
shavn asESPpaclets.ESPmeanst is encryptedFor example:

17:13:20.617872 pinky.example.com > jjin.example.com: \
AH(spi=0x0aaa749f,seq=0 x335): ESP(spi=0x0ec0441le,seq=0x  335) (DF)

19.14.4. Starting and Stopping the Connection

If thelPsecconnectiorwasnotcon guredto actvateon boot,startandstopit asrootviathecommand
line.

To startthe connectiongxecutethe following commandasroot on eachhostfor host-to-hostPsec
or eachlPsecrouterfor network-to-netvork IPsec(replace ipsec-nick with the one word
nicknamecon gured earlier suchasipseco ):

Isbin/ifup ipsec-nick

To stopthe connectiongxecutethe following commandasroot on eachhostfor host-to-hosiPsec
or eachlPsecrouterfor network-to-netvork IPsec(replace ipsec-nick with the one word
nicknamecon gured earlier suchasipseco ):

/sbin/ifdown ipsec-nick

19.15. Saving and Restoring the Network Con guration

Thecommandine versionof Network Administration Tool canbeusedo savethesystems network
con gurationtoa le. This le canthenbeusedto restorethenetwork settingto aRedHat Enterprise
Linux system.

This featurecan be usedas part of an automatedbackupscript, to sase the con guration before
upgradingor reinstalling,or to copy thecon gurationto a differentRedHat Enterprise_Linux system.

To save, or export, the systems network con gurationto the le /tmp/network-config , execute
thefollowing commandasroot:

redhat-config-network-cm d -e > /tmp/network-config

To restore,or import, the network con guration from the le createdfrom the previous command,
executethefollowing commandasroot:

redhat-config-network-cm d -i -c -f /tmp/network-config

The-i optionmeando importthedatathe-c optionmeango clearthe existing con guration prior
of importing,andthe-f optionspeci esthatthe le toimportis asfollows.
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Justasa rewall in a building attemptgto preventa re from spreadinga computerre wall attempts
to preventcomputervirusesfrom spreadingo your computerandto preventunauthorizedisersrom
accessing/our computer A rewall exists betweenyour computerand the network. It determines
which serviceson your computerremoteuserson the network canaccessA properly con gured
rewall cangreatly increasethe security of your system.It is recommendedhat you con gure a
rewall for ary RedHat EnterpriseLinux systemwith anInternetconnection.

20.1. Security Level Con guration Tool

During the Firewall Con guration screenof the Red Hat EnterpriseLinux installation,you were
given the option to enablea basic re wall aswell asallow speci ¢ devices,incomingservicesand
ports.

After installation,you canchangethis preferencéy usingthe Security Level Con guration Tool.

To startthe application,selectMain Menu Button (on the Panel)=> SystemSettings=> Security
Level or typethe commandedhat-config-securitylevel from ashellprompt(for example,in
anXTermor aGNOME terminal).

Figure 20-1.Security Level Con guration Tool

; Note

The Security Level Con guration Tool only con gures a basic re wall. If the system needs to allow
or deny access to specic ports or if the system needs more complex rules, refer to the Red Hat
Enterprise Linux Reference Guide for details on con gur ing speci c iptables  rules.

Selectoneof thefollowing options:
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- Disable r ewall — Disablingthe re wall providescompleteaccesgo your systemand doesno
securitychecking Securitycheckingis thedisablingof accesso certainservicesThis shouldonly
be selectedf you arerunningon a trustednetwork (not the Internet)or planto do more re wall
con gurationlater

&Warning

If you have a re wall con gured or any customized re wall rules in the /etc/sysconfig/ip tab les
le, the le will be deleted if you select Disable re wall and click OK to save the changes.

- Enable r ewall— Thisoptioncon guresthesystento rejectincomingconnectionshatarenotin
respons¢o outboundequestssuchasDNSrepliesor DHCPrequestslf accesso servicesunning
onthis machineis neededyou canchooseo allow speci ¢ serviceghroughthe re wall.

If you areconnectingyour systemto the Internet,but do not planto run a sener, this is the safest
choice.

Selectingary of the Trusted devicesallows accesgo your systemfor all trafc from that device;
it is excludedfrom the re wall rules.For example,if you arerunningalocal network, but arecon-
nectedto the Internetvia a PPPdialup,you cancheckethO andary trafc comingfrom yourlocal
network will beallowed. SelectingethO astrustedmeansall trafc overtheEtherneis allowed, but
the pppOinterfaceis still re walled.To restricttrafc onaninterface,leave it unchecled.

It is notrecommendethatyou malke ary device thatis connectedo public networks, suchasthe
Internet,a Trusted device.

Enablingoptionsin the Trusted sewviceslist allows the speci ed serviceto passthroughthe re-
wall.

WWW (HTTP)

TheHTTP protocolis usedby Apache(andby otherWebseners)to sene webpageslf you
plan on making your Web sener publicly available, enablethis option. This option is not
requiredfor viewing pageslocally or for developing webpagesYou musthave the httpd
packagenstalledto sene webpages.

EnablingWWW (HTTP) will notopenaportfor HTTPS,the SSLversionof HTTP.

FTP

The FTP protocol is usedto transfer les betweenmachineson a network. If you planon
makingyour FTP sener publicly available,enablethis option. Thevsftpd  packagemustbe
installedfor this optionto be useful.

SSH

SecureShell (SSH) is a suite of tools for logging into and executing commandson a
remotemachine.To allow remoteaccessto the machinevia ssh, enablethis option. The
openssh-server  packagemustbe installedto accessyour machineremotely using SSH
tools.

Telnet

Telnetis aprotocolfor logginginto remotemachinesTelnetcommunicationareunencrypted
andprovide no securityfrom network snooping Allowing incomingTelnetaccesss notrec-
ommendedTo allow inboundTelnetaccessyou must have the telnet-server package
installed.

Mail (SMTP)

To allow incoming mail delivery throughyour re wall so thatremotehostscanconnectdi-
rectly to your machineto deliver mail, enablethis option. You do not needto enablethis if
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you collectyour mail from your ISP's sener usingPOP3or IMAP, or if you useatool such
asfetchmail . Notethatanimproperlycon gured SMTP sener canallow remotemachines
to useyour sener to sendspam.

Click OK to save the changedand enable or disable the rewall. If Enable r ewall was
selected, the options selected are translatedto iptables commands and written to the

Jetc/sysconfig/iptables le. The iptables  serviceis also startedso that the rewall is
activated immediately after saving the selectedoptions. If Disable r ewall was selected,the
letc/sysconfig/iptables le isremoved,andtheiptables  serviceis stopimmediately

The optionsselectedare alsowritten to the /etc/sysconfig/redhat-config-securitylevel
le sothatthe settingcanberestoredthe next time the applicationis started Do not edit this le by
hand.

Eventhoughthe rewall is actvatedimmediately the iptables  serviceis not con gured to start
automaticallyat boottime, referto Section20.2 Activatingtheiptables  Servicefor details.

20.2. Activ ating the iptables  Service
The rewall rulesareonly active if theiptables  serviceis running.To manuallystartthe service,

usethecommand:
Isbin/service iptables restart
To ensurehatit is startedwvhenthe systemis booted,issuethe command:

Isbin/chkconfig --level 345 iptables on

Theipchains  serviceis not includedin Red Hat EnterpriseLinux. However, if ipchains is in-
stalled(for example,anupgradevasperformedandthe systemhadipchains  previously installed),
theipchains  serviceshouldnot be actvatedalongwith theiptables  service.To make surethe
ipchains  serviceis disabledand con gured not to startat boot time, executethe following two
commands:

Isbin/service ipchains  stop
Isbin/chkconfig --level 345 ipchains  off

The Sewices Con guration Tool canbe usedto enableor disablethe iptables  andipchains
services.
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Chapter 21.

Controlling Access to Services

Maintaining securityon your systemis extremely important.One way to managesecurityon your
systemis to manageaccesso systemservicescarefully Your systemmay needto provide open
accesgo particularserviceqfor example,httpd  if you arerunninga Web sener). However, if you
do not needto provide a service,you shouldturn it off to minimize your exposureto possiblebug
exploits.

Thereare several differentmethodsfor managingaccesgo systemservices Decidewhich method
of managemento usebasedon the service,your systems con guration, and your level of Linux
expertise.

The easiestvay to dery accesgo a serviceis to turn it off. Both the servicesmanagedy xinetd
(discussedhterin this section)andtheservicesn the/etc/rc.d/init.d hierarchy(alsoknown as
SysVservices)kanbecon guredto startor stopusingthreedifferentapplications:

+ SewicesCon guration Tool— agraphicalapplicationthatdisplaysadescriptiornof eachservice,
displayswhethereachserviceis startedat boottime (for runlevels 3, 4, and5), andallows services
to be started stoppedandrestarted.

-+ ntsysv— atext-basedapplicationthatallows you to con gure which servicesare startedat boot
time for eachrunlevel. Changesdo not take effect imnmediatelyfor nonxinetd  services.Non-
xinetd  servicesannot be started stoppedpr restartedisingthis program.

« chkconfig — acommandine utility thatallows you to turn serviceson andoff for the different
runlevels. Changeslo nottake effectimmediatelyfor nonxinetd servicesNonxinetd services
cannot be started stoppedpr restartedisingthis utility.

Youmay nd thatthesetoolsareeasierto usethanthe alternatves— editingthe numerousymbolic
links locatedin the directoriesbelaw /etc/rc.d by handor editingthexinetd con guration les
in /etc/xinetd.d

Anotherway to manageacces$o systenservicess by usingiptables  to con gureanlP rewall. If
youareanew Linux user pleasaealizethatiptables  maynotbethebestsolutionfor you. Setting
upiptables canbecomplicatedandis besttackledby experienced.inux systemadministrators.

Ontheotherhand,thebene t of usingiptables is e xibility. For example,if youneedacustomized
solutionwhich provides certainhostsaccesdo certainservicesjptables  canprovide it for you.

Referto the RedHat EnterpriseLinux RefeenceGuideandthe RedHat EnterpriseLinux Security
Guidefor moreinformationaboutiptables

Alternatively, if you are looking for a utility to set general accessrules for your home
machine, and/or if you are new to Linux, try the Security Level Con guration Tool
(redhat-config-securitylevel ), which allows you to selectthe securitylevel for your system,
similarto the Firewall Con guration screerin theinstallationprogram.

Referto Chapter20 Basic Firewall Con guration for more information.If you needmore speci c
rewall rules,referto theiptables  chapterin the RedHat EnterpriseLinux RefeenceGuide

21.1. Runlevels

Beforeyou cancon gure accesgo servicesyou mustunderstand.inux runlevels. A runlevel is a
state,or mode thatis de ned by the servicedisted in the directory/etc/rc.d/rc x .d,where
X isthenumberof therunlevel.

Thefollowing runlevels exist:
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+ 0—Halt

« 1— Single-usemode

+ 2— Not used(userde nable)

+ 3— Full multi-usermode

+ 4— Not used(userde nable)

+ 5— Full multi-usermode(with an X-basedogin screen)
+ 6— Reboot

If youuseatext login screenyouareoperatingn runlevel 3. If you useagraphicallogin screenyou
areoperatingn runlevel 5.

Thedefaultrunlevel canbe changedy modifying the/etc/inittab le, whichcontainsaline near
thetop of the le similarto thefollowing:

id:5:initdefault:

Changehenumberin thisline to thedesiredrunlevel. Thechangedo nottake effect until you reboot
thesystem.

To changethe runlevel immediately usethe commandtelinit followed by the runlevel number
Youmustberootto usethis commandThetelinit commanddoesnotchangehe/etc/inittab

le; it only changesherunlevel currentlyrunning.Whenthe systemis rebootedit is bootedin to the
runlevel speci edin /etc/inittab

21.2. TCP Wrapper s

Many UNIX systemadministratorsare accustomedo using TCP wrappersto manageaccessto
certain network services.Any network servicesmanagedby xinetd (as well as ary program
with built-in supportfor libwrap ) canuse TCP wrappersto manageaccessxinetd canusethe
/etc/hosts.allow and /etc/hosts.deny les to con gure accesdgo systemservices As the
namesmply, hosts.allow  containsalist of rulesthatallow clientsto accesshe network services
controlled by xinetd , and hosts.deny  containsrulesto dery access.The hosts.allow le
takes precedencever the hosts.deny  le. Permissiongo grantor dery accesscan be basedon
individual IP addresgor hostnamesdr on a patternof clients.Referto the RedHat EnterpriseLinux
RefeenceGuide and hosts_access  in section5 of the man pages(man 5 hosts_access ) for
details.

21.2.1. xinetd

To control accesdo Internetservices,usexinetd , which is a securereplacementor inetd . The
xinetd daemorconseressystenresourcesprovidesaccessontrolandlogging,andcanbeusedto
startspecial-purposseners.xinetd canbe usedto provide acces®nly to particularhosts,to dery
accesdo particularhosts,to provide accesgo a serviceat certaintimes,to limit the rateof incoming
connectionsnd/ortheload createdby connectionsandmore

xinetd runsconstantlyandlistensonall portsfor theservicest manageswhenaconnectiorrequest
arrivesfor oneof its managedervicesxinetd  startsup theappropriatesener for thatservice.

The con guration le for xinetd is /etc/xinetd.conf , but the le only containsa few defaults
andaninstructionto includethe/etc/xinetd.d directory To enableor disableanxinetd ~ service,
editits con guration le in the/etc/xinetd.d directory If thedisable attributeis settoyes , the

serviceis disabledIf thedisable attribute is setto no, the serviceis enabled.You caneditary of
thexinetd con guration les or changets enabledstatususingthe Sewices Con guration Tool,
ntsysy, or chkconfig . For alist of network servicescontrolledby xinetd , review the contentsof
the/etc/xinetd.d directorywith thecommands /etc/xinetd.d
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21.3. Services Con guration Tool

TheSewicesCon guration Tool is agraphicalapplicationdevelopedby RedHatto con gurewhich
SysVservicedn the/etc/rc.d/init.d directoryarestartedat boottime (for runlevels 3, 4, and5)
andwhichxinetd servicesareenabledlt alsoallows youto start,stop,andrestartSysV servicesas
well asrestartxinetd

To start the Sewices Con guration Tool from the desktop,go to the Main Menu Button
(on the Panel) => System Settings => Selwver Settings => Sewices or type the command
redhat-config-services atashellprompt(for example,in anXTerm or aGNOME terminal).

Figure 21-1.SewicesCon guration Tool

The SewicesCon guration Tool displaysthe currentrunlevel aswell asthe runlevel you are cur
rently editing. To edit a differentrunlevel, selectEdit Runlevel from the pulldovn menuandselect
runlevel 3, 4, or 5. Referto Section21.1Runlevelsfor adescriptionof runlevels.

The SewicesCon guration Tool lists the servicesrom the /etc/rc.d/init.d directoryaswell
asthe servicescontrolledby xinetd . Click onthe nameof the servicefrom thelist on the left-hand
sideof theapplicationto displaya brief descriptionof thatserviceaswell asthe statusof the service.
If the serviceis not anxinetd service,the statuswindonv shavs whetherthe serviceis currently
running.If theserviceis controlledby xinetd , thestatuswvindow displaysthe phrasexinetd sewvice.

To start,stop,or restaria serviceimmediately selectheservicefrom thelist andclick theappropriate
button on the toolbar (or choosethe action from the Actions pulldovn menu).If the serviceis an
xinetd  servicetheactionbuttonsaredisabledbecausehey cannotbestartedr stoppedndividually.

If you enable/disablanxinetd serviceby checkingor uncheckinghe checkboxnext to the service
name you mustselectFile => Save Changesfrom the pulldovn menuto restartxinetd andimme-
diatelyenable/disabléhexinetd  servicethatyou changedxinetd is alsocon guredto remember
thesetting.You canenable/disablenultiplexinetd  servicesatatime andsave thechangesvhenyou
are nished.
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Forexample assumgoucheckrsync to enablet in runlevel 3andthensavethechangesThersync
serviceis immediatelyenabledThenext time xinetd  is startedysync is still enabled.

&Warning

When you save changes to xinetd  services, xinetd is restarted, and the changes take place imme-
diately. When you save changes to other services, the runlevel is recon gured, but the changes do
not take effect immediately.

To enablea nonxinetd ~ serviceto startat boottime for the currently selectedrunlevel, checkthe
checkboxbesidethe nameof the servicein thelist. After con guring therunlevel, applythe changes
by selectingFile => Save Changesfrom the pulldowvn menu.Therunlevel con gurationis changed,
but therunlevel is notrestartedthus,the changeslo not take placeimmediately

For example,assumeyou are con guring runlevel 3. If you changethe valuefor thehttpd  service
from checledto uncheckdandthenseleciSave Changestherunlevel 3 con gurationchangesothat
httod is not startedat boottime. However, runlevel 3 is not reinitialized,sohttpd s still running.
Selectoneof following optionsat this point:

1. Stopthehttpd  service— Stopthe serviceby selectingit from thelist andclicking the Stop
button. A messageppearstatingthatthe servicewasstoppedsuccessfully

2. Reinitializethe runlevel — Reinitializethe runlevel by goingto a shell promptandtyping the
commandktelinit 3 (where3 is the runlevel number).This option is recommended you
changethe Start at Boot value of multiple servicesandwantto activate the changesmmedi-
ately

3. Do nothingelse— You do nothave to stopthehttpd  service.You canwait until the systemis
rebootedfor the serviceto stop. The next time the systemis booted,the runlevel is initialized
withoutthehttpd servicerunning.

To adda serviceto arunlevel, selectthe runlevel from the Edit Runlevel pulldovn menu,andthen
selectActions => Add Sewvice. To deletea servicefrom arunlevel, selecttherunlevel from the Edit
Runlevel pulldovn menu,selectthe serviceto be deletedrom thelist ontheleft, andselectActions
=> DeleteSewice.

21.4. ntsysv

The ntsysv utility providesa simpleinterface for activating or deactating services.You canuse
ntsysvto turnanxinetd -managederviceon or off. You canalsousentsysvto con gure runlevels.
By default, only the currentrunlevel is con gured. To con gure a differentrunlevel, specifyoneor
morerunlevels with the --level  option. For example,the commandntsysv  --level 345 con-
gures runlevels 3, 4, and5.

The ntsysv interfaceworks like the text modeinstallationprogram.Usethe up anddown arrows to

navigateup anddown thelist. The spacebar selects/unselectervicesandis alsousedto "press“the
Ok andCancelbuttons.To move betweerthelist of servicesandthe Ok andCancelbuttons,usethe
[Tab]key. An * signi es thata serviceis setto on. Pressinghe [F1] key displaysa shortdescription
of theselectedservice.

&Warning

Services managed by xinetd are immediately affected by ntsysv . For all other services, changes do
not take effect immediately. You must stop or start the individual service with the command service
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daemon stop . In the previous example, replace daemon with the name of the service you want to
stop; for example, httpd . Replace stop with start  or restart  to start or restart the service.

21.5. chkconfig

The chkconfig commandcan also be usedto activate and deactvate services.The chkconfig
-list ~ commanddisplaysa list of systemservicesand whetherthey are started(on) or stopped
(off ) in runlevels0-6. At theendof thelist is a sectionfor the servicesmanagedy xinetd

If the chkconfig — --list commandis usedto query a servicemanageddy xinetd , it displays
whether the xinetd  service is enabled(on) or disabled (off ). For example, the command
chkconfig  --list finger returnsthefollowing output:

finger on

As shawvn, finger  is enabledasanxinetd servicelf xinetd is running,finger is enabled.

If youusechkconfig ~ --list  toqueryaservicein /etc/rc.d  , services settingsfor eachrunlevel
aredisplayedFor example thecommandthkconfig ~ --list httpd  returnsthefollowing output:
httpd 0:off 1:off 2:0n 3:0n 4:on 5:on 6:0ff

chkconfig  canalsobe usedto con gure a serviceto be started(or not) in a speci c runlevel. For
example,toturnnscd off in runlevels 3, 4, and5, usethefollowing command:

chkconfig --level 345 nscd off

&Warning

Services managed by xinetd are immediately affected by chkconfig . For example, if xinetd is
running, finger is disabled, and the command chkconfig ~ finger  on is executed, finger is im-
mediately enabled without having to restart xinetd manually. Changes for other services do not
take effect immediately after using chkconfig . You must stop or start the individual service with the
command service daemon stop . In the previous example, replace daemon with the name of the
service you want to stop; for example, httpd . Replace stop with start  or restart ~ to start or restart
the service.

21.6. Additional Resour ces

For moreinformation,referto thefollowing resources.

21.6.1. Installed Documentation

« Themanpagedor ntsysv , chkconfig , xinetd , andxinetd.conf

« man 5 hosts_access — Themanpagefor the formatof hostacces<ontrol les (in section5
of themanpages).
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21.6.2. Useful Websites

« http://wwwxinetd.og — The xinetd webpagelt containsa more detailedlist of featuresand
samplecon guration les.

21.6.3. Related Books

+ RedHat EnterpriseLinux RefeenceGuide Red Hat, Inc. — This companionmanualcontains
detailedinformationabouthonv TCPwrappersandxinetd  allow or dery accesaswell ashow to
con gure network accesaisingthem. It alsoprovidesinstructionsfor creatingiptables  rewall
rules.

» RedHat EnterpriseLinux SecurityGuideRedHat, Inc.— This manualdiscussesecuringservices
with TCPwrappersandxinetd  suchasloggingdeniedconnectiorattempts.
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OpenSSHis a free, opensourceimplementationof the SSH (SecureSHell) protocols.It replaces
telnet , ftp , rlogin , rsh , andrcp with securegncryptednetwork connectiity tools. OpenSSH
supportsrersionsl.3,1.5,and2 of the SSHprotocol.SinceOpenSSHrersion2.9,thedefault protocol
is version2, which usesRSA keys asthedefault.

22.1. Why Use OpenSSH?

If youuseOpenSSHools,youareenhancinghesecurityof your machine All communicationsising
OpenSSHools,including passwrds,areencryptedTelnet andftp useplaintext passverdsand
sendall informationunencryptedTheinformationcanbeinterceptedthe passwrdscanberetrieved,
andthenyour systemcanbe compromisedy anunauthorizeghersorioggingin to your systemusing
oneof theinterceptedpassverds. The OpenSSHsetof utilities shouldbe usedwheneer possibleto
avoid thesesecurityproblems.

Anotherreasorto useOpenSSHs thatit automaticallyforwardsthe DISPLAY variableto the client

machine.In otherwords, if you arerunningthe X Window Systemon your local machine andyou

log in to aremotemachineusingthessh commandwhenyou run a programon theremotemachine
thatrequiresX, it will be displayedon your local machine.This featureis corvenientif you prefer
graphicalsystemadministratiortools but do not aiwayshave physicalaccesso your sener.

22.2. Conguring an OpenSSH Server

TorunanOpenSSHsener, youmust rst make surethatyou have theproperRPM packagesstalled.
Theopenssh-server  packagds requiredanddepend®ntheopenssh package.

The OpenSSHlaemonusesthe con guration le /etc/ssh/sshd_config . The default con gu-
ration le shouldbe sufcient for mostpurposeslf you wantto con gure the daemonin waysnot
providedby thedefaultsshd_config , readthesshd manpagefor alist of the keywordsthatcanbe
de nedin thecon guration le.

To start the OpenSSHservice, use the command/sbin/service sshd start . To stop the
OpenSSHsener, usethe commandsbin/service sshd stop . If you wantthe daemorto start
automaticallyat boot time, refer to Chapter21 Contwolling Accessto Servicesfor informationon
how to manageservices.

If you reinstall, and clients connectedo the systembeforethe reinstallwith ary of the OpenSSH
tools,afterthereinstall,theclientuserswill seethefollowing message:

QPOEECOEPOEOOEO QOO EEHD @ (@O@O @D @D
@ WARNING: REMOTEHOSTIDENTIFICATION HAS CHANGED! @
QEEPEEEPEE@QOCEQWE QOO ETBDDEHTDQ @E@Q @D @@

IT IS POSSIBLE THAT SOMEONHS OING SOMETHINGNASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.

The reinstalledsystemcreatesa nev setof identi cation keys for the system;hence,the warning
aboutthe RSA hostkey changinglf you wantto keepthe hostkeys generatedior the systembackup
the /etc/ssh/ssh_host*key* les andrestorethem after the reinstall. This processretainsthe
systemsidentity, andwhenclientstry to connecto the systemafterthereinstall,they will notreceve
thewarningmessage.
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22.3. Con guring an OpenSSH Client

To connectto an OpenSSHsener from a client machine you musthave the openssh-clients and
openssh packagesnstalledon theclientmachine.

22.3.1. Using the ssh Command

Thessh commands a securereplacementfor therlogin , rsh , andtelnet commandsilt allows
youto log in to aremotemachineaswell asexecutecommand®n aremotemachine.

Loggingin to aremotemachinewith ssh is similar to usingtelnet . To log in to aremotemachine
namedpenguin.gample.netfypethefollowing commandata shellprompt:

ssh penguin.examp le .n et
The rst timeyoussh to aremotemachineyouwill seeamessagsimilarto thefollowing:

The authenticity of host ‘'penguin.exam ple. net cant be established.
DSA key fingerprint is 94:68:3a:3a:b  c: f3:9 a: 9b:0 1: 5d:b 3: 07:3 8: e2:1 1: Oc.
Are you sure you want to continue connecting  (yes/no)?

Typeyes to continue.This will addthe sener to your list of known hostsasseenin the following
message:

Warning: Permanently added ‘penguin.exam pl e. net (RSA) to the list of known hosts.

Next, you will seea promptaskingfor your passverd for the remotemachine After enteringyour
passwverd, youwill beata shellpromptfor theremotemachinelf you do notspecifya usernamehe
usernamehatyou areloggedin asonthelocal clientmachineis passedo theremotemachinelf you
wantto specifya differentusernameysethe following command:

ssh username @pengli n. examge .n et

Youcanalsousethesyntaxssh -I username penguin.example.net

The ssh commandcan be usedto executea commandon the remotemachinewithout logging in
to a shell prompt. The syntaxis ssh hostname command. For example,if you wantto execute
thecommands /usr/share/doc ontheremotemachinepenguin.gample.nettypethefollowing
commandatashellprompt:

ssh penguin.examp le .n et Is /usr/share/do c

After you enterthe correctpasswverd, the contentsof the remotedirectory/usr/share/doc will be
displayedandyouwill returnto yourlocal shellprompt.

22.3.2. Using the scp Command

Thescp commandtanbeusedo transferles betweemmachineoverasecureencryptedconnection.
It is similartorcp .

Thegenerabkyntaxto transferalocal le to aremotesystemis asfollows:
scp localfile username@tohostname:/newf ile name

Thelocalfile speci esthe source andusername@tohostname:/newfilename speci es
thedestination.



Chapter 22.0OpenSSH 159

To transferthelocal le shadowman to your accounion penguin.gample.nettypethefollowing ata
shellprompt(replaceusername with yourusername):

scp shadowman username @penguin.example. net :/ho me/user name
This will transfer the local le shadowman to /home/ username /shadowman on

penguin.gample.net.
Thegenerakyntaxto transferaremote le to thelocal systemis asfollows:

scp username@tohostname:/rem ote file  /newlocalfile

Theremotefile speci esthesource andnewlocalfile speci esthedestination.

Multiple les canbespeci edasthesourceles. For example,to transferthe contentof thedirectory
/downloads to an existing directorycalleduploads on the remotemachinepenguin.gample.net,
typethefollowing ata shellprompt:

scp /downloads/* username @penguin. exanpl e. net: /u pl oads/

22.3.3. Using the sftp Command

Thesftp utility canbe usedto opena securejnteractve FTP sessionlt is similarto ftp except
thatit usesa securegncryptecconnectionThegenerakyntaxis sftp  username@hostname.com .
Onceauthenticatedyou canusea setof commandssimilar to thoseusedby FTP. Referto thesftp
manpagefor alist of thesecommandsTo readthe manpage executethecommandnan sftp ata
shellprompt.Thesftp utility is only availablein OpenSSHrersion2.5.0plandhigher

22.3.4. Generating Key Pairs

If you do not want to enteryour passwerd every time you usessh, scp, or sftp  to connectto a
remotemachineyou cangeneratenauthorizatiorkey pair.

Keys mustbe generatedor eachuser To generateékeys for a user usethe following stepsastheuser
who wantsto connecto remotemachineslf you completethe stepsasroot, only rootwill beableto
usethekeys.

Starting with  OpenSSHversion 3.0, ~/.ssh/authorized_keys2 , ~I.ssh/known_hosts2 ,
and /etc/ssh_known_hosts2 are obsolete. SSH Protocol 1 and 2 share the
~/.ssh/authorized_keys , ~.ssh/known_hosts , and/etc/ssh/ssh_known_hosts les.

RedHat EnterpriseLinux 3 usesSSHProtocol2 andRSA keys by default.

@,

If you reinstall and want to save your generated key pair, backup the .ssh directory in your home
directory. After reinstalling, copy this directory back to your home directory. This process can be done
for all users on your system, including root.

22.3.4.1. Generating an RSA Key Pair for Version 2

Usethe following stepsto generatean RSA key pair for version2 of the SSHprotocol. This is the
default startingwith OpenSSH2.9.
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1. TogeneratanRSAkey pairto work with version2 of theprotocol typethefollowing command
atashellprompt:
ssh-keygen -t rsa

Acceptthe default le locationof ~/.ssh/id_rsa . Enter a passphraseifferent from your
accounfpassword andcon rm it by enteringit again.
The public key is written to ~/.ssh/id_rsa.pub . The private key is written to
~/.sshfid_rsa . Never distribute your privatekey to aryone.

2. Changethe permission®f the .ssh  directoryusingthefollowing command:
chmod 755 ~/.ssh

3. Copy thecontentsf ~/.ssh/id_rsa.pub to ~/.ssh/authorized_keys onthemachineo

which you wantto connectlf the le ~/.ssh/authorized_keys exist, appendhe contents
of the le ~/.ssh/id_rsa.pub tothe le ~/.ssh/authorized_keys ontheothermachine.

4. Changehe permission®f the authorized_keys le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys

5. If youarerunningGNOME, skipto Section22.3.4.4Con guring ssh-agent  with GNOME If
you arenotrunningthe X Window Systemgskipto Section22.3.4.5Con guring ssh-agent

22.3.4.2. Generating a DSA Key Pair for Version 2
Usethefollowing stepsto generaten DSA key pair for version2 of the SSHProtocol.

1. To generatea DSA key pairto work with version2 of theprotocol,typethefollowing command
atashellprompt:
ssh-keygen -t dsa

Acceptthe default le locationof ~/.ssh/id_dsa . Entera passphraseifferentfrom your
accounfpassword andcon rm it by enteringit again.

©-

A passphrase is a string of words and characters used to authenticate a user. Passphrases
differ from passwords in that you can use spaces or tabs in the passphrase. Passphrases are
generally longer than passwords because they are usually phrases instead of a single word.

The public key is written to ~/.ssh/id_dsa.pub . The private key is written to
~/.sshlid_dsa . It isimportantneverto give aryonethe privatekey.

2. Changethe permission®f the .ssh  directorywith thefollowing command:
chmod 755 ~/.ssh

3. Copy thecontentsf ~/.ssh/id_dsa.pub to ~/.ssh/authorized_keys onthemachineto
which you wantto connectlf the le ~/.ssh/authorized_keys exist, appendhe contents
of the le ~/.ssh/id_dsa.pub tothe le ~/.ssh/authorized_keys ontheothermachine.

4. Changehe permission®f the authorized_keys le usingthefollowing command:
chmod 644 ~/.ssh/authorized_keys

5. If youarerunningGNOME, skipto Section22.3.4.4Con guring ssh-agent  with GNOME If
you arenotrunningthe X Window Systemgskipto Section22.3.4.5Con guring ssh-agent
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22.3.4.3. Generating an RSA Key Pair for Version 1.3 and 1.5

Usethefollowing stepsto generat@nRSA key pair, whichis usedby versionl of the SSHProtocol.
If you areonly connectingbetweensystemshat useDSA, you do not needan RSA version1.3 or
RSAversionl.5key pair.

1. To generat@n RSA (for versionl.3and1.5 protocol)key pair, typethefollowing commandat
ashellprompt:
ssh-keygen -t rsal

Acceptthe default le location (~/.ssh/identity ). Entera passphrasdifferentfrom your
accounfasswrd. Con rm the passphrasby enteringit again.

The public key is written to ~/.ssh/identity.pub . The private key is written to
~/.sshfidentity . Do notgive anyonethe privatekey.

2. Changethe permission®f your.ssh directoryandyour key with the commandshmod 755
~/.ssh andchmod 644 ~/.sshiidentity.pub

3. Copy the contentsof ~/.ssh/identity.pub tothe le ~/.ssh/authorized_keys onthe
machineto which you wish to connectlf the le ~/.ssh/authorized_keys doesnot exist,
you cancopy the le ~/.sshfidentity.pub to the le ~/.ssh/authorized_keys onthe

remotemachine.

4. If youarerunningGNOME, skipto Section22.3.4.4Con guring ssh-agent  with GNOME If
you arenotrunningGNOME, skip to Section22.3.4.5Con guring ssh-agent

22.3.4.4. Conguring ssh-agent with GNOME

Thessh-agent utility canbe usedto sare your passphrassothatyou do not have to enterit each
timeyouinitiateanssh orscp connectionlf youareusingGNOME,theopenssh-askpass-gnome
utility canbe usedto promptyou for your passphrasehenyou log in to GNOME andsave it until
youlog out of GNOME. You will nothave to enteryour passverd or passphraseor ary ssh or scp
connectiomadeduringthat GNOME sessionlf you arenotusingGNOME, referto Section22.3.4.5
Con guring ssh-agent

To save your passphrasduringyour GNOME sessionfollow thefollowing steps:

1. Youwill needto have the packagepenssh-askpass-gnome installed;you canusethecom-
mandrpm -q openssh-askpass-gnome  to determineif it is installedor not. If it is notin-
stalled,installit from your RedHat EnterpriseLinux CD-ROM set,from aRedHat FTP mirror
site,or usingRedHat Network.

2. SelectMain Menu Button (onthe Panel)=> Preferences=> Mor e Preferences=> Sessions
andclick on the Startup Programstah Click Add and enter/usr/bin/ssh-add in the
Startup Command text area.Setit a priority to a numberhigherthanary existing commands
to ensurethatit is executedlast. A good priority humberfor ssh-add is 70 or higher The
higherthe priority number the lower the priority. If you have other programslisted, this one
shouldhave thelowestpriority. Click Closeto exit theprogram.

3. Log outandthenlog backinto GNOME; in otherwords,restartX. After GNOME is starteda
dialog box will appeampromptingyou for your passphrase(sEnterthe passphraseequested.
If you have bothDSA andRSA key pairscon gured,youwill bepromptedfor both.Fromthis
pointon, you shouldnot be promptedfor a passwerd by ssh , scp, or sftp .
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22.3.4.5. Con guring ssh-agent

Thessh-agent canbe usedto storeyour passphrasso thatyou do not have to enterit eachtime
youmale assh orscp connectionlf youarenotrunningthe X Window Systemfollow thesesteps
from ashellprompt.If youarerunningGNOME but youdo notwantto con gure it to promptyoufor
your passphrasethenyou log in (seeSection22.3.4.4Con guring ssh-agent  with GNOME), this
procedurewill work in aterminalwindow, suchasanXTerm.If you arerunningX but not GNOME,
this procedurewill work in a terminalwindow. However, your passphraswill only be remembered
for thatterminalwindow; it is nota globalsetting.

1. At asshellprompt,typethefollowing command:
exec /usr/bin/ssh-agent $SHELL

2. Thentypethecommand:
ssh-add

and enteryour passphrase(s)f you have more than one key pair con gured, you will be
promptedfor eachone.

3. Whenyoulog out, your passphrase(sjill beforgotten.Youmustexecutethesetwo commands
eachtimeyoulog in to avirtual consoleor openaterminalwindow.

22.4. Additional Resour ces

The OpenSSHandOpenSSLprojectsarein constantdevelopmentandthe mostup-to-datenforma-
tion for themis available from their websites The manpagesfor OpenSSHand OpenSSLtools are
alsogoodsourceof detailedinformation.

22.4.1. Installed Documentation

« Thessh,scp,sftp , sshd, andssh-keygen manpages— Thesemanpagesncludeinformation
onhow to usethesecommandsswell asall the parameter¢hatcanbe usedwith them.

22.4.2. Useful Websites

« http://wwwopenssh.com/~ The OpenSSH-AQ page bug reportsmailinglists, projectgoals,and
amoretechnicalexplanationof the securityfeatures.

« http://wwwopenssl.@/ — The OpenSSLFAQ pagemailing lists,anda descriptionof the project
goal.

- http://wwwfreessh.a/ — SSHclient softwarefor otherplatforms.

22.4.3. Related Books

- RedHat EnterpriseLinux RefeenceGuide — Learnthe event sequencef an SSH connection,
review alist of con guration les, anddiscorer how SSHcanbeusedfor X forwarding.
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Network File System(NFS) is a way to share les betweenmachineson a network asif the les
werelocatedontheclient's local harddrive. RedHat EnterpriseLinux canbebothanNFSsenerand
an NFS client, which meanghatit canexport le systemgo othersystemsandmount le systems
exportedfrom othermachines.

23.1. Why Use NFS?

NFSis usefulfor sharingdirectorieof les betweermultiple usersonthesamenetwork. For example,
a group of usersworking on the sameprojectcanhave accesdo the les for that projectusinga
shareddirectoryof theNFS le system(commonlyknonn asanNFSshare)mountedn thedirectory
/myproject . Toaccesshesharedles, theusergoesinto the/myproject ~ directoryonhismachine.
Thereareno passwerdsto enteror specialcommandgo rememberUserswork asif the directoryis
ontheirlocalmachines.

23.2. Mounting NFS File Systems
Usethemount commando mounta sharedNFSdirectoryfrom anothemachine:

mount shadowman.example.com:/misc/export Imisc/local

&Warning

The mount point directory on local machine (/misc/local in the above example) must exist.

In thiscommandshadowman.example.com isthehostnameftheNFS le sener, /misc/export

is the directory that shadowman is exporting, and /misc/local is the locationto mountthe le
systemon the local machine.After the mount commandruns (andif the client hasproperpermis-
sionsfrom the shadowman.example.com NFSsener) the client usercanexecutethe commands
/misc/local to displayalisting of the les in /misc/export ~ onshadowman.example.com

23.2.1. Mounting NFS File Systems using /etc/fstab

An alternateway to mountan NFS sharefrom anothemachineis to adda line to the /etc/fstab

le. Theline muststatethe hostnameof the NFS sener, the directoryon the sener beingexported,
andthe directory on the local machinewherethe NFS shareis to be mounted.You mustbe root to
modify the/etc/fstab le.

Thegenerakyntaxfor theline in /etc/fstab is asfollows:
server:/usr/local/pub /pub nfs rsize=8192,wsize=8192,tim eo=14,i ntr

Themountpoint/pub mustexist ontheclientmachine After addingthisline to /etc/fstab onthe
client system type the commandmount /pub ata shell prompt,andthe mountpoint/pub will be
mountedrom thesener.
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23.2.2. Mounting NFS File Systems using autofs

A third optionfor mountingan NFS shareis the useof autofs.Autofs useshe automountiaemorto
manageyour mountpointsby only mountingthemdynamicallywhenthey areaccessed.

Autofs consultsthe mastermap con guration le /etc/auto.master to determinewhich mount
pointsarede ned. It thenstartsanautomounprocessith theappropriatgparameterfor eachmount
point. Eachline in the mastermapde nes a mountpoint anda separatenap le thatde nesthe le
systemgo be mountedunderthis mountpoint. For example the/etc/auto.misc le mightde ne
mountpointsin the/misc directory;this relationshipwould be de ned in the /etc/auto.master

le.

Eachentryin auto.master  hasthree elds. The rst eld is themountpoint. Thesecondeld is the
locationof themap le, andthethird eld is optional. Thethird eld cancontaininformationsuchas
atimeoutvalue.

For example,to mountthe directory /proj52  on the remotemachinepenguin.gample.netat the
mountpoint/misc/myproject onyour machine addthefollowing line to auto.master

/misc /etc/auto.misc --timeout 60

Add thefollowing line to /etc/auto.misc

myproject -rw,soft,intr,rsize=8192 ,wsi ze=8192 penguin.example.net:/pro j52

The rst eld in /etc/auto.misc is thenameof the/misc subdirectoryThis directoryis created
dynamicallyby automountlt shouldnot actuallyexist on the client machine.The secondeld con-

tainsmountoptionssuchasrw for readandwrite accessThethird eld is the locationof the NFS
exportincludingthehostnameanddirectory

' ; Note

The directory /misc must exist on the local le system. There should be no subdirectories in /misc
on the local le system.

Autofsis a service.To starttheservice ata shellprompt,typethefollowing commands:
Isbin/service autofs  restart

To view theactive mountpoints,typethefollowing commandata shellprompt:
[sbin/service autofs  status

If you modify the /etc/auto.master con guration le while autofsis running,you musttell the
automountlaemon(sjo reloadby typing the following commandat a shellprompt:

/sbin/service autofs  reload

To learn how to con gure autofsto startat boot time, refer to Chapter21 Contmwolling Accessto
Servicedor informationon managingservices.
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23.2.3. Using TCP

The default transportprotocol for NFS is UDP; however, the Red Hat EnterpriseLinux 3 kernel
includessupportfor NFSover TCP. To useNFSover TCR includethe-o tcp optionto mount when
mountingthe NFS-ported le systemon the client system For example:

mount -0 tcp shadowman.example.com:/mis  c/e xpor t /misc/local

If theNFSmountis speci edin /etc/fstab

server:/usr/local/pub /pub nfs rsize=8192,wsize=8192,tim eo=14,i ntr ,tcp

If it is speci edin anautofscon guration le:

myproject -rw,soft,intr,rsize=8192 ,wsi ze=8192,tc p penguin.example.net:/pr 0j52
Sincethe defaultis UDP, if the-o tcp optionis not speci ed, the NFS-eported le systemis ac-

cessedvia UDP.
Theadwantage®f usingTCPincludethefollowing:

- Improved connectiordurability, thuslessNFS stale file  handles messages.

- Performancegain on heaiily loadednetworks becausel CP acknavledgesevery paclet, unlike
UDP which only acknavledgescompletion.

« TCPhasbettercongestiorcontrolthanUDP (which hasnone).Onavery congestedetwork, UDP
pacletsarethe rst typesof paclet thatare dropped Which meansf NFSis writing data(in 8K
chunks)all of that8K hasto retransmittedWith TCP becausef its reliability, onepartsof that8K
datais transmittedatatime.

- Error detection.When a tcp connectionbreaks(due to the sener going down) the client stops
sendingdataand startsthe reconnectiorprocessWith UDP, sinceits connection-lessthe client
continueto poundthe network with datauntil sener comesup.

The main disadwantageis that thereis a very small performancehit dueto the overheadassociated
with the TCP protocol.

23.2.4. Preserving ACLs

The RedHat EnterpriseLinux 3 kernelprovides ACL supportfor the ext3 le systemandext3 le
systemsnountedwith theNFSor Sambagprotocols Thus,if anext3 le systemhasACLsenabledor
it andis NFSexported,if the NFSclientcanreadACLs, they areusedby the NFSclientaswell.

For moreinformationaboutmountingNFS le systemswith ACLs, referto Chapter8 AccessContmol
Lists

23.3. Expor ting NFS File Systems

Sharing les from anNFSseneris known asexportingthedirectoriesThe NFS Sewer Con gura-
tion Tool canbeusedto con gure asystemasanNFSsener.

To usethe NFS Sewver Con guration Tool, you mustberunningthe X Window Systemhave root
privileges,andhave theredhat-config-nfs RPM packagénstalled.To starttheapplication select
Main Menu Button (on the Panel)=> System Settings=> Server Settings=> NFS, or type the
commandedhat-config-nfs



166 Chapter 23.Network File System(NFS)

Figure 23-1.NFS Sewer Con guration Tool

To addanNFSshareclick the Add button. Thedialogbox shavn in Figure23-2will appear
TheBasictabrequiresthefollowing information:

Dir ectory — Specifythedirectoryto share suchas/tmp .

Host(s) — Specifythe host(s)to which to sharethe directory Referto Section23.3.2Hostname
Formatsfor anexplanationof possibleformats.

Basic permissions— Specifywhetherthe directory shouldhave read-onlyor read/writepermis-
sions.

Figure 23-2.Add Share

TheGeneral Options taballows the following optionsto be con gured:

Allow connectionsfrom port 1024and higher — Servicesstartecon portnumberdessthan1024
mustbe startedasroot. Selectthis optionto allow the NFSserviceto be startedoy a userotherthan
root. This option correspond$o insecure

Allow insecure le locking — Do not require a lock request.This option correspondsto
insecure_locks

Disablesubtreechecking— If asubdirectoryof a le systemis exported buttheentire le system
is not exported,the sener checksto seeif therequestedle is in the subdirectoryexported.This
checkis called subtee chedking. Selectthis optionto disablesubtreechecking.If the entire le
systemis exported,selectingio disablesubtreecheckingcanincreasehetransferrate. This option
correspond$o no_subtree_check

Sync write operations on request— Enabledby default, this option doesnot allow the sener
to reply to requestsheforethe changesnadeby the requestare written to the disk. This option
correspond$o sync . If thisis notselectedtheasync optionis used.

- Forcesyncof write operationsimmediately — Do not delaywriting to disk. This option cor
respondso no_wdelay .
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TheUser Accesgaballows thefollowing optionsto be con gured:

- Treatremoteroot useraslocal root— By default,theuserandgrouplDs of therootuserareboth
0. Rootsquashingnapsthe userID 0 andthegroupID 0 to the userandgroupIDs of anorymous
sothatrooton the clientdoesnot have root privilegeson the NFS sener. If this optionis selected,
rootis not mappedo anorymous,androot on a client hasroot privilegesto exporteddirectories.
Selectingthis option cangreatly decreasehe securityof the system.Do not selectit unlessit is
absolutelynecessaryT his optioncorrespond$o no_root_squash

- Treatall client usersasanonymoususers— If this optionis selectedall userandgroupIDs are
mappedo theanorymoususer This optioncorrespondso all_squash

- Specifylocal userID for anonymoususers— If Treatall client usersasanonymoususersis
selectedthis optionletsyou specifya userlD for theanorymoususer This optioncorresponds
to anonuid .

- Specifylocalgroup ID for anonymoususers— If Treatall client usersasanonymoususersis
selectedthis optionletsyou specifyagrouplD for theanorymoususer This optioncorresponds
to anongid .

To editanexisting NFSshareselecthe sharefrom thelist, andclick the Propertiesbutton. To delete
anexisting NFSshare selectthe sharefrom thelist, andclick the Deletebutton.

After clicking OK to add,edit, or deletean NFS sharefrom thelist, the changegake placeimmedi-
ately— thesenerdaemoris restartedandtheold con guration le is savedas/etc/exports.bak
Thenew con gurationis written to /etc/exports

The NFS Sewver Con guration Tool readsandwrites directly to the /etc/exports con guration
le. Thus,the le canbemodi ed manuallyafterusingthetool, andthetool canbe usedaftermodi-
fying the le manually(providedthe le wasmaodi ed with correctsyntax).

23.3.1. Command Line Con guration

If you prefereditingcon guration les usingatext editoror if youdo nothave the X Window System
installed,you canmodify thecon guration le directly.

The/etc/exports le controlswhatdirectorieshe NFS sener exports.lts formatis asfollows:
directory hostname ( options )
Theonly optionthatneedso be speci edis oneof sync orasync (sync is recommended)f sync

is speci ed, the sener doesnot reply to requestdeforethe changesnadeby the requestarewritten
to thedisk.

For example:
/misc/export speedy.example.com(sync)

would allow usersfrom speedy.example.com  to mount/misc/export with thedefaultread-only
permissionshut:

/misc/export speedy.example.com(rw,sy nc)

would allow usersrom speedy.example.com  tomount/misc/export  with read/writeprivileges.
Referto Section23.3.2Hostnaméd-ormatsfor anexplanationof possiblehostnamdormats.
Referto the RedHat EnterpriseLinux RefeenceGuidefor alist of optionsthatcanbespeci ed.
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@Caution

Be careful with spaces in the /etc/exports le . If there are no spaces between the hostname and
the options in parentheses, the options apply only to the hostname. If there is a space between
the hostname and the options, the options apply to the rest of the world. For example, examine the
following lines:

Imisc/export speedy.example.com(rw,sync)
Imisc/export speedy.example.com (rw,sync)

The rst line grants users from speedy.example.co m read-write access and denies all other users.
The second line grants users from speedy.example.co mread-only access (the default) and allows
the rest of the world read-write access.

Eachtime you changeletc/exports , you mustinform the NFS daemonof the change or reload
thecon guration le with thefollowing command:

/sbin/service nfs reload

23.3.2. Hostname Formats
Thehost(s)canbein thefollowing forms:

- Singlemachine— A fully quali ed domainname(that canbe resohed by the sener), hostname
(thatcanberesohedby thesener), or anlP address

« Seriesof machinesspeci ed with wildcards— Usethe* or ? characteto specifya string match.
Wildcardsare not to be usedwith IP addressedhowever, they may accidentallywork if reverse
DNS lookupsfail. When specifyingwildcardsin fully quali ed domainnames,dots(.) are not
includedin the wildcard. For example,*.example.com includesone.&ample.combut doesnot
includeone.tvwo.example.com.

« IP networks — Use a.b.c.d/z , wherea.b.c.d is the network and z is the number
of bits in the netmask (for example 192.168.0.0/24). Another acceptable format is
a.b.c.d/netmask , where a.b.c.d is the network and netmask is the netmask (for
example,192.168.100.8/255.255.255.0).

+ Netgroups— In theformat@group-name , wheregroup-name is the NIS netgroupname.

23.3.3. Starting and Stopping the Server
Onthesenerthatis exportingNFS le systemsthenfs servicemustberunning.
View the statusof the NFS daemorwith thefollowing command:

/sbin/service nfs status

Startthe NFS daemorwith thefollowing command:
[sbin/service nfs start

Stopthe NFSdaemorwith thefollowing command:
/sbin/service nfs stop

To startthenfs serviceatboottime, usethe command:
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/sbin/chkconf ig --level 345 nfs on

Youcanalsousechkconfig , ntsysvor theSewvicesCon guration Toolto con gure whichservices
startatboottime. Referto Chapter21 Contmwolling Accesdo Servicedor details.

23.4. Additional Resour ces

This chapterdiscusseshe basicsof usingNFS. For moredetailedinformation,referto thefollowing
resources.

23.4.1. Installed Documentation

- The manpagesfor nfsd , mountd , exports , auto.master , andautofs (in manualsections5
and8) — Thesemanpagesshawv the correctsyntaxfor the NFSandautofscon guration les.

23.4.2. Useful Websites

- http://Infs.sourcefge.net/— the NFSwebpageincludeslinks to the mailing lists andFAQs.

« http://wwwtldp.og/HONTO/NFS-HONTO/index.html — The Linux NFS-HONTO from the
Linux DocumentatiorProject.

23.4.3. Related Books

« Managing NFSandNIS Servicedy Hal Stern;O'Reilly & Associateslinc.
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Chapter 24.

Samba

Sambausesthe SMB protocol to share les and printersacrossa network connection.Operating
systemshatsupportthis protocolinclude Microsoft Windows, OS/2,andLinux.

The Red Hat EnterpriseLinux 3 kernel containsAccessContol List (ACL) supportfor ext3 le

systemslf the Sambasener shareanext3 le systemwith ACLs enabledfor it, andthe kernelon
the client systemcontainssupportfor readingACLs from ext3 le systemsthe client automatically
recognizesndusegheACLs. Referto ChapteiB AccessControl Listsfor moreinformationon ACLs.

24.1. Why Use Samba?

Sambais usefulif you have anetwork of bothWindows andLinux machinesSambaallows les and
printersto be sharedby all the systemsin a network. To share les betweenLinux machinesonly,
useNFS asdiscussedn Chapter23 NetworkFile System(NFS) To shareprintersbetweenLinux
machinenly, you do not needto useSambareferto Chapter36 Printer Con guration.

24.2. Con guring a Samba Server

Thedefaultcon guration le (/etc/samba/smb.conf ) allows usersto view their homedirectories
asa Sambashare.It alsosharesall printerscon gured for the systemas Sambasharedprinters.In

otherwords,you canattacha printerto the systemandprint to it from the Windows machinenyour
network.

24.2.1. Graphical Con guration

To con gure Sambausing a graphicalinterface, usethe Samba Sewer Con guration Tool. For
commandine con guration, skip to Section24.2.2Command.ine Con guration.

The SambaServer Con guration Tool is a graphicalinterfacefor managingSambasharespsers,
and basic sener settings.It modi es the con guration les in the /etc/samba/  directory Any
changedo theseles notmadeusingtheapplicationarepresered.

To usethis application,you mustbe runningthe X Window System have root privileges,and have
theredhat-config-samba RPM packagenstalled.To startthe SambaSeiver Con guration Tool
from the desktop go to the Main Menu Button (on the Panel)=> SystemSettings=> Sewer Set-
tings => Sambaor typethe commandedhat-config-samba atashellprompt(for example,in an
XTermor a GNOME terminal).

Figure 24-1.SambaServer Con guration Tool
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' ; Note

The Samba Server Con guration Tool does not display shared printers or the default stanza that
allows users to view their own home directories on the Samba server.

24.2.1.1. Con guring Server Settings

The rst stepin con guring a Sambasener is to con gure the basicsettingsfor the sener anda
few securityoptions.After startingthe application,selectPreferences=> Sewer Settingsfrom the
pulldovn menu.TheBasictabis displayedasshavn in Figure24-2

Figure 24-2.Con guring BasicServer Settings

Onthe Basictab, specifywhich workgroupthe computershouldbe in aswell asa brief description
of thecomputerThey correspondo theworkgroup andserver string  optionsin smb.conf .

Figure 24-3.Con guring Security Sewver Settings

The Security tab containghe following options:

« Authentication Mode — This correspondso the security ~ option. Selectone of the following
typesof authentication.

- ADS — The Sambasener actsasa domainmemberin an Active Directory Domain (ADS)
realm.For this option,Kerberosnustbeinstalledandcon gured on thesener, andSambamust
becomea memberof the ADS realmusingthenet utility, which is part of the samba-client
packageReferto thenet manpagefor details.This option doesnot con gure Sambato bean
ADS Controller
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- Domain — The Sambasener relieson a Windows NT Primaryor BackupDomain Controller
to verify the user The sener passeshe usernameand passwverd to the Controller and waits
for it to return.Specifythe NetBIOS nameof the Primaryor BackupDomainControllerin the
Authentication Sewver eld.

TheEncrypted Passwords optionmustbe setto Yesif thisis selected.

- Sewer — The Sambasener triesto verify the usernamendpassvwerd combinationby passing
themto anotheiSambasener. If it cannot, thesenertriesto verify usingtheuserauthentication
mode.Specifythe NetBIOSnameof the otherSambasener in the Authentication Sewer eld.

- Share— Sambausersionothave to enterausernamandpasswrd combinatioronaperSamba
sener basis.They arenot promptedfor a usernameandpasswrd until they try to connectto a
speci ¢ shareddirectoryfrom a Sambasener.

« User — (Default) Sambausersmustprovide a valid usernameand passverd on a per Samba
sener basis.Selectthis option if you wantthe Windows Usemame option to work. Referto
Section24.2.1.2Managing SambaJsers for details.

« Encrypt Passvwords — This optionmustbe enabledf the clientsareconnectingrom a Windows
98, Windows NT 4.0 with ServicePack 3, or othermorerecentversionsof Microsoft Windows.
The passwerdsaretransferecbetweenthe sener andthe client in an encryptedormat insteadof
in asa plain-text word that canbe interceptedThis correspondso the encrypted  passwords
option.Referto Section24.2.3EncryptedPasswodsfor moreinformationaboutencryptedSamba
passwrds.

+ GuestAccount — Whenusersor guestuserslog into a Sambasener, they mustbe mappedo a
valid useronthe sener. Selectoneof the existing usernamesn the systemto be the guestSamba
accountWhenguestdogsin to the Sambasener, they have the sameprivilegesasthis user This
correspondso theguest account option.

After clicking OK, the changesarewritten to the con guration le andthe daemonis restart;thus,
the changegake effectimmediately

24.2.1.2. Managing Samba Users

TheSambaSewer Con guration Tool requireghatanexisting useraccounbeactive onthesystem
actingasthe Sambasener beforea Sambausercanbe added The Sambauseris associateavith the
existing useraccount.

Figure 24-4.Managing SambaUsers
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To adda Sambauser selectPreferences=> SambaUsersfrom the pulldovn menu,andclick the
Add Userbutton.Onthe CreateNew SambaUserwindow selecta Unix Usemame from thelist of
existing userson thelocal system.

If theuserhasa differentusernamen aWindows machineandwill belogginginto the Sambasener
from the Windows machine specifythat Windows usernameén the Windows Usemame eld. The
Authentication Mode onthe Security tabof the Sewver Settingspreferencesnustbe setto Userfor
this optionto work.

Also con gure a SambaPassvord for the SambaJserandcon rm the SambaPassverd by typing
it again.Evenif you selectto useencryptedassverdsfor Sambaijt is recommendethatthe Samba
passwerdsfor all usersaredifferentfrom their systempassverds.

To editanexisting user selectheuserfrom thelist, andclick Edit User. To deleteanexisting Samba
user selectthe user andclick the Delete User button. Deletinga Sambauserdoesnot deletethe
associatedystemuseraccount.

Theusersaremodi ed immediatelyafterclicking the OK button.

24.2.1.3. Adding a Share

Figure 24-5.Adding a Share

To addashareclick the Add button. The Basictabcon guresthefollowing options:

- Directory — Thedirectoryto sharevia SambaThedirectorymustexist.
- Descriptions— A brief descriptiorof the share.

- BasicPermissions— Whetherusersshouldonly beableto readthe les in theshareddirectoryor
whetherthey shouldbeableto readandwrite to the shareddirectory

OntheAccesdgab,selectwhetherto allow only speci eduserso accessheshareor whetherto allow
all Sambauserdo accesshesharelf youselecto allow accesso speci c usersselectheusersrom
thelist of available Sambausers.

Theshareis addedmmediatelyafter clicking OK.

24.2.2. Command Line Con guration

Sambauses/etc/samba/smb.conf asits con guration le. If you changethis con guration le,
the changeglo nottake effect until you restartthe Sambadaemonwith the commandservice ~ smb
restart
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To specifythe Windows workgroupand a brief descriptionof the Sambasener, edit the following
linesin yoursmb.conf le:

workgroup = WORKGROUPNAME
server  string = BRIEF COMMENRBOUT SERVER

ReplaceWORKGROUPNAWiE the nameof the Windows workgroupto which this machineshould
belong.TheBRIEF COMMENTRBOUT SERVERS optionalandis usedasthe Windons comment
aboutthe Sambasystem.

To createa Sambasharedirectoryonyour Linux systemaddthefollowing sectionto your smb.conf
le (aftermodifyingit to re ect your needsandyour system):

[ sharename ]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

public = no

writable = yes

printable = no

create mask = 0765

Theabore exampleallows the userstfox andcaroleto readandwrite to thedirectory/home/share
onthe Sambasener, from a Sambeclient.

24.2.3. Encrypted Passwords

Encryptedpasswerdsareenabledby default becausét is moresecurelf encryptedpasswerdsarenot
used,plain text passwords are used,which canbe interceptecby someoneusinga network paclet
sniffer. It is recommendethatencryptedhassverdsbeused.

The Microsoft SMB Protocoloriginally usedplaintext passverds. However, Windowvs NT 4.0 with

ServicePack 3 or higher Windows 98, Windows 2000, Windows ME, and Windows XP require
encryptedSsambapasswerds.To useSambébetweera Linux systemandasystenrunningoneof these
Windows operatingsystemsyou caneitheredit your Windows registry to useplaintext passverdsor

con gure Sambaon your Linux systemto useencryptedpassverds. If you chooseto modify your
registry, youmustdosofor all yourWindows machines— thisis risky andmaycauseurthercon icts.

It is recommendethatyou useencryptedpassverdsfor bettersecurity

To con gure Sambao useencryptedbassverds,follow thesesteps:

1. Createa separat@assverd le for SambaTo createonebaseddn your existing /etc/passwd
le, atashellprompt,typethefollowing command:
cat /etc/passwd | mksmbpasswd.sh > /etc/samba/smb passwd

If thesystemusesNIS, typethefollowing command:
ypcat passwd | mksmbpasswd.sh > /etc/samba/smbp asswd

Themksmbpasswd.sh scriptis installedin your/usr/bin  directorywith thesamba package.

2. Changehepermission®f the Sambgpasswverd le sothatonly roothasreadandwrite permis-
sions:
chmod 600 /etc/samba/smbpasswd

3. Thescriptdoesnotcopy userpasswrdsto thenew le, anda Sambauseraccounts notactve
until a passverd is setfor it. For higher security it is recommendedhat the users Samba
passverd bedifferentfrom the users systenpasswverd. To seteachSambausers password, use
thefollowing commandreplaceusername with eachusers username):
smbpasswd username
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4. Encryptedpassverds must be enabled.Sincethey are enabledby default, they do not have
to be speci cally enabledin the con guration le. However, they cannot be disabledin the

con guration le either In the le /etc/samba/smb.conf , verify thatthefollowing line does
not exist:
encrypt passwords = no

If it doesexist but is commentedut with asemi-colon(; ) atthebeginningof theline, thenthe
line isignored,andencryptechassverdsareenabledlf thisline exist butis notcommenteaut,
eitherremove it or commentt out.

To speci cally enableencryptedbassverdsin the con guration le, addthefollowing linesto
etc/samba/smb.conf

encrypt passwords = yes

smb passwd file = /etc/samba/smbpasswd

(4]

. Make surethesmb serviceis startedby typingthecommandservice ~ smb restart  atashell
prompt.

6.f you want the smb serviceto startautomatically usentsysy, chkconfig , or the Sewices
Con guration Tool to enableit atruntime.Referto Chapter21 Contwolling Accesgo Services
for details.

The pam_smbpass PAM module can be usedto sync users' Sambapasswerds with their system
passwrdswhenthepasswd commands usedlf auserinvokesthepasswd commandthepassverd

heusesto log in to the RedHat EnterpriseLinux systemaswell asthe passwrd he mustprovide to

connecto a Sambasharearechanged.

To enable this feature, add the following line to /etc/pam.d/system-auth belov the
pam_cracklib.so invocation:

password required /lib/security/pam_smbpas s.so nullok use_authtok try_first_pass

24.2.4. Starting and Stopping the Server
Onthesenerthatis sharingdirectoriesvia Sambathe smb servicemustberunning.
View the statusof the Sambadaemorwith thefollowing command:

/sbin/service smb status

Startthe daemorwith the following command:
/sbin/service smb start

Stopthe daemorwith thefollowing command:
/sbin/service smb stop

To startthesmb serviceatboottime, usethecommand:
/sbin/chkconf ig --level 345 smb on

Youcanalsousechkconfig , ntsysvor theSewicesCon guration Tool to con gure whichservices
startatboottime. Referto Chapter21 Contolling Accesdo Servicedor details.
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@,

To view active connections to the system, execute the command smbstatus .

24.3. Connecting to a Samba Share

You canuseNautilus to view available Sambasharesn your network. SelectMain Menu Button
(on the Panel)=> Network Severs to view a list of Sambaworkgroupson your network. You can
alsotypesmb: in theLocation: barof Nautilusto view theworkgroups.

As shavn in Figure24-6 anicon appeargor eachavailable SMB workgroupon the network.

Figure 24-6.SMB Workgroupsin Nautilus

Double-clickoneof theworkgroupiconsto view alist of computerswithin theworkgroup.

Figure 24-7.SMB Machinesin Nautilus
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As you canseefrom Figure 24-7, thereis anicon for eachmachinewithin the workgroup.Double-
click onaniconto view the Sambasharesn the machinelf a usernamendpassverd combination
is required you arepromptedfor them.

Alternately you canalsospecifythe Sambasener andsharenamén the Location: barfor Nautilus
usingthe following syntax(replace servername and sharename  with the appropriate
values):

smb://  servername / sharename /

24.3.1. Command Line

Toquerythenetwork for Sambaseners,usethefindsmb commandFor eachsenerfound,it displays
its IP addressNetBIOSname workgroupname operatingsystemandSMB sener version.

To connecto a Sambasharefrom a shellprompt,type thefollowing command:
smbclient // hostname / sharename -U  username

Replace hostname  with the hostnameor IP addresf the Sambasener you wantto connect
to, sharename  with the nameof the shareddirectoryyouwantto brovse,and username
with the Sambausernamédor the system Enterthe correctpassverd or press[Enter]if no passverd
is requiredfor theuser

If you seethe smb:\  prompt, you have successfullyloggedin. Onceyou are loggedin, type
help for alist of commandslf you wish to browse the contentsof your homedirectory replace
sharename with your usernamelf the-U switchis not used,the usernamef the currentuseris
passedo the Sambasener.

To exit smbclient , typeexit atthesmb:\  prompt.

24.3.2. Mounting the Share

Sometimedt is usefulto mounta Sambashareto adirectorysothe les in thedirectorycanbetreated
asif they arepartof thelocal le system.

To mounta Sambashareto a directory createthe directoryif it doesnot exist, and executethe fol-
lowing commandasroot:

mount -t smbfs -0 username= username /I servername / sharename Imnt/point/

This command mounts sharename from  servername in the local directory
/mnt/point/

24.4. Additional Resour ces

For con guration optionsnot coveredhere pleaseaeferto thefollowing resources.

24.4.1. Installed Documentation

- smb.conf manpage— explainshow to con gure the Sambacon guration le
- smbd manpage— describesiowv the Sambadaemonworks
- smbclient andfindsmb manpages— learnmoreabouttheseclienttools
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« lusr/share/doc/samba- version-number /docs/  — help les includedwith the samba
package

24.4.2. Useful Websites

- http://wwwsamba.a/ — The Sambavebpagecontainsusefuldocumentationinformationabout
mailing lists, andalist of GUI interfaces.

« http://wwwsamba.ay/samba/docs/usingambabc.html — an online version of Using Samba,
2ndEdition by JayTs, RobertEckstein,andDavid Collier-Brown; O'Reilly & Associates
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@ redhat Chapter 25.
Dynamic Host Con guration Protocol (DHCP)

Dynamic Host Con guration Protocol (DHCP) is a network protocol for automaticallyassigning
TCP/IPinformationto client machinesEachDHCP client connectgo the centrally-locatedHCP
sener which returnsthat client's network con guration including IP addressgatavay, and DNS
seners.

25.1. Why Use DHCP?

DHCPis usefulfor fastdelivery of clientnetwork con guration. Whencon guring theclientsystem,
the administratorcanchooseDHCP andnot have to enteran IP addressnetmaskgatavay, or DNS
seners.Theclientretrievesthis informationfrom the DHCP sener. DHCPis alsousefulif anadmin-
istratorwantsto changehe P addressesf alarge numberof systemslnsteadf recon guringall the
systemshecanjusteditoneDHCP con guration le onthesener for thenew setof IP addressedf
the DNS senersfor anorganizationchangesthe changesare madeon the DHCP sener, noton the
DHCP clients.Oncethe network is restartecbn the clients(or the clientsarerebooted)the changes
take effect.

Furthermorejf a laptopor ary type of mobile computeris con gured for DHCR it canbe moved
from of ce to of ce withoutbeingrecon guredaslong aseachof ce hasa DHCPsener thatallows
it to connecto the network.

25.2. Conguring a DHCP Server
To con gure a DHCPsener, modify thecon guration le /etc/dhcpd.conf

DHCPalsouseshe le /var/lib/dhcp/dhcpd.leases to storetheclientleasedatabaseReferto
Section25.2.2L easeDatabaseor moreinformation.

25.2.1. Con guration File

The rst stepin con guring a DHCP sener is to createthe con guration le thatstoresthe network
informationfor the clients.Globaloptionscanbe declaredor all clients,andoptionscanbedeclared
for eachclientsystem.

Thecon guration le cancontainary extra tabsor blanklinesfor easierformatting. The keywords
arecase-insensite, andlinesbeginningwith a hashmark (#) areconsidere¢comments.

Two DNS updateschemesrecurrentlyimplemented— thead-hocDNS updatemodeandtheinterim
DHCP-DNSinteractiondraft updatemode.If andwhenthesetwo are acceptedaspartof the IETF
standardprocesstherewill beathird mode— the standardNS updatemethod.The DHCP sener
mustbe con gured to useoneof the two currentschemesVersion3.0b2pl1land previous version
usedthead-hocmode;however, it hasbeendeprecatedlo keepthe samebehaior, addthefollowing
line to thetop of thecon guration le:

ddns-update-style ad-hoc;
To usetherecommendedhode,addthefollowing line to thetop of thecon guration le:
ddns-update-style interim;

Referto thedhcpd.conf manpagefor detailsaboutthedifferentmodes.
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Therearetwo typesof statement@ thecon guration le:

- Parameters— statehow to performatask,whetherto performatask,or whatnetwork con guration
optionsto sendto the client.

- Declarations— describethe topology of the network, describethe clients, provide addressefor
theclients,or applyagroupof parameterso a groupof declarations.

Someparametersnuststartwith the option keyword and arereferredto asoptions.Optionscon-
gure DHCP options;whereasparametergon gure valuesthatarenot optionalor controlhow the
DHCPsenerbehaes.

Parametergincluding options)declaredbeforea sectionenclosedn curly braclets({ }) areconsid-
eredglobalparametersGlobalparameterapplyto all the sectionselaw it.

Important

If the con gur ation le is changed, the changes do not take effect until the DHCP daemon is restarted
with the command service  dhcpd restart

In Example 25-1, the routers , subnet-mask , domain-name , domain-name-servers , and
time-offset optionsareusedfor ary host statementsleclaredelaw it.

As shavn in Example25-1, asubnet canbedeclaredA subnet declaratiormustbe includedfor
every subnetin thenetwork. If it is not,the DHCPsener fails to start.

In this example,thereareglobal optionsfor every DHCP clientin the subnetandarange declared.
Clientsareassignedn|P addressvithin therange .

subnet 192.168.1.0 netmask 255.255.255.0 {

option  routers 192.168.1.254;
option  subnet-mask 255.255.255.0;
option domain-name "example.com"”;
option domain-name-ser vers 192.168.1.1;
option  time-offset -18000; # Eastern Standard Time

range 192.168.1.10 192.168.1.100;
}

Example 25-1.SubnetDeclaration
All subnetghatsharethe samephysicalnetwork shouldbe declaredvithin ashared-network  dec-
larationasshavn in Example25-2 Parametersvithin theshared-network  but outsidetheenclosed

subnet declarationg@reconsideredjlobalparametersThenameof theshared-network  shouldbe
adescriptve title for the network suchastest-labto describeall the subnetsn atestlab environment.

shared-networ  k name {

option  domain-name "test.redhat.c ont;
option domain-name-ser vers nsl.redhat.com , ns2.redhat.com
option  routers 192.168.1.254;

more parameters for EXAMPLEshared-network
subnet 192.168.1.0 netmask 255.255.255.0 {
parameters  for subnet
range 192.168.1.1 192.168.1.31;
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}

subnet 192.168.1.32 netmask 255.255.255.0 {
parameters  for subnet
range 192.168.1.33 192.168.1.63;

}
Example 25-2.Shared-network Declaration

As demonstrateth Example25-3 thegroup declaratiorcanbeusedto applyglobalparameterso a
groupof declarationsFor example,sharechetworks, subnetshosts,or othergroupscanbe grouped.

group {
option  routers 192.168.1.254 ;
option  subnet-mask 255.255.255.0 ;
option  domain-name "example.com”
option domain-name-se rvers 192.168.1.1;
option  time-offset -18000; # Eastern Standard Time

host apex {
option host-name "apex.example .c ont}
hardware ethernet  00:A0:78:8E:9E A A,
fixed-address 192.168.1.4;

}

host raleigh {
option host-name ‘"raleigh.exam pl e. com";
hardware ethernet  00:A1:DD:74:C3 :F 2;
fixed-address 192.168.1.6;

}
Example 25-3.Group Declaration

To con gure a DHCP sener thatleasesa dynamiclP addresgo a systemwithin a subnetmodify
Example25-4 with your values.It declaresa default leasetime, maximumleasetime, and network
con gurationvaluesfor theclients.This exampleassigndP addressem therange 192.168.1.1@&nd
192.168.1.10@0 clientsystems.

default-lease -t ime 600;

max-lease-tim e 7200;

option  subnet-mask  255.255.255.0;

option  broadcast-addr ess 192.168.1.255 ;

option routers  192.168.1.254;

option domain-name-se rve rs 192.168.1.1, 192.168.1.2;
option domain-name “"example.com”;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

}
Example 25-4.RangeParameter

To assignan IP addresgo a client basedon the MAC addressf the network interface card, use
the hardware ethernet  parameterwithin a host declaration.As demonstratedn Example
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25-5 the host apex declarationspeci es that the network interface card with the MAC address
00:A0:78:8E:9E:AAalwaysrecevesthe P addres492.168.1.4.

Noticethatthe optionalparametehost-name canbeusedto assignahostnameto theclient.

host apex {
option  host-name "apex.example. com";
hardware ethernet  00:A0:78:8E:9E: AA
fixed-address 192.168.1.4;

}
Example 25-5.Static IP Addr essusing DHCP

@,

The sample con gur ation le provided can be used as a starting point. Custom con gur ation options
can be added to it. To copy it to the proper location, use the following command:

cp /usr/share/doc/dhcp- version-number /dhcpd.conf.sample letc/dhcpd.conf

(where  version-number is the DHCP version number).
For acompletdist of optionstatementandwhatthey do, referto thedhcp-options ~ manpage.

25.2.2. Lease Database

On the DHCP sener, the le /var/lib/dhcp/dhcpd.leases storesthe DHCP client lease
databaseThis le should not be modi ed by hand. DHCP leaseinformation for eachrecently
assignedP addresgs automaticallystoredin theleasedatabaseTheinformationincludesthelength
of thelease to whomthe IP addressasbeenassignedthe startandenddatesfor the lease andthe
MAC addres®f the network interfacecardthatwasusedto retrieve thelease.

All timesin theleasedatabasarein GreenwichMeanTime (GMT), notlocaltime.

Theleasedatabasés recreatedrom time to time sothatit is nottoo large. First, all known leasesare
savedin atemporaryleasedatabaseThedhcpd.leases  le is renamedihcpd.leases~ , andthe
temporanjeasedatabasés writtento dhcpd.leases

TheDHCPdaemorcouldbekilled orthesystencouldcrashaftertheleasedatabaséasbeerrenamed
to thebackup le but beforethe new le hasbeenwritten. If this happensthe dhcpd.leases  le
doesnotexist, but it is requiredto starttheservice Do notcreateanew leasele. If youdo,all theold
leaseswill belostandcausemary problems.The correctsolutionis to renamethe dhcpd.leases~
backuple todhcpd.leases andthenstartthedaemon.

25.2.3. Starting and Stopping the Server

Impor tant

When the DHCP server is started for the rst time, it will fail unless the dhcpd.leases  le exists. Use
the command touch  /var/lib/dhcp/dhcp d. lea ses to create the le if it does not exist.



Chapter 25. Dynamic Host Con guration Protocol (DHCP) 185

To startthe DHCP service,usethe command'sbin/service dhcpd start . To stopthe DHCP
sener, usethecommandsbin/service dhcpd stop . To con gure thedaemorto startautomat-
ically at boot time, refer to Chapter21 Contwolling Accessto Servicesfor informationon how to
manageservices.

If morethanonenetwork interfaceis attachedo the system but the DHCP sener shouldonly be
started on one of the interface, con gure the DHCP sener to start only on that device. In
Jetc/sysconfig/dhcpd , addthe nameof theinterfaceto thelist of DHCPDARGS

# Commandline options here
DHCPDARGS=eth

Thisis usefulfor a re wall machinewith two network cards.Onenetwork cardcanbecon guredasa
DHCPclientto retrieve an|P addresso the Internet.The othernetwork cardcanbeusedasa DHCP
sener for theinternalnetwork behindthe re wall. Specifyingonly thenetwork cardconnectedo the
internalnetwork makesthe systemmoresecurebecauseiserscannot connecto the daemorvia the
Internet.

Othercommandine optionsthatcanbe speci edin /etc/sysconfig/dhcpd include:

« -p portnum — Specifythe udp port numberon which dhcpd shouldlisten. The default is
port 67. The DHCP sener transmitsresponse$o the DHCP clientsat a port numberonegreater
thantheudpportspeci ed. For example,if thedefault port67 is used the sener listenson port67
for requestaaindresponseto the client on port 68. If a portis speci ed hereandthe DHCP relay
agentis usedthe sameport on which the DHCPrelay agentshouldlistenmustbe speci ed. Refer
to Section25.2.4DHCP RelayAgentfor details.

. -f — RunthedaemorasaforegroundprocessThisis mostlyusedfor detugging.

+ -d — Log the DHCP sener daemorto the standarcerror descriptor This is mostly usedfor de-
bugging.If thisis notspeci ed,thelog is written to /var/log/imessages

« cf filename — Specify the location of the con guration le. The default location is
/etc/dhcpd.conf
o If filename — Specifythelocationof theleasedatabasde. If aleasedatabasde already

exists, it is very importantthatthe same le be usedevery time the DHCP sener is started.lt is
strongly recommendedhat this option only be usedfor dehugging purposesn non-production
machinesThedefault locationis /var/lib/dhcp/dhcpd.leases

- -g — Do not print the entirecopyright messagavhenstartingthe daemon.

25.2.4. DHCP Relay Agent

The DHCP Relay Agent (dhcrelay ) allows for the relay of DHCP and BOOTP requestdfrom a
subnetwith no DHCPseneronit to oneor moreDHCPsenerson othersubnets.

Whena DHCP clientrequestsnformation,the DHCP RelayAgentforwardstherequesto thelist of
DHCPsenersspeci edwhenthe DHCP RelayAgentis started WhenaDHCPsener returnsareply,
thereply is broadcasbr unicaston the network thatsenttheoriginal request.

TheDHCPRelayAgentlistensfor DHCPrequest®n all interfacesunlesstheinterfacesarespeci ed
in /etc/sysconfig/dhcrelay with the INTERFACESdirectie.

To startthe DHCP RelayAgent,usethecommandservice ~ dhcrelay — start
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25.3. Con guring a DHCP Client

The rst stepfor con guring aDHCPclientis to male surethekernelrecognizeshenetwork interface
card.Most cardsarerecognizedduring the installationprocessandthe systemis con gured to use
the correctkernelmodulefor the card.If acardis addedafterinstallation,K udzu* shouldrecognize
it and promptfor the con guration of the correspondindernelmodulefor it. Be sureto checkthe
Hardware Compatibility List available at http://hardvare.redhatom/hd/. If the network cardis not
con gured by the installationprogramor Kudzu andyou know which kernelmoduleto load for it,
referto Chapterd0 KernelModulesfor detailson loadingkernelmodules.

To congure a DHCP client manually modify the /etc/sysconfig/network

le to enable networking and the conguration le for each network device in the
Jetc/sysconfig/network-scripts directory In this directory each device should have a
con guration le namedfcfg-eth0  , whereeth0 is thenetwork device name.

The/etc/sysconfig/network le shouldcontainthefollowing line:
NETWORKING=ye

The NETWORKIN@ariablemustbesetto yes if youwantnetworking to startat boottime.

The /etc/sysconfig/network-scripts/ifcfg-ethO le shouldcontainthefollowing lines:
DEVICE=eth0

BOOTPROTO=dhz

ONBOOT=yes

A con guration le is neededor eachdevice to be con guredto useDHCP

Otheroptionsfor the network scriptinclude:

« DHCP_HOSTNAME Only usethis optionif the DHCP sener requiresthe client to specifya host-
namebeforereceving anIP address(The DHCP sener daemorin RedHat EnterpriseLinux does
not supportthis feature.)

« PEERDNS=answer ,where answer isoneof thefollowing:

- yes — Modify /etc/resolv.conf with informationfrom thesener. If usingDHCP, thenyes
is thedefault.

- no — Do notmodify /etc/resolv.conf

+ SRCADDR=address ,where address isthespeci edsourcelP addresgor outgoingpack-
ets.

+ USERCTL= answer ,where answer isoneof thefollowing:
- yes — Non-rootusersareallowedto controlthis device.
- no — Non-rootusersarenot allowed to controlthis device.

For a graphicalinterfacefor con guring a DHCP client, referto Chapterl9 NetworkCon guration
for detailson usingNetwork Administration Toolto con gure anetwork interfaceto useDHCP

1. Kudzu is a hardware probingtool run at systemboottime to determinewhat hardware hasbeenaddedor
removedfrom the system.
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25.4. Additional Resour ces

For con gurationoptionsnot caveredhere referto thefollowing resources.

25.4.1. Installed Documentation

» dhcpd manpage— describedow the DHCP daemornworks

« dhcpd.conf manpage— explainshow to con gure the DHCP con guration le; includessome
examples

+ dhcpd.leases manpage— explainshow to con gure the DHCP leasesle; includessomeex-
amples

- dhcp-options  man page— explainsthe syntaxfor declaringDHCP optionsin dhcpd.conf ;
includessomeexamples

- dhcrelay manpage— explainsthe DHCP RelayAgentandits con gurationoptions.
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@ redhat Chapter 26.
Apache HTTP Server Con guration

Red Hat Enterprise Linux provides version 2.0 of the Apache HTTP Sener If you
want to migrate an existing con guration le by hand, refer to the migration guide at
Jusr/share/doc/httpd- ver /migration.html or the RedHat EnterpriseLinux Refeence
Guidefor details.

If you con guredthe ApacheHTTP Senerwith theHTTP Con guration Tool in previousversions
of RedHat EnterpriseLinux andthenperformedanupgradeyou canusethe HTTP Con guration
Tool to migratethe con guration le to the new formatfor version2.0. StarttheHTTP Con gura-
tion Tool, make ary changedgo the con guration, andsave it. The con guration le saved will be
compatiblewith version2.0.

TheHTTP Con guration Tool allows youto con gure the/etc/httpd/conf/httpd.conf con-
guration le for the ApacheHTTP Sener. It doesnot usethe old srm.conf  or access.conf
con guration les; leave themempty Throughthe graphicalinterface,you cancon gure directves
suchasvirtual hosts Joggingattributes,andmaximumnumberof connections.

Only modulespravidedwith RedHat Enterpriselinux canbe con guredwith HTTP Con guration
Tool. If additionalmodulesareinstalled,they cannotbe con guredusingthistool.

Thehttpd andredhat-config-httpd RPM packageseedto beinstalledto usetheHTTP Con-
guration Tool. It alsorequiresthe X Window Systemandroot accessTo startthe application,go
to theMain Menu Button => SystemSettings=> Sever Settings=>HTTP or typethecommand

redhat-config-httpd ata shellprompt(for example,in anXTermor GNOME Terminal).
@Caution
Do not edit the /etc/httpd/conf/ht tpd .c onf con guration le by hand if you wish to use this

tool. The HTTP Con guration Tool generates this le after you save your changes and exit the
program. If you want to add additional modules or con gur ation options that are not available in
HTTP Con guration  Tool, you cannot use this tool.

Thegeneraktepsfor con guring the ApacheHTTP SenerusingtheHTTP Con guration Tool are
asfollowing:

1. Con gure thebasicsettingsunderthe Main tah

2. Click ontheVirtual Hoststabandcon gure thedefault settings.

3. UndertheVirtual Hoststab,con gure the Default Virtual Host.

4. If youwantto sene morethanoneURL or virtual host,addthe additionalvirtual hosts.
5. Con gure thesener settingsunderthe Sewver tah

6. Con gure theconnectionsettingsunderthe Performance Tuning tah

7.Copy all necessaryles to theDocumentRoot andcgi-bin  directories.

8. Exit theapplicationandselectto save your settings.
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26.1. Basic Settings
UsetheMain tabto con gure thebasicsener settings.

Figure 26-1.Basic Settings

Entera fully quali ed domainnamethat you have the right to usein the Sewver Name text area.
This option correspondso the ServerName directive in httpd.conf . The ServerName directve
setsthe hostnameof the Web sener. It is usedwhencreatingredirectionURLSs. If you do notde ne
a sener name,the Web sener attemptsto resole it from the IP addresf the system.The sener
namedoesnot have to be the domainnameresoled from the IP addres®f the sener. For example,
you might want to setthe sener nameto www.example.comwhenyour sener's real DNS nameis
actuallyfoo.example.com.

Entertheemailaddres®f the personwho maintainghe Websener in the Webmasteremail address
text area.This option correspondso the ServerAdmin ~ directive in httpd.conf . If you con gure
the sener's errorpageso containanemail addressthis emailaddreswill beusedsothatuserscan
reporta problemby sendingemailto the sener's administratarThedefault valueis root@Ilocalhost.

Usethe Available Addressesareato de ne the portson which the sener will acceptincomingre-
guestsThis optioncorrespondso theListen directive in httpd.conf . By default, RedHatcon g-
uresthe ApacheHTTP Senerto listento port 80 for non-securé&Vebcommunications.

Click the Add button to de ne additionalports on which to acceptrequestsA window as shovn
in Figure 26-2 will appearEither choosethe Listen to all addresseoptionto listento all IP ad-
dresse®n the de ned port or specifya particularlP addressover which the sener will acceptcon-
nectionsin the Address eld. Only specify one|P addresgper port number If you wantto specify
morethanone P addresswith the sameport number createan entry for eachlP addresslf at all
possible,usean IP addressnsteadof a domainnameto prevent a DNS lookup failure. Referto
http://httpd.apache gidocs-20/dns-aveats.html for moreinformationaboutissuesRegarding DNS
andApade

Enteringanasterisi(*) in theAddresseld is thesameaschoosingdListen to all addressesClicking
the Edit buttonin the Available Addr essesrameshaws the samewindow asthe Add button except
with the elds populatedor theselectedentry To deleteanentry, selectt andclick the Deletebutton.

@,

If you set the server to listen to a port under 1024, you must be root to start it. For port 1024 and
above, httpd can be started as a regular user.
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Figure 26-2.Available Addr esses

26.2. Default Settings

After de ning the Server Name, Webmaster email address and Available Addressesclick the
Virtual Hoststabandclick theEdit Default Settingsbutton. Thewindow shawvn in Figure26-3will
appearCon gure the default settingsfor your Web sener in this window. If you adda virtual host,
the settingsyou con gure for thevirtual hosttake precedencéor thatvirtual host.For adirective not
de ned within thevirtual hostsettingsthedefault valueis used.

26.2.1. Site Con guration

Thedefault valuesfor the Dir ectory Page Search List andErr or Pageswill work for mostseners.
If youareunsureof thesesettings do notmodify them.

Figure 26-3.Site Con guration

The entrieslisted in the Directory Page Search List de ne the Directoryindex directive. The
Directorylndex isthedefault pagesenedby thesenerwhenauserrequestsinindex of adirectory
by specifyinga forwardslash(/) attheendof thedirectoryname.

For example ,whenauserrequestshe pagehttp:/Avww.example.com /this_directory /, they
aregoingto geteitherthe Directorylndex pageif it exists,or asener-generatedlirectorylist. The
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senerwill try to nd oneof the les listedin the Directoryindex directive andwill returnthe rst
oneit nds. If it doesnot nd ary of theseles andif Options Indexes is setfor thatdirectory the
senerwill generatendreturnalist, in HTML format,of the subdirectoriesind les in thedirectory

Usethe Error Code sectionto con gure ApacheHTTP Sener to redirectthe client to a local or
external URL in the event of a problemor error This option correspondgo the ErrorDocument
directie. If a problemor erroroccurswhenaclienttriesto connecto the ApacheHTTP Sener, the
default actionis to display the shorterror messagehavn in the Error Code column.To override
this default con guration, selectthe error codeandclick the Edit button. ChooseDefault to display
the default shorterror messageChooseURL to redirectthe client to an external URL andentera
completeURL including the http:// in the Location eld. ChooseFile to redirectthe client to an
internalURL andentera le locationunderthedocumentoot for the Websener. Thelocationmust
begin theaslash(/) andberelative to the DocumentRoot.

For example, to redirecta 404 Not Found error code to a webpagethat you createdin a le
called 404.html , copy 404.html  to DocumentRoot /../error/404.html . In this case,
DocumentRoot is the Document Root directory that you have de ned (the default is
Ivarfmwwi/html/ ). If the DocumentRootis left asthe default location,the le shouldbe copiedto
Ivarlwww/error/404.html . Then,chooseFile asthe Behavior for 404 - Not Found error code
andenter/error/404.html astheLocation.

Fromthe Default Err or PageFooter menu,you canchooseoneof thefollowing options:

+ Show footer with email address— Displaythedefaultfooteratthebottomof all errorpagesalong
with the emailaddres®f thewebsitemaintainerspeci ed by the ServerAdmin  directive. Referto
Section26.3.1.1Genenl Optionsfor informationaboutcon guring the ServerAdmin  directie.

- Show footer — Displayjust the default footerat the bottomof errorpages.
- No footer — Do not displaya footerat the bottomof errorpages.

26.2.2. Log ging

By default, thesenerwritesthetransfelog to the le /var/log/httpd/access_log andtheerror
log to the/var/log/httpd/error_log le.

Thetransferlog containsalist of all attemptgo accessheWebsener. It recordsthelP addres®f the
client thatis attemptingto connectthe dateandtime of the attempt,andthe le onthe Web sener
thatit is trying to retrieve. Enterthe nameof the pathand le in which to storethis information. If
the pathand lename doesnot startwith a slash(/), the pathis relatie to the sener rootdirectoryas
con gured. This optioncorrespondso the TransferLog  directive.
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Figure 26-4.Logging

You cancon gure a customlog format by checkingUse custom logging facilities and enteringa
customlog stringin the Custom Log String eld. Thiscon gurestheLogFormat directve. Referto
http://httpd.apache g@idocs-2.0/modihod_bg_®n g.html#formas for detailson the formatof this
directve.

Theerrorlog containsalist of ary sener errorsthatoccur Enterthenameof thepathand le in which
to storethis information.If thepathand lename doesnot startwith a slash(/), the pathis relative to
the senerrootdirectoryascon gured. This optioncorrespondso theErrorLog  directie.

Usethe Log Level menuto sethow verbosethe error messages the error logs will be. It canbe
set(from leastverboseto mostverbose}o emegq, alert, crit, error, warn, notice,info or dehug. This
optioncorrespond$o theLogLevel directie.

The value chosenwith the Reverse DNS Lookup menude nes the HostnameLookups  directie.
ChoosingNo ReverseLookup setsthevalueto off. ChoosingReverseLookup setsthe valueto on.
ChoosingDouble ReverseLookup setsthevalueto double.

If you chooseReverse Lookup, your sener will automaticallyresole the IP addresdor eachcon-
nectionwhich requests documenfrom your Websener. Resolvingthe IP addressneanshatyour
sener will make one or more connectiongo the DNS in orderto nd out the hostnamehatcorre-
spondso a particularlP address.

If you chooseDouble Reverse Lookup, your sener will performa double-rgerseDNS. In other
words,aftera reverselookupis performeda forwardlookupis performedon theresult.At leastone
of theIP addressem theforwardlookupmustmatchthe addressrom the rst reverselookup.

Generally you shouldleave this option setto No ReverseLookup, becausehe DNS requestadda
loadto your senerandmayslow it down. If your seneris busy, the effectsof trying to performthese
reverselookupsor doublereverselookupsmay be quite noticeable.

Reverselookupsanddoublereverselookupsarealsoanissuefor the Internetasa whole. All of the
individual connectionsnadeto look up eachhostnameddup. Therefore for your own Websener's
bene t, aswell asfor the Internets bene t, you shouldleave this optionsetto No ReverseLookup.
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26.2.3. Environment Variables

Sometimedt is necessaryo modify ervironmentvariablesor CGl scriptsor sener-sideinclude(SSI)

pagesTheApacheHTTP Senercanusethemod_env moduleto con gure theenvironmentvariables
which are passedo CGl scriptsand SSI pages.Usethe Environment Variables pageto con gure

thedirectivesfor thismodule.

Figure 26-5.Environment Variables

Usethe Setfor CGI Scripts sectionto setan ernvironmentvariablethatis passedo CGl scriptsand
SSlpagesFor example to settheenvironmentvariableMAXNUIb 50, click theAdd buttoninsidethe
Setfor CGI Script sectionasshavn in Figure26-5andtype MAXNUINh the Environment Variable
text eld and50 in the Valueto settext eld. Click OK to addit to thelist. The Setfor CGI Scripts
sectioncon gurestheSetEnv directie.

UsethePassto CGI Scripts sectionto pasghevalueof anervironmentvariablewhenthesenerwas
rst startedo CGl scripts.To seethis ervironmentvariable typethecommandenv atashellprompt.
Click the Add buttoninsidethe Passto CGI Scripts sectionandenterthe nameof the environment
variablein theresultingdialog box. Click OK to addit to thelist. The Passto CGI Scripts section
con guresthePassEnv directve.

If youwantto remove anernvironmentvariablesothatthevalueis not passedo CGl scriptsandSSI
pagesusethe Unsetfor CGI Scripts section.Click Add in theUnsetfor CGI Scripts section,and
enterthe nameof the environmentvariableto unset.Click OK to addit to thelist. This corresponds
totheUnsetEnv directie.

To editary of theseervironmentvalues selectt from thelist andclick thecorrespondindedit button.
To deleteary entryfrom thelist, selectit andclick the coorespondindeletebutton.

To learnmoreaboutervironmentvariablesin ApacheHTTP Sener, referto thefollowing:

http://httpd.apache.org/docs-2.0/env.html
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26.2.4. Directories

Use the Directories pageto con gure options for speci c directories.This correspondgo the
Directory directive.

Figure 26-6.Dir ectories

Click the Edit buttonin the top right-handcornerto con gure the Default Directory Options for
all directoriesthat are not speci ed in the Dir ectory list below it. The optionsthat you chooseare
listedasthe Options directve within the  Directory directve. You cancon gure thefollowing
options:

« ExecCGIl — Allow executionof CGI scripts.CGl scriptsare not executedif this option is not
chosen.

+ FollowSymLinks — Allow symboliclinks to befollowed.
+ Includes— Allow sener-sideincludes.

« IncludesNOEXEC — Allow senerside includes,but disablethe #exec and#include com-
mandsin CGl scripts.

- Indexes— Display a formattedlist of the directorys contentsjf no Directorylndex (suchas
index.html ) existsin therequestedlirectory

« Multi view — Supportcontent-ngotiatedmultiviews; this optionis disabledby default.

+ SymLinkslfOwnerMatch — Only follow symboliclinks if thetarget le or directoryhasthesame
ownerasthelink.

To specify optionsfor speci ¢ directoriesclick the Add button besidethe Dir ectory list box. The
window shawn in Figure26-7 appearsEnterthe directoryto con gure in the Directory text eld at
the bottomof thewindow. Selectthe optionsin theright-handlist, andcon gure theOrder directve
with the left-hand side options. The Order directive controlsthe orderin which allow and dery
directvesareevaluatedIn the Allow hostsfrom andDeny hostsfrom text eld, you canspecifyone
of thefollowing:
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- Allow all hosts— Typeall to allow accessgo all hosts.

- Partialdomainname— Allow all hostswhosenamesmatchor endwith the speci ed string.
«+ Full IP address— Allow accesgo aspeci c IP address.

+ A subnet— Suchas192.168.1.0/255.255.255.0

+ A network CIDR speci cation— suchas10.3.0.0/16

Figure 26-7.Dir ectory Settings

If you checkthe Let .htaccessles override directory options, the con guration directivesin the
.htaccess  le take precedence.

26.3. Virtual Hosts Settings

You can use the HTTP Con guration Tool to con gure virtual hosts. Virtual hosts allow
you to run different seners for different IP addressesdifferent host names,or different ports
on the same machine. For example, you can run the website for http://wwwexample.com
and http://wwwanothergample.comon the same Web sener using virtual hosts. This option
correspondso the VirtualHost directve for the default virtual hostandIP basedvirtual hosts.It
correspondso the NameVirtualHost directive for anamebasedvirtual host.

The directives setfor a virtual hostonly apply to that particularvirtual host. If a directve is set
senerwide usingthe Edit Default Settingsbuttonandnot de ned within the virtual hostsettings,
thedefault settingis used.For example,you cande ne aWebmasteremail addressin theMain tab
andnotde ne individual emailaddressefor eachvirtual host.

TheHTTP Con guration Tool includesa default virtual hostasshavn in Figure26-8
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Figure 26-8.Virtual Hosts

http://httpd.apache gidocs-20/vhasts/ and the ApacheHTTP Sener documentatioron your ma-
chineprovidesmoreinformationaboutvirtual hosts.

26.3.1. Adding and Editing a Virtual Host

To adda virtual host,click the Virtual Hoststabandthenclick the Add button. You canalsoedita
virtual hostby selectingt in thelist andclicking the Edit button.

26.3.1.1. General Options

TheGeneral Options settingsonly applyto thevirtual hostthatyou arecon guring. Setthe nameof
thevirtual hostin the Virtual Host Nametext area.Thisnameis usedby HTTP Con guration Tool
to distinguishbetweervirtual hosts.

Setthe Document Root Dir ectory valueto the directorythat containsthe root document(suchas
index.html) for the virtual host. This option correspondso the DocumentRoot directive within the
VirtualHost directve. The default DocumentRoot is /variwww/html

TheWebmasteremail addresscorrespondso the ServerAdmin  directive within the VirtualHost
directive. This email addresss usedin the footerof error pagesf you chooseto shav a footerwith
anemailaddres®ntheerrorpages.

In the Host Information section,chooseDefault Virtual Host, IP basedVirtual Host, or Name
basedVirtual Host.

Default Virtual Host

You shouldonly con gure onedefaultvirtual host(remembethatthereis onesetupby default).
Thedefault virtual hostsettingsareusedwhentherequestedP addressgs not explicitly listedin
anothewvirtual host.If thereis no default virtual hostde ned, the mainsener settingsareused.

IP basedVirtual Host

If you chooselP basedVirtual Host, a window appearsgo con gure the VirtualHost di-
rectve basedon the IP addresof the sener. Specifythis IP addressn the IP address eld. To
specifymorethanonelP addressseparateachl P addressvith spacesTo specifyaport, usethe
syntaxIP Address:Port . Use:* to con gure all portsfor the IP addressSpecifythe host
namefor thevirtual hostin the Sewver Host Name eld.
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NamebasedVirtual Host

If youchooseéNamebasedVirtual Host, awindow appearso con gure theNameVirtualHost
directve basedon the hostnameof the sener. Specifythe IP addressn the IP address eld.
To specifymorethanone IP addressseparateachlP addresswith spacesTo specifya port,
usethe syntaxIP Address:Port . Use:* to con gure all portsfor the IP addressSpecify
the hostnamefor the virtual hostin the Server Host Name eld. In the Aliasessection,click
Add to adda hostnamealias.Adding an aliashereaddsa ServerAlias  directve within the
NameVirtualHost  directie.

26.3.1.2. SSL

; Note

You can not use name based virtual hosts with SSL, because the SSL handshake (when the browser
accepts the secure Web server's certi cate) occurs before the HTTP request which identi es the
appropriate name based virtual host. If you want to use name-based virtual hosts, they will only work
with your non-secure Web server.

Figure 26-9.SSL Support

If anApacheHTTP Seneris notcon guredwith SSL support,communicationdetweeran Apache
HTTP Sener andits clientsare not encrypted.This is appropriatefor websiteswithout personalor
con dential information.For example,an opensourcewebsitethat distributesopensourcesoftware
and documentatiorhasno needfor securecommunicationsHowever, an ecommercevebsitethat
requirescredit cardinformationshouldusethe ApacheSSL supportto encryptits communications.
EnablingApacheSSL supportenableshe useof themod_ssl securitymodule.To enableit through
HTTP Con guration Tool youmustallow accesshroughport443underthe Main tab=> Available
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Addr essesReferto Section26.1Basic Settinggor details.Then,selectthe virtual hostnamein the
Virtual Hoststab,click the Edit button,chooseSSL from theleft-handmenu,andcheckthe Enable
SSL Support option as shavn in Figure 26-9. The SSL Con guration sectionis pre-con gured
with thedummydigital certi cate. Thedigital certi cate providesauthenticatiorfor your securéVeb
sener andidenti es the securesener to client Web browsers.You mustpurchaseyour own digital
certi cate. Do not usethe dummy one provided for your website.For detailson purchasinga CA-
appraveddigital certi cate, referto the Chapter27 Apache HTTP Secue ServerCon guration.

26.3.1.3. Additional Virtual Host Options

TheSite Con guration , EnvironmentVariables, andDir ectoriesoptionsfor thevirtual hostsarethe
samedirectives thatyou setwhenyou clicked the Edit Default Settings button, exceptthe options
setherearefor the individual virtual hoststhat you are con guring. Referto Section26.2 Default
Settingsfor detailson theseoptions.

26.4. Server Settings

TheSewer taballows youto con gure basicsener settings Thedefault settingsfor theseoptionsare
appropriatgor mostsituations.

Figure 26-10.Sewver Con guration

The Lock File value correspondgo the LockFile directve. This directve setsthe pathto the
lock le usedwhen the sener is compiled with either USE_FCNTL_SERIALIZED_ACCEPT or
USE_FLOCK_SERIALIZED_ACCEPT It mustbe storedon the local disk. It shouldbe left to the
defaultvalueunlesghelogs directoryis locatedonanNFSsharelf thisis thecasethedefaultvalue
shouldbechangedo alocationonthelocal disk andto a directorythatis readableonly by root.

The PID File valuecorrespondso the PidFile  directive. This directive setsthe le in which the
sener recordsits procesdD (pid). This le shouldonly be readableby root. In mostcasesit should
beleft to thedefault value.

The Core Dump Directory value correspondso the CoreDumpDirectory  directive. The Apache
HTTP Sener tries to switch to this directory before dumping core. The default value is the
ServerRoot . However, if the userthat the sener runsas cannot write to this directory the core
dumpcannot be written. Changethis valueto a directorywritable by the userthe sener runsas, if
youwantto write thecoredumpsto disk for detuggingpurposes.
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The User value corresponddo the User directive. It setsthe useridusedby the sener to answer
requestsThis users settingsdeterminghesener's accessAny les inaccessibl¢o thisuserwill also
beinaccessibleo your websites visitors. Thedefault for User is apache.

The usershouldonly have privilegessothatit canaccessles which are supposedo be visible to
the outsideworld. The useris alsothe owner of ary CGI processespavnedby the sener. Theuser
shouldnotbeallowed to executeary codewhichis notintendedo bein responséo HTTP requests.

&Warning

Unless you know exactly what you are doing, do not set the User directive to root. Using root as the
User will create large security holes for your Web server.

Theparenthttpd processrst runsasrootduringnormaloperationsbut is thenimmediatelyhanded
off totheapacheuser Thesener muststartasrootbecausé needso bindto aportbelov 1024.Ports
belov 1024arereseredfor systemuse,sothey cannotbe usedby aryonebut root. Oncethe sener

hasattachedtself to its port, however, it handsthe procesff to theapachaiserbeforeit acceptary

connectiorrequests.

The Group value correspondgo the Group directve. The Group directive is similar to the User
directive. Group setsthegroupunderwhichthesenerwill answerequestsThedefault groupis also
apache.

26.5. Performance Tuning

Click on the Performance Tuning tabto con gure the maximumnumberof child sener processes
youwantandto con gure theApacheHTTP Seneroptionsfor clientconnectionsThedefaultsettings
for theseoptionsare appropriatefor mostsituations.Altering thesesettingsmay affect the overall
performancef your Websener.

Figure 26-11.Performance Tuning

SetMax Number of Connectionsto the maximumnumberof simultaneouglient requestghatthe
senerwill handle For eachconnectiona child httpd processs createdAfter this maximumnum-
berof processess reachedno oneelsewill beableto connecto the Websener until a child sener
processs freed.You cannotsetthis valueto higherthan256 withoutrecompiling.This optioncorre-
spondgo theMaxClients  directie.

Connection Timeout de nes, in secondsthe amountof time thatyour sener will wait for receipts
andtransmissionsluringcommunicationsSpeci cally, Connection Timeout de neshow long your
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sener will wait to receve a GET requesthow long it will wait to receve TCP pacletsona POST
or PUT requestandhow long it will wait betweenACKs respondingo TCP paclets. By default,
Connection Timeout is setto 300 secondswhich is appropriatefor most situations.This option
correspondgo theTimeOut directie.

Setthe Max requestsper connectionto the maximumnumberof requestsalloved per persistent
connection.The default valueis 100, which shouldbe appropriatefor mostsituations.This option
correspond$o theMaxRequestsPerChild  directive.

If you checkthe Allow unlimited requestsper connectionoption, the MaxKeepAliveRequests
directive to 0, andunlimited requestsreallowed.

If youuncheckthe Allow PersistentConnectionsoption,the KeepAlive directie is setto false.If

you checkit, the KeepAlive directie is setto true,andthe KeepAliveTimeout  directie is setto

thenumberthatis selectedasthe Timeout for next Connectionvalue.This directive setsthenumber
of secondsyour sener will wait for a subsequentequestafter a requesthasbeensened, before
it closesthe connectionOncea requesthasbeenreceved, the Connection Timeout value applies
instead.

Settingthe Persistent Connectionsto a high valuemay causea sener to slov down, dependingon
how mary usersaretrying to connecto it. The higherthe numberthemoresener processesvaiting
for anotherconnectiorfrom thelastclientthatconnectedo it.

26.6. Saving Your Settings

If you do notwantto save your ApacheHTTP Sener con guration settingsclick the Cancelbutton
in thebottomright cornerof theHTTP Con guration Toolwindow. Youwill bepromptedo con rm
this decision If youclick Yesto con rm this choice,your settingswill notbe saved.

If you wantto save your ApacheHTTP Sener con guration settings,click the OK buttonin the
bottomright cornerof the HTTP Con guration Tool window. A dialogwindow will appearlf you
answerYes your settingswill be sazed in /etc/httpd/conf/httpd.conf . Remembethatyour
original con guration le will beoverwritten.

If thisisthe rst timethatyouhave usedtheHTTP Con guration Tool, youwill seeadialogwindow
warningyouthatthecon guration le hasbeenmanuallymodi ed. If theHTTP Con guration Tool
detectghatthehttpd.conf ~ con guration le hasbeenmanuallymodi ed, it will saze themanually
modi ed le as/etc/httpd/conf/httpd.conf.bak

Important

After saving your settings, you must restart the httpd daemon with the command service  httpd
restart . You must be logged in as root to execute this command.

26.7. Additional Resour ces
To learnmoreaboutthe ApacheHTTP Sener, referto thefollowing resources.

26.7.1. Installed Documentation

« lusr/share/docs/httpd- version  /migration.html — TheApadheMigrationHOWTO
documentcontainsa list of changedrom version1.3 to version2.0 aswell asinformationabout
how to migrationthecon guration le manually
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26.7.2. Useful Websites

« http://wwwapache.@/ — TheApade Softwae Foundation

« http://httpd.apacherg/docs-2.0/— The ApacheSoftwareFoundations documentatioron Apache
HTTP Senerversion2.0,includingthe Apace HTTP Serverversion2.0 User's Guide

« http://wwwredhat.com/supportseur@siveb_tp/apahe.html— RedHat Suppormaintainsalist
of usefulApacheHTTP Sener links.

« http://wwwredhat.com/supportdsfags/RH-gpache FAQ/book1html — The ApacheCentralized
Knowledgebaseompiledby RedHat.

26.7.3. Related Books

- Apade: TheDe nitive Guideby BenLaurieandPeter_aurie; O'Reilly & Associateslnc.

- RedHat EnterpriseLinux RefeenceGuide Red Hat, Inc. — This companionmanualincludes
instructionsfor migratingfrom ApacheHTTP Sener version1.3to ApacheHTTP Sener version
2.0 manually moredetailsaboutthe ApacheHTTP Sener directves, andinstructionsfor adding
modulesto the ApacheHTTP Sener.
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Chapter 27.

Apache HTTP Secure Server Con guration

27.1. Introduction

This chapterprovides basicinformation on the ApacheHTTP Sener with the mod_ssl security
moduleenabledo usethe OpenSSlibrary andtoolkit. The combinationof thesethreecomponents
arereferredto in this chapterasthe securéNVebsener or just asthe securesener.

Themod_ssl moduleis a securitymodulefor the ApacheHTTP Sener. Themod_ssl moduleuses
thetoolsprovidedby theOpenSSLProjectto addaveryimportantfeatureto theApacheHTTP Sener
— theability to encryptcommunicationsln contrastusingregular HTTP, communicationbetween
a bronvseranda Web sener aresentin plain text, which could be interceptedandreadby someone
alongtheroutebetweerthe brovserandthesener.

This chapteris not meantto be completeand exclusve documentatiorfor ary of theseprograms.
Whenpossible this guidepointsto appropriatgplacesvhereyou can nd morein-depthdocumenta-
tion on particularsubjects.

This chaptershavs you how to install theseprograms.You can also learn the stepsnecessaryo
generate privatekey anda certi cate requesthow to generatg/our own self-signeccerti cate, and
how to install a certi cate to usewith your securesener.

Themod_ssl con guration le is locatedat /etc/httpd/conf.d/ssl.conf . For this le to be
loaded,andhencefor mod_ssl to work, you musthave thestatementnclude  conf.d/*.conf in
letc/httpd/conf/httpd.conf . Thisstatemenis includedby defaultin thedefault ApacheHTTP

Sener con guration le.

27.2. An Overview of Security-Related Packages
To enablethe securesener, you needto have thefollowing packagesnstalledata minimum:

httpd

Thehttpd packagecontainsthehttpd daemorandrelatedutilities, con guration les, icons,
ApacheHTTP Sener modulesmanpagesandother les usedby the ApacheHTTP Sener.

mod_ssl

Themod_ssl packagencludesthe mod_ssl module,which providesstrongcryptographyfor
the ApacheHTTP Sener via the SecureSoclets Layer (SSL) and TransportLayer Security
(TLS) protocaols.

openssl

Theopenssl packageontainghe OpenSSlioolkit. The OpenSSlioolkit implementshe SSL
andTLS protocolsandalsoincludesagenerapurposecryptographylibrary.

Additionally, othersoftwarepackagegrovide certainsecurityfunctionalities(but arenot requiredby
the securesener to function):
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httpd-devel

The httpd-devel packagecontainsthe ApacheHTTP Sener include les, headerles and
the APXS utility. You needall of theseif you intendto load ary extra modulesotherthanthe
modulesprovidedwith this product.Seethe RedHat EnterpriseLinux RefeenceGuidefor more
informationon loadingmodulesontoyour securesener usingApaches DSO functionality

If you do notintendto load othermodulesontoyour ApacheHTTP Sener, you do not needto
install this package.

OpenSShpackages

The OpenSSHpackagesprovide the OpenSSHset of network connectiity tools for logging
into andexecutingcommand®n a remotemachine.OpenSSHools encryptall trafc (includ-
ing passwerds),soyou canavoid easesdroppingconnectiorhijacking,andotherattackson the
communication®etweeryour machineandtheremotemachine.

Theopenssh packagencludescore les neededy boththe OpenSSHlient programsandthe
OpenSSHsener. The openssh packagealsocontainsscp , a securereplacementor rcp (for
copying les betweermachines).

Theopenssh-askpass  packagesupportghe displayof a dialogwindow which promptsfor a
passwrd duringuseof the OpenSSHagent.

Theopenssh-askpass-gnome  packagecanbe usedin conjunctionwith the GNOME desktop
environmentto displaya graphicaldialogwindonv whenOpenSSHorogramspromptfor a pass-
word. If youarerunningGNOME andusingOpenSSHUutilities, you shouldinstall this package.

The openssh-server ~ packagecontainsthe sshd secureshell daemonandrelated les. The
secureshelldaemonis the sener sideof the OpenSSHsuiteandmustbe installedon your host
to allow SSHclientsto connecto your host.

The openssh-clients packagecontainsthe client programsneededo make encryptedcon-
nectionsto SSHseners,including the following: ssh, a securereplacementor rsh ; sftp , a
securereplacementor ftp  (for transferringles betweermachines)andslogin , a securere-
placementor rlogin  (for remotelogin) andtelnet  (for communicatingvith anotherostvia
the Telnetprotocol).

For moreinformationaboutOpenSSHseeChapter22 OpenSSHthe RedHat EnterpriseLinux
RefeenceGuide andthe OpenSSHvebsiteat http://wwwopenssh.com.

openssl-devel

Theopenssl-devel  packageontainghestaticlibrariesandtheinclude le neededo compile
applicationswith supportfor variouscryptographialgorithmsandprotocols.You needto install
this packageonly if you aredevelopingapplicationswhich include SSL support— you do not
needthis packageo useSSL.

stunnel

Thestunnel packageprovidesthe StunnelSSLwrapper Stunnelsupportshe SSL encryption
of TCP connectionsso it can provide encryptionfor non-SSLaware daemonsand protocols
(suchasPOR IMAP andLDAP) without requiringary changeso thedaemors code.

Table 27-1 displaysa summaryof the securesener packagesandwhetheror not eachpackageis
optionalfor theinstallationof a securesener.

Package Name Optional?

httpd no

mod_ssl no
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Package Name Optional?
openssl no
httpd-devel yes
openssh yes
openssh-askpass yes
openssh-askpass-gnome yes
openssh-clients yes
openssh-server yes
openssl-devel yes
stunnel yes

Table 27-1.Security Packages

27.3. An Overview of Certi cates and Security

Your securesener providessecurityusinga combinatiorof the SecureSocletsLayer (SSL)protocol
and(in mostcasesp digital certi cate from a Certi cate Authority (CA). SSLhandleghe encrypted
communicationsnd the mutual authenticatiorbetweenbrowvsersandyour securesener. The CA-
appraved digital certi cate providesauthenticatiorfor your securesener (the CA putsits reputation
behindits certi cation of your organizatiors identity). Whenyour browseris communicatingising
SSL encryption,the https:/ pre x is usedat the beginning of the Uniform ResourceLocator
(URL) in the navigationbar

Encryptiondependsiponthe useof keys (think of themassecretencoder/decodeingsin datafor-
mat). In corventionalor symmetriccryptographyboth endsof the transactiorhave the samekey,
whichthey useto decodeeachothers transmissiondn public or asymmetriccryptographytwo keys
co-&ist: a public key anda privatekey. A personor anorganizationkeepstheir private key a secret
andpublishegheir public key. Dataencodedvith the public key canonly bedecodedwith the private
key; dataencodedvith the privatekey canonly be decodedvith the public key.

To setup your securesener, usepublic cryptographyto createa public andprivatekey pair. In most
casesyou sendyour certi cate reques{includingyour public key), proof of your compay's identity,

andpaymentio a CA. The CA veri es thecerti cate requestindyour identity, andthensendsacka
certi cate for your securesener.

A securesener usesa certi cate to identify itself to Web browsers.You can generateyour own
certi cate (calleda"self-signed‘certi cate), or you cangetacerti cate from aCA. A certi cate from
areputableCA guaranteethata websiteis associatedvith a particularcompaiy or organization.

Alternatively, you cancreateyour own self-signeccerti cate. Note, however, thatself-signedcerti -
catesshouldnot be usedin mostproductionervironments.Self-signedcerti catesarenot automat-
ically accepteddiy a users brovser— usersare promptedby the browserto acceptthe certi cate
andcreatethe secureconnection SeeSection27.5Typesof Certi cates for moreinformationon the
differencesdetweerself-signecand CA-signedcerti cates.

Onceyou have a self-signedcerti cate or a signedcerti cate from the CA of your choice,you need
to installit onyour securesener.

27.4. Using Pre-Existing Keys and Certi cates

If you alreadyhave anexisting key andcerti cate (for example,if you areinstallingthe securesener
to replaceanothercompary's securesener product),you canprobablybe ableto useyour existing
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key andcerti cate with thesecuresener. In thefollowing two situationsyou arenotableto useyour
existing key andcerti cate:

- If youare changingyour IP addressor domainname— Certi catesareissuedfor a particularlP
addresanddomainnamepair. You mustgeta new certi cate if you arechangingyour IP address
or domainname.

- If youhavea certi cate from VeriSignand you are changingyour serversoftwae — VeriSignis
awidely usedCA. If you alreadyhave a VeriSigncerti cate for anotherpurposeyou may have
beenconsideringusingyour existing VeriSign certi cate with your new securesener. However,
you arenot be allowed to becausé/eriSignissuescerti catesfor onespeci ¢ sener softwareand
IP address/domainamecombination.

If you changeeitherof thoseparametergfor example,if you previously useda differentsecure
sener product),the VeriSigncerti cate you obtainedto usewith the previous con guration will
notwork with the new con guration. You mustobtaina new certi cate.

If youhave anexisting key andcerti cate thatyou canuse,youdo nothave to generatenew key and
obtainanew certi cate. However, youmayneedto move andrenamehe les which containyour key
andcerti cate.

Move your existingkey le to:
letc/httpd/conf/ssl.key/ serv er. key
Move your existing certi cate le to:
letc/httpd/conf/ssl.crt/ serv er. crt

After you have movedyour key andcerti cate, skipto Section27.9TestingTheCerti cate.

If youareupgradingrom the RedHat SecuréNebSener, yourold key (httpsd.key ) andcerti cate
(nttpsd.crt ) arelocatedin /etc/httpd/conf/ .Move andrenameyourkey andcerti cate sothat
the securesener canusethem.Usethe following two commandgo move andrenameyour key and
certi cate les:

mv /etc/httpd/con f/ ht tps d. key /etc/httpd/con f/ ssl. keyl serv er k ey
mv /etc/httpd/con f/ ht tps d. crt /etc/httpd/con f/l ssl. crt/ server.crt

Thenstartyour securesener with the command:
Isbin/service httpd  start

For asecuresener, youarepromptedo enteryour passphraseifter youtypeit in andpresgEnter],
thesener starts.

27.5. Types of Certi cates

If you installedyour securesener from the RPM packageprovided by RedHat, a randomkey and
atestcerti cate aregeneratedind put into the appropriatedirectories Beforeyou begin usingyour
securesener, however, you must generateyour own key and obtain a certi cate which correctly
identi es your sener.

Youneedakey andacerti cate to operateyour securesener— which meanghatyou caneithergen-
erateaself-signecterti cate or purchase CA-signedcerti cate from a CA. Whatarethedifferences
betweerthetwo?

A CA-signedcerti cate providestwo importantcapabilitiesfor your sener:
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- Browsers(usually) automaticallyrecognizethe certi cate and allow a secureconnectionto be
made without promptingthe user

- Whena CA issuesasignedcerti cate, they areguaranteeingheidentity of the organizatiorthatis
providing thewebpageso the brovser

If your securesener is beingaccessetby the public at large, your securesener needsa certi cate
signedby a CA sothatpeoplewhovisit yourwebsiteknow thatthewebsiteis ownedby the organiza-
tion who claimsto own it. Beforesigninga certi cate, a CA veri es thatthe organizationrequesting
thecerti cate wasactuallywho they claimedto be.

MostWebbrowsersthatsupportSSLhave alist of CAs whosecerti catesthey automaticallyaccept.
If abrowserencounters certi cate whoseauthorizingCA is notin thelist, thebrowseraskstheuser
to eitheracceptor declinetheconnection.

You cangeneratea self-signedcerti cate for your securesener, but be avarethata self-signedcer

ti cate doesnot provide the samefunctionality asa CA-signedcerti cate. A self-signedcerti cate
is notautomaticallyrecognizedy mostWeb browsers,anda self-signeccerti cate doesnot provide
ary guaranteeoncerningheidentity of the organizatiornthatis providing the website A CA-signed
certi cate providesboth of theseimportantcapabilitiesfor a securesener. If your securesener is to

beusedin aproductionervironment,you probablyneeda CA-signedcerti cate.

Theprocesof gettinga certi cate from a CA is fairly easy A quick overview is asfollows:

1. Createanencryptionprivateandpublic key pair.

2. Createa certi cate requesbasednthepublickey. Thecerti cate requestontainsnformation
aboutyour sener andthe compary hostingit.

3. Sendthecerti cate requestalongwith documentgroving youridentity, to aCA. We cannotell
youwhichcerti cate authorityto chooseYourdecisionrmaybebasedn your pastexperiences,
or onthe experience®f yourfriendsor colleaguesor purelyon monetaryfactors.

Onceyou have decidedupona CA, you needto follow theinstructionsthey provide on how to
obtainacerti cate from them.

4.Whenthe CA is satis ed that you areindeedwho you claim to be, they sendyou a digital
certi cate.

5. Install this certi cate on your securesener, andbegin handlingsecureransactions.

Whetheryou are gettinga certi cate from a CA or generatingyour own self-signedcerti cate, the
rst stepis to generate key. SeeSection27.6 Geneating a Key for instructionson how to generate
akey.

27.6. Generating a Key
You mustberootto generate key.

First, cd to the/etc/httpd/conf/ directory Remave the fake key andcerti cate thatweregener
atedduringtheinstallationwith the following commands:

rm ssl.key/server k ey
rm ssl.crt/server crt
Next, you needto createyour own randomkey. Changeto the /usr/share/ssl/certs/ directory

andtypein thefollowing command:
make genkey

Your systemdisplaysa messagsimilar to the following:
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umask 77 ; \
Jusr/bin/open ss| genrsa -des3 1024 > /etc/httpd/co nf /s sl .k ey/s erver. key
Generating  RSA private key, 1024 bit long modulus

.

Enter pass phrase:

You now needto typein a passphraseror bestsecurity it shouldcontainat leasteight characters,
include numbersand/orpunctuation,and not be a word in a dictionary Also, rememberthat your
passphrasks casesensitie.

' ; Note

You need to remember and enter this passphrase every time you start your secure server, so do not
forget it.

Re-type the passphraseto verify that it is correct. Once you have typed it in correctly
Jetc/httpd/conf/ssl.key/server.key , containingyour key, is created.

Notethatif youdo notwantto typein apassphrasevery time you startyour securesener, you need
to usethefollowing two commandsnsteadof make genkey to createthekey.

Usethefollowing commando createyour key:

Jusr/bin/open ss| genrsa 1024 > /etc/httpd/co nf/s sl .k ey/s erver. key
Thenusethefollowing commando make surethe permissionsresetcorrectlyfor the le:
chmod go-rwx /etc/httpd/conf/ssl.key/se rve rke y

After you usethe abore commandgo createyour key, you do not needto usea passphrasto start
your securesener.

@Caution

Disabling the passphrase feature for your secure server is a security risk. It is NOT recommend that
you disable the passphrase feature for secure server.

Theproblemsassociateavith notusinga passphrasaredirectly relatedto the securitymaintainedn
thehostmachine For example,if anunscrupulousndividual compromisesheregularUNIX security
on the hostmachine that personcould obtainyour private key (the contentsof your server.key
le). Thekey couldbeusedto sene Webpageghatappearo be from your securesener.

If UNIX security practicesare rigorously maintainedon the host computer(all operatingsystem
patchesandupdatesareinstalledassoonasthey areavailable,no unnecessargr risky servicesare
operatingandsoon), securesener's passphrasmay seemunnecessaryiowever, sinceyour secure
senershouldnotneedto bere-bootedrery often, theextrasecurityprovidedby enteringa passphrase
is aworthwhileeffort in mostcases.

Theserverkey le shouldbeownedby theroot useron your systemandshouldnot beaccessible
to ary otheruser Make a backupcopy of this le. andkeepthe backupcopy in a safe,secureplace.
You needthe backupcopy becausef you ever losetheserver.key  le afterusingit to createyour
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certi cate requestyour certi cate no longerworks andthe CA is not ableto help you. Your only
optionis to reques{andpayfor) anew certi cate.

If youaregoingto purchasecerti cate fromaCA, continueto Section27.7Geneating a Certi cate
Requesto Sendto a CA. If you aregenerating/our own self-signedcerti cate, continueto Section
27.8Creatinga Self-SignedCerti cate.

27.7. Generating a Certi cate Request to Send to a CA

Onceyou have createda key, the next stepis to generate certi cate requesthich you needto send
to the CA of your choice.Make sureyou arein the/usr/share/ssl/certs directory andtypein
thefollowing command:

make certreq

Your systemdisplaysthe following outputandasksyou for your passphras@inlessyou disabledthe
passphraseption):

umask 77 ; \

Jusr/bin/open ssl req -new -key /etc/httpd/co nf /s sl .k ey/s erver. key
-out /etc/httpd/con f/ ssl .c sr/s erver. csr

Using configuration from /usr/share/ss I/ openssl. cnf

Enter pass phrase:

Type in the passphraséhat you chosewhen you were generatingyour key. Your systemdisplays
someinstructionsandthenaskfor a seriesof responsefrom you. Your inputsareincorporatednto
thecerti cate requestThedisplay with exampleresponsedpokssimilar to thefollowing:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter ', the field will  be left blank.

Country Name (2 letter code) [GB]: US

State or Province Name (full name) [Berkshire]: North Carolina
Locality  Name (eg, city) [Newbury]: Raleigh

Organization Name (eg, company) [My Company Ltdl: Test Company
Organizationa | Unit Name (eg, section) [: Testing

CommonName (your name or server's hostname) [|: test.example.com
Email Address [ admin@example.com

Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge  password []:

An optional company name []:

Thedefaultanswersappeaiin braclets[] immediatelyaftereachrequesfor input. For example,the
rst informationrequiredis the nameof the countrywherethecerti cate will beused shawn like the
following:

Country Name (2 letter code) [GBI:

Thedefaultinput,in braclets,is GB To accepthe default, presgEnter],or Il in your countrys two
lettercode.
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You have to typein the restof the values.All of theseshouldbe self-explanatory but you needto
follow theseguidelines:

- Do notabbriatethelocality or state Write themout (for example,St. Louis shouldbewritten out
asSaintLouis).

- If you are sendingthis CSRto a CA, be very carefulto provide correctinformation for all of
the elds, but especiallyfor the Organization Name and the CommonName CAs checkthe
information provided in the CSRto determinewhetheryour organizationis responsibldor what
you providedasthe Common Name CAs rejectsCSRswhich includeinformationthey perceve as
invalid.

-« For Common Name male sureyoutypein thereal nameof your securesener (avalid DNS name)
andnotary aliasesvhichthesener mayhave.

« TheEmail Address shouldbetheemailaddressor thewebmasteor systemadministratar

+ Avoid ary specialcharacterdike @, #, &, !, etc. SomeCAs reject a certi cate requestwhich
containsa specialcharacterSo, if your company nameincludesanampersand&), spellit outas
"and"insteadof "&."

- Do notuseeitherof the extra attributes(A challenge  password andAn optional ~ company
name). To continuewithout enteringthese elds, just press|Enter] to acceptthe blank default for
bothinputs.

The le /etc/httpd/conf/ssl.csr/server.csr is createdwhen you have nished entering
yourinformation.This le is your certi cate requestreadyto sendto your CA.

After you have decidedon a CA, follow theinstructionsthey provide on their website.Their instruc-
tionstell youhow to sendyour certi cate requestary otherdocumentatiotthatthey require,andyour
paymento them.

After youhave ful lled the CA's requirementsthey sendacerti cate to you (usuallyby email). Save
(or cutandpaste)the certi cate thatthey sendyou as/etc/httpd/conf/ssl.crt/server.crt .
Be sureto keepa backupof this le.

27.8. Creating a Self-Signed Certi cate

You cancreateyour own self-signecterti cate. Notethata self-signecterti cate doesnotprovide the
securityguaranteesf a CA-signedcerti cate. SeeSection27.5Typesof Certi catesfor moredetails
aboutcerti cates.

To make your own self-signed certi cate, rst create a random key using the instructions
provided in Section 27.6 Genenting a Key. Once you have a key, male sureyou are in the
lusr/share/ssl/certs directory andtypethefollowing command:

make testcert

Thefollowing outputis shavn, andyou arepromptedor your passphrasginlessyou generatea key
withouta passphrase):

umask 77 ; \

lusr/bin/open ssl req -new -key /etc/httpd/co nf /s sl .k ey/s erver. key
-x509 -days 365 -out /etc/httpd/conf /s sl .crt/server. crt
Using configuration from /usr/share/ss I/ openssl. cnf

Enter pass phrase:

After you enteryour passphrasgor without a promptif you createda key withouta passphraseyou
areasled for moreinformation. The computers outputanda setof inputslooks like the following
(provide thecorrectinformationfor your organizationandhost):
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You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will  be left blank.

Country Name (2 letter code) [GB]: US

State or Province Name (full  name) [Berkshire]: North Carolina
Locality ~ Name (eg, city) [Newbury]: Raleigh

Organization Name (eg, company) [My Company Ltd]: My Company, Inc.
Organizationa | Unit Name (eg, section) [0: Documentation
CommonName (your name or server's hostname) [: myhost.example.com
Email Address []: myemail@example.com

After you provide the correct information, a self-signed certicate is created in
letc/httpd/conf/ssl.crt/server.crt . Restart the secure sener after generating the
certi cate with following thecommand:

/sbin/service httpd  restart

27.9. Testing The Certi cate

To testthe testcerti cate installedby default, a CA-signedcerti cate, and a self-signedcerti cate,
pointyour Webbrowserto thefollowing homepage(replacingserver.example.com with your
domainname):

https://  server.examp le. com

; Note

Note the s after http . The https:  pre x is used for secure HTTP transactions.

If youareusinga CA-signedcerti cate from awell-knowvn CA, your brovserprobablyautomatically
acceptsthe certi cate (without promptingyou for input) and createsthe secureconnection.Your

browserdoesnot automaticallyrecognizea testor a self-signedcerti cate, becausehe certi cate is

notsignedby a CA. If you arenotusinga certi cate from a CA, follow theinstructionsprovided by

your browserto accepthecerti cate.

Onceyour browvseracceptghe certi cate, your securesener displaysa default homepage.

27.10. Accessing The Server
To accesyour securesener, usea URL similarto thefollowing:

https://  server.examp le. com
Your non-securesener canbeaccessedsingan URL similarto thefollowing:

http://  server.exampl e.c om
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Thestandardgortfor securédebcommunicationss port443.The standardgortfor non-securéVeb
communicationss port80. Thesecuresener default con gurationlistenson bothof thetwo standard
ports.Thereforedo not needto specifythe port humberin a URL (the portnumberis assumed).

However, if you con gure your sener to listen on a non-standargbort (for example,arything other
than80 or 443),you mustspecifythe port numberin every URL which is intendedto connecto the
sener onthenon-standargort.

For example,youmayhave con guredyour senersothatyou have avirtual hostrunningnon-secured
onport12331.Any URLs intendedo connecto thatvirtual hostmustspecifythe port numberin the
URL. Thefollowing URL exampleattemptgo connecto anon-secursener listeningon port12331:

http://  server.exampl e.c om 12331

27.11. Additional Resour ces

Referto Section26.7 Additional Resoucesfor additionalreferencesboutthe ApacheHTTP Sener.

27.11.1. Useful Websites

« http://wwwredhat.com/mailmaligtinfo/redha-secureserver — The redhat-secure-server
mailing list.

You can also subscribe to the redhat-secure-server mailing list by emailing
<redhat-secure-server-request@redhat.com > and include the word subscribein the
subjectine.

« http://wwwmodssl.og/ — The mod_ssl websiteis the de nitive sourcefor information about
mod_ssl . The website includes a wealth of documentation,including a User Manual at
http://wwwmodssl.og/docs/.

27.11.2. Related Books

- Apade: TheDe nitive Guide 2ndedition,by BenLaurieandPeter_aurie,O'Reilly & Associates,
Inc.
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BIND Con guration

Thischaptermssumeshatthereadethasabasicunderstandingf BIND andDNS; it doesnot attempt
to explain the conceptof BIND andDNS. This chapterdoesexplain how to usethe Domain Name
Sewvice Con guration Tool (redhat-config-bind ) to con gure basicBIND sener zones.The
Domain Name Sewvice Con guration Tool createshe /etc/named.conf con guration le and
thezonecon guration les in the/var/named/  directoryeachtime changesreapplied.

Impor tant

Do not edit the /etc/named.conf con guration le. Domain Name Service Con guration Tool
generates this le after changes are applied. To con gure settings that are not con gur able using
Domain Name Service Con guration Tool, add them to the /etc/named.custom le.

The Domain Name Sewice Con guration Tool requiresthe X Windov Systemandroot access.
To startthe Domain Name Sewice Con guration Tool, go to the Main Menu Button (on the
Panel) => System Settings => Server Settings => Domain Name Sevice or type the command
redhat-config-bind atashellprompt(for example,in anXTermor GNOME Terminal).

Figure 28-1.Domain Name Service Con guration Tool

The Domain Name Sewice Con guration Tool con gures the default zone directory to be
Ivarlnamed/ . All zone les speci ed are relatie to this directory The Domain Name Sewice
Con guration Tool alsoincludesbasicsyntaxcheckingwhenvaluesare entered For example,if a
valid entryis anIP addresspnly numbersandperiods(.) areallowed in thetext area.

The Domain Name Service Con guration Tool allows for the additionof a forward masterzone,a
reversemasterzone,anda slave zone.After addingthe zones they canbe editedor deletedfrom the
mainwindow asshavn in Figure28-1

After adding,editing, or deletinga zone,click the Save button or selectFile => Save to write the
letc/named.conf con guration le andall theindividual zone les in the/var/named/  directory
Saving changesilsocauseshenamed serviceto reloadthecon guration les. Selecting=ile => Quit
savesthe changedeforequitting the application.
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28.1. Adding a Forwar d Master Zone

To addaforwardmasteizone(alsoknown asa primarymaster)click theNewbutton,select~orward
Master Zone, andenterthe domainnamefor the masterzonein the Domain nametext area.

A new window asshavn in Figure28-2appearsvith thefollowing options:

- Name— Domainnamethatwasjust enteredn the previouswindow.

- File Name — File nameof the DNS databasele, relative to /var/named . It is presetto the
domainnamewith .zone appendedo it.

- Contact— Email addres®f the maincontactfor themasterzone.

« Primary Namesever (SOA) — Stateof authority (SQA) record.This speci esthe nameserer
thatis thebestresourcenf informationfor this domain.

« Serial Number — Theserialnumberof the DNS databasele. This numbemmustbeincremented
eachtimethe le is changedsothattheslave namesersrsfor thezoneretrieve thelatestdata.The
Domain Name Sewice Con guration Tool incrementsthis numbereachtime the con guration
changesilt canalsobeincrementednanuallyby clicking the Setbuttonnext to the Serial Number
value.

- Time Settings— TheRefresh Retry, Expire, andMinimum TTL (Timeto Live) valuesthatare
storedin theDNS databasde. All valuesarein seconds.

- Records— Add, edit,anddeleterecordresourcesf type Host, Alias, andNamesetrver.

Figure 28-2.Adding a Forward Master Zone

A Primary Namesever (SOA) mustbe speci ed,andatleastonenameserer recordmustbe speci-
ed by clicking the Add buttonin the Recordssection.

After con guring the Forward MasterZone, click OK to returnto the main windowv as shavn in
Figure 28-1 From the pulldovn menu,click Save to write the /etc/named.conf con guration
le, write all theindividual zone les in the/var/named directory andhave the daemorreloadthe
con guration les.

Thecon guration createsanentrysimilar to thefollowing in /etc/named.conf
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zone “forward.exam pl e.c om' {
type master,

file "forward.examp le. com.zone";
h
It alsocreateghe le /var/named/forward.example.com.zone with thefollowing information:
$TTL 86400
@ IN SOA ns.example.com . root.localhos t(
2 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttl
)
IN NS 192.168.1.1.

28.2. Adding a Reverse Master Zone

To addareversemasterzone,click the New button andselectReverse Master Zone. Enterthe rst
threeoctetsof the IP addresgangeto be con gure. For example,to con gure the IP addresgange
192.168.10.0/255.255.2554nter192.168.10n the IP Address(rst 3 Octets)text area.

A new window appearsasshowvn in Figure28-3 with thefollowing options:

1.1P Address— The rst threeoctetsenteredn the previous window.

2.ReverselP Address— Non-editablePre-populatethasedbn the IP Addressentered.
3. Contact —Email addres®f themain contactfor themasterzone.

4. File Name— File nameof DNS databasde in the/var/named directory

5. Primary Namesever (SOA) — Stateof authority(SQA) record.This speci esthenameserer
thatis the bestresourceof informationfor thisdomain.

6. Serial Number — The serialnumberof the DNS databasele. This numbermustbe incre-
mentedeachtime the le is changedso that the slave hameserers for the zoneretrieve the
latestdata.The Domain Name Sewice Con guration Tool incrementshis numbereachtime
thecon guration changeslt canalsobeincrementednanuallyby clicking the Setbutton next
to the Serial Number value.

7.Time Settings— The Refresh Retry, Expire, andMinimum TTL (Timeto Live) valuesthat
arestoredin the DNS databasde.

8. Namesevers — Add, edit, anddeletenamesenersfor the reversemasterzone.At leastone
nameserer is required.

9. Reverse AddressTable — List of IP addressewithin the reversemasterzoneandtheir host-
namesFor example,for thereversemasterzone192.168.10192.168.10.Lanbe addedn the
Reverse Addr essTable with the hostnameone.eample.comThe hostnamemustendwith a
period(.) to specifythatit is afull hostname.
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Figure 28-3.Adding a ReverseMaster Zone

A Primary Namesever (SOA) mustbe speci ed,andatleastonenameserer recordmustbe speci-
ed by clicking theAdd buttonin the Namesevers section.

After con guring theReverseMasterZone,click OK to returnto themainwindow asshavn in Figure
28-1 Fromthepulldovn menu click Save to write the/etc/named.conf con guration le, writeall
theindividual zone les in the/var/named directory andhave the daemorreloadthe con guration
les.

Thecon guration createsanentry similar to thefollowing in /etc/named.conf
zone "10.168.192.i n-addr. arpa" {

type master,
file "10.168.192.in -addr. arpa.z one";

h
It alsocreateghe le /var/named/10.168.192.in-addr.arpa.zone with the following infor-
mation:
$TTL 86400
@ IN SOA ns.example.com . root.localhost (
2 ; serial
28800 ; refresh
7200 ; retry

604800 ; expire
86400 ; ttk
)
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@ IN NS ns2.example.co m.
1 IN PTR one.example.co m.
2 IN PTR two.example.co m.

28.3. Adding a Slave Zone

To addaslave zone(alsoknowvn asa secondarynaster) click the New buttonandselectSlave Zone.
Enterthedomainnamefor the slave zonein the Domain nametext area.

A new window appearsasshavn in Figure28-4, with thefollowing options:

- Name— Thedomainnamethatwasenteredn the previouswindow.

- MastersList — The nameserersfrom which theslave zoneretrievesits data.Eachvaluemustbe
avalid IP addressOnly numbersandperiods(.) canbeenteredn thetext area.

- File Name— File nameof the DNS databasde in /var/named

Figure 28-4.Adding a Slave Zone

After con guring the slave zone,click OK to returnto the main window as shawvn in Figure 28-
1. Click Save to write the /etc/named.conf con guration le and have the daemonreloadthe
con guration les.

Thecon guration createsaanentry similar to thefollowing in /etc/named.conf

zone “slave.example .c om" {

type slave;
file "slave.example. com.zone";
masters  {
1.2.3.4;
h
h
The con guration le /var/named/slave.example.com.zone is createdby the named service

whenit dowvnloadsthezonedatafrom the mastersener(s).
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Authentication Con guration

Whenauserlogsin to a RedHat EnterpriseLinux systemthe usernamendpassvord combination
mustbe veri ed, or authenticatedasa valid and actve user Sometimeshe informationto verify
the useris locatedon the local system andothertimesthe systemdefersthe authenticatiorio a user
databasen aremotesystem.

The Authentication Con guration Tool providesa graphicalinterfacefor con guring NIS, LDAP,
and Hesiodto retrieve userinformation aswell asfor con guring LDAP, Kerberos,and SMB as
authenticatiorprotocols.

' ; Note

If you con gured a medium or high security level during installation or with the Security Level Con-
guration Tool, network authentication methods, including NIS and LDAP, are not allowed through
the re wall.

This chapterdoesnot explain eachof the differentauthenticatiortypesin detail. Instead;t explains
how to usethe Authentication Con guration Tool to con gure them.

To startthe graphicalversionof the Authentication Con guration Tool from the desktop,select
Main Menu Button (on the Panel)=> SystemSettings=> Authentication or type the command
authconfig-gtk atashellprompt(for example,in anXTerm or aGNOME terminal). To startthe
text-basedversion,typethecommandauthconfig ~ atashellprompt.

Important

After exiting the authentication program, the changes made take effect immediately.

29.1. User Information

TheUser Information tabhasseveral options.To enableanoption,click theemptycheckboxbeside
it. To disablean option, click the checkboxbesideit to clearthe checkbox.Click OK to exit the
programandapplythechanges.
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Figure 29-1.User Information
Thefollowing list explainswhateachoptioncon gures:

- CacheUser Information — Selectthis optionto enablethe nameservicecachedaemon(nscd )
andcon gure it to startat boottime.

Thenscd packagenustbeinstalledfor this optionto work.

Enable NIS Support — Selectthis optionto con gure thesystemasanNIS clientwhich connects
to anNIS sener for userandpasswerd authenticationClick the Con gur e NIS buttonto specify
theNIS domainandNIS sener. If theNIS seneris notspeci ed,thedaemorattemptgo nd it via
broadcast.

The ypbind packagemustbe installedfor this option to work. If NIS supportis enabled,the
portmap andypbind servicesarestartedandarealsoenabledo startatboottime.

- Enable LDAP Support — Selectthis optionto con gure the systemto retrieve userinformation
via LDAP. Click the Con gur e LDAP buttonto specifythe LDAP Search BaseDN andLDAP
Sewver. If UseTLS to encrypt connectionsis selectedTransportayerSecurityis usedto encrypt
passwrdssentto the LDAP sener.

Theopenldap-clients packagamustbeinstalledfor this optionto work.
For moreinformationaboutLDAP, referto the RedHat EnterpriseLinux RefeenceGuide

Enable Hesiod Support — Selectthis optionto con gure the systento retrieve informationfrom
aremoteHesioddatabasencludinguserinformation.

Thehesiod packagenustbeinstalled.

29.2. Authentication

TheAuthentication taballows for thecon gurationof network authenticatiormethodsTo enablean
option,click theemptycheckboxbesideit. To disableanoption,click the checkboxbesideit to clear
thecheckbox.
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Figure 29-2.Authentication

Thefollowing explainswhateachoptioncon gures:

+ Use Shadav Passwrds — Selectthis option to storepasswerdsin shadav passverd formatin
the/etc/shadow  le insteadof /etc/passwd . Shadev passwerdsareenabledby default during
installationandarehighly recommendetb increasehe securityof the system.

Theshadow-utils  packagamustbeinstalledfor this optionto work. For moreinformationabout
shadov passwverds,referto theUseisandGroupschapteiin theRedHat EnterpriseLinux Refeence
Guide

- UseMD5 Passwords — Selectthis optionto enableMD5 passverds,which allows passverdsto
beupto 256charactermsteadof eightcharactersr less.It is selectedy defaultduringinstallation
andis highly recommendetbr increasedecurity

- EnableLDAP Support— Selecthisoptionto have standardPAM-enabledapplicationsiseLDAP
for authenticationClick the Con gur e LD AP buttonto specifythefollowing:

- UseTLS to encrypt connections— UseTransporiLayer Securityto encryptpassverdssentto
theLDAP sener.

- LDAP Search BaseDN — Retriese userinformationby its DistinguishedName(DN).
- LDAP Sewer — SpecifythelP addres®f the LDAP sener.

The openldap-clients packagenustbeinstalledfor this optionto work. Referto the RedHat
EnterpriseLinux RefeenceGuidefor moreinformationaboutLDAP.

- Enable Kerberos Support — Selectthis optionto enableKerberosauthenticationClick the Con-
gur e Kerberoshbuttonto con gure:

- Realm— Con gure therealmfor the Kerberossener. The realmis the network thatusesKer
beros,composedf oneor moreKDCs anda potentiallylarge numberof clients.

. KDC — De ne the Key Distribution Center(KDC), which is the sener thatissuesKerberos
tickets.

- Admin Sewers— Specifytheadministratiorsener(s)runningkadmind .
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Thekrb5-libs  andkrb5-workstation packagesnustbeinstalledfor thisoptionto work. Refer
to theRedHat EnterpriseLinux RefeenceGuidefor moreinformationon Kerberos.

+ Enable SMB Support — This optioncon guresPAM to usean SMB sener to authenticateisers.
Click the Con gur e SMB buttonto specify:

- Workgroup — Specifythe SMB workgroupto use.
- Domain Controllers — Specifythe SMB domaincontrollersto use.

29.3. Command Line Version

The Authentication Con guration Tool canalsobe run asa commandine tool with no interface.
Thecommandine versioncanbeusedn acon gurationscriptor akickstartscript. Theauthentication
optionsaresummarizedn Table29-1

Option Description

--enableshadow Enableshadev passwerds
--disableshadow Disableshadav passverds
--enablemd5 EnableMDS5 passwverds
--disablemd5 DisableMD5 passverds
--enablenis EnableNIS

--disablenis DisableNIS

--nisdomain= domain SpecifyNIS domain

--nisserver= server SpecifyNIS sener

--enableldap EnableL DAP for userinformation
--disableldap DisableLDAP for userinformation
--enableldaptls Enableuseof TLS with LDAP
--disableldaptls Disableuseof TLS with LDAP
--enableldapauth EnableLDAP for authentication
--disableldapauth DisableLDAP for authentication
--ldapserver= server SpecifyLDAP sener
--ldapbasedn= dn SpecifyLDAP baseDN
--enablekrb5 EnableKerberos

--disablekrb5 DisableKerberos

--krb5kdc= kdc SpecifyKerberoKDC
--krb5adminserver= server SpecifyKerberosadministratiorsener
--krb5realm= realm SpecifyKerberogealm
--enablesmbauth EnableSMB

--disablesmbauth DisableSMB
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Option Description
--smbworkgroup= workgroup SpecifySMB workgroup
--smbservers= server SpecifySMB seners
--enablehesiod EnableHesiod
--disablehesiod DisableHesiod
--hesiodlhs= Ihs SpecifyHesiodLHS
--hesiodrhs= rhs SpecifyHesiodRHS
--enablecache Enablenscd
--disablecache Disablenscd
--nostart Do notstartor stoptheportmap , ypbind , or nscd
servicesvenif they arecon gured
--kickstart Do notdisplaythe userinterface
--probe Probeanddisplaynetwork defaults
Table 29-1.Command Line Options
@Tip
These options can also be found in the authconfig  man page or by typing authconfig ~ --help ata

shell prompt.
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V. System Con guration

Part of a systemadministratoss job is con guring the systemfor varioustasks,typesof users,and
hardwarecon gurations.This sectionexplainshow to con gure a RedHat EnterpriseLinux system.
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Console Access

Whennormal(non-root)userdog into acomputetdocally, they aregiventwo typesof specialpermis-
sions:

1. They canrun certainprogramshatthey would not otherwisebeableto run

2. They canaccesgertain les (normallyspecialdevice les usedto accesdgliskettes,CD-ROMs,
andsoon) thatthey would nototherwisebeableto access

Sincethereare multiple consoleson a single computerand multiple userscan be loggedinto the
computerocally at the sametime, oneof the usershasto "win" theraceto accesshe les. The rst
userto log in at the consoleownsthose les. Oncethe rst userlogs out, the next userwho logsin
ownsthe les.

In contrast,every userwho logsin at the consoleis allowed to run programsthat accomplishtasks
normallyrestrictedto theroot user If X is running,theseactionscanbeincludedasmenuitemsin a
graphicaluserinterface.As shippedthe console-accessibfgrogramsncludehalt , poweroff , and
reboot .

30.1. Disabling Shutdo wn Via [Ctrl]-[Alt]-[Del]

By default, /etc/inittab speci esthat your systemis setto shutdevn andrebootthe systemin
responséo a[Ctrl]-[Alt]-[Del] key combinatiorusedattheconsoleTocompletelydisablethisability,
commenbutthefollowing line in /etc/inittab by puttinga hashmark (#) in front of it:

ca::ctrlaltde I: /s bi n/ shutd own -t3 -r now

Alternatively, you may just want to allow certainnon-rootusersthe right to shutdavn the system
from theconsoleusing[Ctrl]-[Alt]-[Del]. Youcanrestrictthis privilege to certainuserspy takingthe
following steps:

1.Add the-a optionto the/etc/inittab line shavn above, sothatit reads:
ca::ctrlaltdel :/ sbin/ shutdown -a -t3 -r now
The-a ag tellsshutdown to look for the/etc/shutdown.allow le.

2.Createa le namedshutdown.allow  in/etc . Theshutdown.allow le shouldlist theuser
nameof ary usersvhoareallowedto shutdevn thesystenusing[Ctrl]-[Alt]-[Del]. Theformat

of the/etc/shutdown.allow le isalist of usernamexneperline, like thefollowing:

stephen

jack

sophie
Accordingto this example shutdown.allow le, stephenjack, and sophieare allowed to shut-
down the systemfrom the consoleusing[Ctrl]-[Alt]-[Del]. Whenthatkey combinationis used,the
shutdown -a in /etc/inittab checksto seeif ary of the usersin /etc/shutdown.allow (or

root) areloggedin on a virtual console.If oneof themis, the shutdavn of the systemcontinuesif
not, anerrormessagés written to the systemconsoleinstead.

For moreinformationon shutdown.allow  seetheshutdown manpage.
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30.2. Disabling Console Program Access

To disableaccesdy usersto consoleprogramsrun the following commandasroot:
m -f /etc/security/consol e.a pps/*

In ervironmentswherethe consoleis otherwisesecured BIOS and boot loaderpasswrds are set,
[Ctrl]-[Alt]-[Delete] is disabledthe power andresetswitchesaredisabled andsoforth), you maynot
wantto allow ary userattheconsoleto runpoweroff , halt , andreboot , whichareaccessiblérom
the consoleby default.

To remave theseabilities, run thefollowing commandssroot:

rm -f /etc/security /c onsol e. apps/p ower of f
rm -f /etc/security /c onsol e. apps/h al t
rm -f /etc/security /c onsol e. apps/r eboot

30.3. Disabling All Console Access

The PAM pam_console.so  modulemanagesonsole le permissionsand authentication(Refer
to the RedHat EnterpriseLinux RefeenceGuide for more information on con guring PAM.) To
disableall consoleaccessjncluding programand le accesscommentout all lines that refer to
pam_console.so inthe/etc/pam.d/  directory As root, thefollowing scriptdoesthetrick:

cd /etc/pam.d

for i in * ; do
sed '/[*#].*pam_c onsole. so/s /N I#[' $i foo && mv foo $i
done

30.4. De ning the Console

The pam_console.so  module usesthe /etc/security/console.perms le to determinethe
permissiondor usersatthe systemconsole Thesyntaxof the le isvery e xible; you caneditthe le
sothatthesenstructionsno longerapply However, thedefault le hasaline thatlookslike this:

console  =tty[0 -9][ 0-9]* :[0-9]\.[0-9] :[0-9]

Whenuserdog in, they areattachedo somesortof namedterminal,eitheran X senerwith aname
like :0 or mymachine.example.com:1.0 or adevice like /devittySO  or/devipts/2 . Thede-
faultis to de ne thatlocal virtual consolesandlocal X senersareconsideredocal, but if you want
to considerthe serialterminalnext to you on port/dev/ttyS1  to alsobelocal, you canchangethat
line to read:

console  =tty[0 -9][ 0-9]* :[0-9]\.[0-9] :[0-9] /dev/ttyS1

30.5. Making Files Accessib le From the Console

In /etc/security/console.perms , thereis a sectionwith lineslike:

floppy =/dev/f d[0-1]* \
/devi/floppy/* Imnt/floppy*

sound =/dev/ds p* /dev/audio* /dev/midi* \
/dev/imixer* /dev/sequencer \
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/dev/sound/* /dev/beep
cdrom =/dev/cd ro m* /dev/cdroms/* /dev/cdwriter * /mnt/cdrom*

You canaddyour own linesto this section jif necessaryMake surethatary linesyou addreferto the
appropriatalevice. For example,you couldaddthefollowing line:

scanner  =/dev/ scanner /dev/usb/scann er*

(Of coursemale surethat/dev/scanner s really your scanneandnot, say your harddrive.)
Thatisthe rst step.Thesecondstepis to de ne whatis donewith thoseles. Look in thelastsection
of /etc/security/console.perms for linessimilarto:

console 0660  floppy 0660 root.floppy
console 0600 sound 0640 root
console 0600 cdrom 0600 root.disk

andaddaline like:
console 0600  scanner 0600 root
Then,whenyoulog in attheconsoleyou aregiven ownershipof the/dev/scanner  device with the

permission®f 0600(readableandwritable by you only). Whenyou log out, thedevice is ownedby
rootandstill hasthe permission©600(now readableandwritable by rootonly).

30.6. Enabling Console Access for Other Applications

To male otherapplicationsaccessibléo consoleusersabit morework is required.

First of all, consoleaccesonly works for applicationswhich residein /shin/  or /usr/sbin/  , so
theapplicationthatyou wish to run mustbethere.After verifying that,do thefollowing steps:

1. Createa link from the nameof your application,suchas our samplefoo program,to the

lusr/bin/consolehelper application:
cd /usr/bin
In -s consolehelper foo
2. Createthe le /etc/security/console.apps/ foo :
touch /etc/security/c onsole .a pps/f oo

3. Createa PAM con guration le for thefoo servicein /etc/pam.d/ . An easywayto dothisis
to startwith a copy of the halt services PAM con guration le, andthenmodify the le if you
wantto changehebehaior:
cp /etc/pam.d/halt letc/pam.d/foo

Now, when/usr/bin/  foo is executedgconsolehelper s called,which authenticatetheuserwith
the helpof /usr/sbin/userhelper . To authenticatéhe user consolehelper  asksfor the users
passwverd if /etc/pam.d/  foo is acopy of /etc/pam.d/halt (otherwisejt doespreciselywhatis
speci edin /etc/pam.d/  foo ) andthenruns/usr/sbin/  foo with rootpermissions.

In the PAM con guration le, anapplicationcanbe con gured to usethe pam_timestampnodule
to remembei(cache)a successfubuthenticatiorattempt.Whenan applicationis startedandproper
authenticationis provided (the root passwverd), a timestample is created By default, a successful
authentications cachedor ve minutes.Duringthistime, ary otherapplicationthatis con guredto
usepam_timestamp andrunfrom thesamesessions automaticallyauthenticatedor theuser— the
userdoesnot have to entertheroot passwerd again.

This moduleis includedin the pam packageTo enablethis feature,the PAM con guration le in
etc/pam.d/  mustincludethefollowing lines:
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auth sufficient llib/security/pam_times tamp.so
session  optional llib/security/pam_timesta mp.s o
The rst line thatbeginswith auth shouldbe afterary otherauth sufficient lines,andtheline

thatbeginswith session shouldbe afterary othersession optional  lines.
If an applicationcon gured to use pam_timestamp is successfullyauthenticatedrom the Main

Menu Button (onthe Panel),the% iconis displayedn the noti cation areaof the panelif you are
runningthe GNOME or KDE desktopenvironment. After the authenticatiorexpires (the default is
ve minutes) theicon disappears.

Theusercanselectio forgetthe cachedauthenticatiory clicking ontheiconandselectingheoption
to forgetauthentication.

30.7. The floppy Group

If, for whatever reasongconsoleaccesss notappropriatdor you andyou needto give non-rootusers
accesdo your systems diskette drive, this canbe doneusingthefloppy group.Add the user(s)o
thefloppy groupusingthetool of your choice.For example,thegpasswd commandcanbe usedto
adduserfredto thefloppy group:

gpasswd -a fred floppy

Now, userfredis ableto accesshe systems diskettedrive from theconsole.
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Date and Time Con guration

The Time and Date Properties Tool allows the userto changethe systemdateandtime, to con-
gure thetime zoneusedby the system,andto setupthe Network Time Protocol(NTP) daemorto
synchronizeghe systemclock with atime sener.

You mustbe runningthe X Windon Systemand have root privilegesto usethe tool. To startthe
applicationfrom the desktopgo to the Main Menu Button => SystemSettings=> Date & Time or
typethecommandedhat-config-date atashellprompt(for example,in anXTermoraGNOME
terminal).

31.1. Time and Date Properties

As shawvn in Figure31-1, the rst tabbedwindow thatappearss for con guring the systemdateand
time andthe NTP daemon(ntpd ).

Figure 31-1.Time and Date Properties

To changethe date,usethe arrows to the left andright of the monthto changethe month, usethe
arrows to theleft andright of theyearto changeheyear andclick onthe day of theweekto change
thedayof theweek.Changegake placeafterthe OK buttonis clicked.

To changethetime, usethe up anddown arrav buttonsbesidethe Hour, Minute, andSecondin the
Time section.Changedake placeuntil afterthe OK buttonis clicked.

TheNetwork Time Protocol(NTP) daemorsynchronizeshe systenmclock with a remotetime sener
or time source(suchasa satellite). The applicationallows you to con gure anNTP daemorto syn-
chronizeyour systenclockwith aremotesener. To enablethis feature selectEnable Network Time
Protocol This enableghe Sewver pulldovn menu.You canchooseoneof the prede nedsenersor
type a sener namein the pulldovn menu.Your systemdoesnot start synchronizingwith the NTP
sener until you click OK. After youclick OK, thecon gurationis be savzedandthe NTP daemoris
started(or restartedf it is alreadyrunning).
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Clicking theOK buttonappliesary changesnadeto thedateandtime,the NTP daemorsettingsand
thetime zonesettingslt alsoexits the program.

31.2. Time Zone Con guration

To con gure the systemtime zone,click the Time Zone tah Thetime zonecanbechangedy either
usingthe interactve mapor by choosingthe desiredtime zonefrom the list belov the map.To use
the map,click on the city thatrepresentshe desiredtime zone.A red X appearsandthe time zone
selectionchangesn thelist belav themap.Click OK to applythechangesndexit the program.

Figure 31-2.TimezoneProperties

If your systemclock is setto useUTC, selectthe Systemclock usesUTC option. UTC standsfor
the Universal Time Coordinated alsoknown asGreenwichmeantime (GMT). Othertime zonesare
determinedy addingor subtractingrom the UTC time.
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Keyboar d Con guration

Theinstallationprogramallows usersto con gure a keyboardlayoutfor their systemsTo con gure
adifferentkeyboardlayoutafterinstallation,usethe Keyboard Con guration Tool.

To startthe Keyboard Con guration Tool, selectthe Main Menu button (onthe panel)=> System
Settings=> Keyboard, or type the commandedhat-config-keyboard atashellprompt.

Figure 32-1.Keyboard Con guration Tool

Selecta keyboardlayoutfrom thelist (for example,U.S. English) andclick OK. For changego take
effect, you shouldlog out of your graphicaldesktopsessiorandlog backin.
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Mouse Con guration

Theinstallationprogramallows usergo selecthetypeof mouseconnectedo thesystemTo con gure
adifferentmousetypefor the systemusethe Mouse Con guration Tool.

To startthe Mouse Con guration Tool, selectMain Menu Button (on the Panel)=> SystemSet-
tings => Mouse, or typethecommandedhat-config-mouse atashellprompt(for example,in an
XTermor GNOME terminal).If the X Window Systemis not running,the text-basedversionof the
tool is started.

Figure 33-1.SelectMouse

Selectthe nev mousetype for the system.If thereis not an exact match,selectone that is most
compatiblewith the systemandthe mouse.

Thebuilt-in pointingdevice suchasatouchpadon alaptopcomputeris usuallyPS/2compatible.

All themousetypesareappendeavith PS/2 serial, or USB in parenthesed his speci esthemouse

port.
A PS/2mouseportlooks similarto

A serialmouseportlookssimilar to

A USB mouseportlookssimilarto

If the speci c mousemodelis not listed, selectone of the Generic entries,basedon the mouses
numberof buttonsandits interface.

@

Select the Generic - Wheel Mouse entry, with the proper mouse port, to enable the scroll button on
the mouse.
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Thescroll button on awheelmousecanbe usedasthe middle mousebutton for cuttingtext, pasting
text, andothermiddle mousebutton functions.If the mouseonly hastwo buttons,selectEmulate 3
buttons to usea two-button mouseasa three-lutton mouse Whenthis option enabledglicking the
two mousebuttonssimultaneouslemulatesa middle mousebuttonclick.

If aserialportmouseis selectedglick the Serial devicesbuttonto con gure the correctserialdevice
number suchas/dev/ittySO  for themouse.

Click OK to save thenew mousetype. The selectionis writtento the le /etc/sysconfig/mouse ,

andtheconsolemouseservice gpmis restartedThe changesrealsowrittento the X Window System
con guration le /etc/X11/XF86Config ; however, the mousetype changeis not automatically
appliedto thecurrentX sessionTo enablethe nev mousetype,log out of the graphicaldesktopand
log backin.

O,

To reset the order of the mouse buttons for a left-handed user, go to the Main Menu Button (on the
Panel) => Preferences => Mouse, and select Left-handed mouse for the mouse orientation.
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X Window System Con guration

During installation,the systems monitor, video card,anddisplaysettingsarecon gured. To change
ary of thesesettingsfor the systemusethe X Con guration Tool.

To startthe X Con guration Tool, selectMain Menu Button (on the Panel)=> SystemSettings
=> Display, or type the commandredhat-config-xfree86 at a shell prompt(for example,in an
XTermor GNOME terminal).If the X Window Systemis notrunning,a smallversionof X is started
to runthe program.

After changingary of the settings,log out of the graphicaldesktopandlog backin to enablethe
changes.

34.1. Display Settings

The Display tab allows usersto changethe resolutionand color depth The display of a monitor
consistof tiny dotscalledpixels Thenumberof pixelsdisplayedat onetime is calledtheresolution.
For example,the resolution1024x768meansthat 1024 horizontalpixels areused,and 768 vertical
pixels areused.The higherthe resolutionnumbersthe moreimagesthe monitor candisplayat one
time. For example thehighertheresolutionthe smallerthedesktopconsappearandthe moreicons
it takesto Il theentiredesktop.

The color depthof the display determineshow mary possiblecolorsare displayed.The higherthe
color depth,themorecontrasbetweercolors.

Figure 34-1.Display Settings

34.2. Advanced Settings

Whenthe applicationis startedjt probesthe monitorandvideocard.If the hardwareis probedprop-
erly, theinformationfor it is shavn onthe Advancedtabasshowvn in Figure34-2
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Figure 34-2.AdvancedSettings

To changeghemonitortypeor ary of its settingsclick thecorrespondingon gur e button.To change
thevideocardtypeor ary of its settingsclick the Con gur e buttonbesideits settings.
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User and Group Con guration

TheUserManager allows you to view, modify, add,anddeletelocal usersandgroups.

To usetheUserManager, youmustberunningthe X Window Systemhave root privileges,andhave

the redhat-config-users RPM packagenstalled.To startthe User Manager from the desktop,
go to the Main Menu Button (on the Panel) => System Settings=> Users& Groups Or, type

the commandredhat-config-users at a shell prompt(for example,in an XTermor a GNOME

terminal).

Figure 35-1.User Manager

To view alist of local userson the systemclick the Userstah To view alist of local groupson the
systemglick the Groupstah

To nd aspeci c useror group,typethe rst few lettersof thenamein the Search Iter eld. Press
[Enter] or click the Apply lter button.The ltered list is displayed.

To sortthe usersor groups click on thecolumnname The usersor groupsaresortedby the valueof
thatcolumn.

RedHat EnterpriseLinux reseresuserIDs belav 500for systemusers By default, User Manager
doesnotdisplaysystemusersTo view all usersjncludingthesystemusersuncheckPreferences=>
Filter systemusersand groupsfrom the pulldovn menu.

35.1. Adding a New User

To adda new user click the Add User button.A window asshavn in Figure35-2appearsTypethe
usernamendfull namefor the nev userin the appropriateelds. Type the users passverd in the
Password andCon rm Password elds. Thepassverd mustbeatleastsix characters.

@

The longer the user's password, the more dif cult it is for someone else to guess it and log in to
the user's account without permission. It is also recommended that the password not be based on a
dictionary term and that the password be a combination of letters, numbers, and special characters.
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Selectalogin shell.If you arenot surewhich shellto selectaccepthe default valueof /bin/bash
The default homedirectoryis /home/ username /. You canchangethe homedirectorythatis cre-
atedfor the user or you canchoosenot to createthe homedirectory by unselectingCreate home
directory.

If youselecto createhehomedirectory default con guration les arecopiedfrom the/etc/skel/
directoryinto thenew homedirectory

RedHat Enterprise_inux usesa userprivate group (UPG)schemeThe UPG schemeloesnotaddor
changearythingin thestandardJNIX way of handlinggroups;it offersanew corvention.Wheneer
you createanev user by default, auniquegroupwith the samenameastheuseris created!f youdo
notwantto createthis group,unselecCreatea private group for the user.

To specifyauserID for the user selectSpecifyuser ID manually. If the optionis not selectedthe
next availableuserlD startingwith number500is assignedo thenew user RedHat Enterpriselinux
reseresuserlDs belav 500for systemusers.

Click OK to createtheuser

Figure 35-2.New User

To con gure moreadwanceduserpropertiesuchaspassverd expiration, modify theusers properties
afteraddingtheuser Referto Section35.2ModifyingUser Propertiesfor moreinformation.

To addthe userto moreusergroups,click on the User tab, selectthe user andclick Properties In
the User Propertieswindow, selectthe Groupstah Selectthe groupsthatyou wantthe userto bea
memberof, selectthe primarygroupfor theuser andclick OK.

35.2. Modifying User Proper ties

To view the propertiesof an existing user click on the Userstab, selectthe userfrom the userlist,
andclick Propertiesfrom the button menu(or choose~ile => Propertiesfrom the pulldovn menu).
A window similarto Figure35-3appears.
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Figure 35-3.User Properties

TheUser Propertieswindow is divided into multiple tabbedpages:

- User Data — Shaws the basicuserinformationcon gured whenyou addedthe user Usethis tab
to changehe users full name passwerd, homedirectory or login shell.

« Account Info— SelectEnable accountexpiration if youwanttheaccounto expire ona certain
date.Enterthedatein the provided elds. SelectUseraccountis locked to lock the useraccount
sothattheusercannotiog in to the system.

- Password Info— Thistabshavsthedatethattheusers passwrdlastchangedTo forcetheuserto
changepasswrdsafteracertainnumberof days,selectEnable password expiration. Thenumber
of daysbeforethe users passwerd expires,the numberof daysbeforetheuseris warnedto change
passwrds,anddaysbeforetheaccounthecomesnactive canalsobechanged.

+ Groups— Selecthegroupsthatyouwanttheuserto beamembeiof andtheusers primarygroup.

35.3. Adding a New Group

To adda new usergroup, click the Add Group button. A window similar to Figure 35-4 appears.
Type the nameof the new groupto create.To specifya groupID for the new group, selectSpecify
group ID manually andselecthe GID. RedHat Enterprise_inux reseresgrouplDs lower than500
for systemgroups.

Click OK to createthe group.Thenew groupappearsn thegrouplist.

Figure 35-4.New Group

To addusersto thegroup,referto Section35.4Modifying Group Properties
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35.4. Modifying Group Properties

To view the propertiesof anexisting group,selectthe groupfrom the grouplist andclick Properties
from the buttonmenu(or chooseFile => Propertiesfrom the pulldovn menu).A window similar to
Figure35-5appears.

Figure 35-5.Group Properties

The Group Userstab displayswhich usersare memberf the group. Selectadditionalusersto be
addedto the group,or unselecusersto beremoved from thegroup.Click OK to modify the usersin
thegroup.

35.5. Command Line Con guration

If you prefercommandine tools or do not have the X Window Systeminstalled,usethis sectionto
con gure usersandgroups.

35.5.1. Adding a User
To adda userto the system:

1.Issuetheuseradd commando createalocked useraccount:
useradd username

2. Unlock the accountby issuingthe passwd commandto assigna passwerd and setpassverd
agingguidelines:
passwd username

Commandine optionsfor useradd aredetailedin Table35-1

Option Description

-c comment Commentfor theuser

-d home-dir Homedirectoryto be usedinsteadof default/nhome/ username /
-e date Datefor theaccounto bedisabledn theformatYYYY-MM-DD
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Option Description

-f days Numberof daysafterthe passverd expiresuntil theaccounts
disabled(If O is speci ed,the accounts disabledmmediatelyafter
the passwverd expires.If -1 is speci ed,theaccounts notbedisabled
afterthepassverd expires.)

-g group-name Groupnameor groupnumberfor the users default group(Thegroup
mustexist prior to beingspeci ed here.)

-G group-list List of additional(otherthandefault) groupnamesor groupnumbers,
separatethy commaspf which theuseris amember(Thegroups
mustexist prior to beingspeci edhere.)

-m Createthe homedirectoryif it doesnot exist

-M Do not createthehomedirectory

-n Do not createa userprivategroupfor theuser

-r Createa systemaccountwith aUID lessthan500andwithouta home
directory

-p password Thepasswrd encryptedwith crypt

-s Users login shell,which defaultsto /bin/bash

-u uid UserID for theuser which mustbe unigueandgreaterthan499

Table 35-1.useradd Command Line Options

35.5.2. Adding a Group
To adda groupto the systemusethecommandyroupadd :

groupadd group-name

Commandine optionsfor groupadd aredetailedin Table35-2

Option Description

-g gid GrouplD for thegroup,which mustbeuniqueandgreaterthan499

-r Createa systemgroupwith a GID lessthan500

- Exit with anerrorif thegroupalreadyexists (Thegroupis not
altered.)If -g and-f arespeci ed,but thegroupalreadyexists,the
-g optionis ignored

Table 35-2.groupadd Command Line Options

35.5.3. Password Aging

For securityreasonsit is agoodpracticeto requireusersto changeheir passwerdsperiodically This
canbe donewhenaddingor editinga useron the Password Inf o tabof the User Manager.

To con gure passwrd expiration for a userfrom a shellprompt,usethe chage commandfollowed
by anoptionfrom Table35-3 followed by the usernamef theuser
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Impor tant

Shadow passwords must be enabled to use the chage command.

Option Description

-m days Specifytheminimumnumberof daysbetweerwhich theusermust
changepasswerds.If thevalueis 0, the passverd doesnot expire.

-M days Specifythe maximumnumberof daysfor which the passwrd is
valid. Whenthe numberof daysspeci ed by this optionplusthe
numberof daysspeci edwith the-d optionis lessthanthecurrent
day theusermustchangepasswerdsbeforeusingthe account.

-d days Specifythe numberof dayssinceJanuaryl, 1970the passvword was
changed.
-1 days Specifythe numberof inactve daysafterthe passverd expiration

beforelocking theaccountlf thevalueis 0, theaccounts notlocked
afterthe passverd expires.

-E date Specifythedateon which theaccounts locked, in theformat
YYYY-MM-DD. Insteadof the date thenumberof dayssince
Januaryl, 1970canalsobeused.

-w days Specifythe numberof daysbeforethe passverd expirationdateto
warntheuser

Table 35-3.chage Command Line Options

@

If the chage command is followed directly by a username (with no options), it displays the current
password aging values and allows them to be changed.

If asystemadministratomantsa userto seta passverd the rst time theuserlog in, theusers initial
or null passwerd canbe setto expire immediately forcing the userto changeit immediatelyafter
loggingin for the rst time.

Toforceauserto con gure apassverdthe rst timetheuserlogsin attheconsolefollow thesesteps.
Note, this procesgloesnotwork if theuserlogsin usingthe SSHprotocol.

1. Lock theusers passwod — If theuserdoesnotexist, usetheuseradd commando createthe
useraccountput donotgive it a passverd sothatit remaindocked.

If the password is alreadyenabled|ock it with thecommand:
usermod -L username

2. Forceimmediatepasswod expiration — Typethefollowing command:
chage -d 0 username

Thiscommandsetsthevaluefor thedatethepasswrd waslastchangedo theepoch(Januan,
1970).This valueforcesimmediatepassverd expirationno matterwhatpasswverd agingpolicy,
if ary, isin place.
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3. Unloc the account— Therearetwo commonapproacheto this step.The administratorcan
assigraninitial passverd or assigra null passverd.

&Warning

Do not use the passwd command to set the password as it disables the immediate password
expiration just con gured.

To assigraninitial passwerd, usethefollowing steps:

- Startthecommandine Pythoninterpretemwith thepython commandlt displaysthefollow-
ing:
Python 2.2.2 (#1, Dec 10 2002, 09:57:09)
[GCC 3.2.1 20021207 (Red Hat Enterprise Linux 3 3.2.1-2)] on linux2

Type “help”, "copyright”, “credits” or ‘“license" for more information.
>>>

- At the prompt,type the following (replacingpassword with the passwverd to encryptand
salt with acombinationof exactly 2 upperor lower casealphabeticcharactersdigits, the
dot(.) characteror theslash(/) charactesuchasab or 12:
import  crypt; print  crypt.crypt(" password ", salt ")

Theoutputis theencryptedpasswerd similar to 12CsGd8FRcMSM
« Type[Ctrl]-[D] to exit the Pythoninterpreter

- Cutandpastetheexactencryptedassword output,withoutaleadingor trailing blankspaces,
into thefollowing command:
usermod -p "encrypted-password " username

Insteadof assigninganinitial passverd, a null passwrd canbe assignedisingthe command:
usermod -p "™ username

@Caution

While using a null password is convenient for both the user and the administrator, there is a
slight risk that a third party can log in rst and access the system. To minimize this threat, it is
recommended that the administrator veri es that the user is ready to log in when the account
is unlocked.

In eithercaseuponinitial log in, the useris promptedor a new passverd.

35.6. Explaining the Process

The following stepsillustrate what happensf the commanduseradd juan is issuedon a system
thathasshadav passverdsenabled:

1. A new line for juan is createdn /etc/passwd . Theline hasthefollowing characteristics:
- It beginswith theusernamguan .
« Thereis anx for thepasswrd eld indicatingthatthe systemis usingshadev passverds.

« A UID ator abore 500is created(UnderRedHat EnterpriseLinux, UIDs andGIDs belov
500arereseredfor systemuse.)

- A GID ator abore 500is created.

« Theoptional GECOSinformationis left blank.

« Thehomedirectoryfor juan is setto /home/juan/
« Thedefaultshellis setto /bin/bash
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2.A new line for juan is createdn /etc/shadow . Theline hasthefollowing characteristics:
« It beginswith theusernamguan .

« Two exclamationpoints(!! ) appearin the password eld of the/etc/shadow le, which
lockstheaccount.

' ; Note

If an encrypted password is passed using the -p ag, itis placed in the /etc/shadow  le on
the new line for the user.

« Thepasswrdis setto never expire.

3. A new line for a groupnamedjuan is createdn /etc/group . A groupwith the samename
asa useris calleda user private group. For moreinformationon userprivate groups,referto
Section35.1Addinga New User.

Theline createdn /etc/group  hasthefollowing characteristics:
« It beginswith thegroupnamejuan .

« An x appearsn the password eld indicatingthat the systemis usingshadev group pass-
words.

« TheGID matchegheonelistedfor userjuan in /etc/passwd

4. A new line for agroupnamedjuan is createdn /etc/gshadow . Theline hasthe following
characteristics:

- It beginswith thegroupnamejuan .

« An exclamationpoint (! ) appearsn the passverd eld of the /etc/gshadow  le, which
locksthegroup.

« All other elds areblank.

5. A directoryfor userjuan is createdn the/home/ directory This directoryis ownedby user
juan andgroupjuan . However, it hasread,write, and executeprivileges only for the user
juan . All otherpermissiongredenied.

6. The les within the/etc/skel/ directory(which containdefault usersettings)arecopiedinto
thenew /home/juan/  directory

At this point,alockedaccountalledjuan existsonthesystemTo activateit, theadministratomust
next assigra passwerd to theaccounusingthepasswd commandand,optionally setpassverd aging
guidelines.

35.7. Additional Information
Referto theseresourcegor moreinformationon userandgroupmanagement.
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35.7.1. Installed Documentation

« Themanpagedor useradd , passwd , groupadd , andchage .

35.7.2. Related Books

- RedHat EnterpriseLinux RefeenceGuide— Thismanualgivesalist of standardisersandgroups,
discussesiserprivategroups,andprovidesanoverviewv of shada passverds.

- RedHat EnterpriseLinux Introductionto SystemAdministation — This companionrmanualcon-
tainsmoreinformationon managingusersandgroupsaswell asmanaginguserresources.
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5) redhat

Chapter 36.
Printer Con guration

The Printer Con guration Tool allows usersto con gure a printer This tool helpsmaintainthe
printercon guration le, print spooldirectoriesandprint Iters.

RedHatEnterpriseLinux 3 useshe CUPSprinting system|If a systemwasupgradedrom aprevious
Red Hat EnterpriseLinux versionthat usedCUPS, the upgradeprocesspresered the con gured
queues.

Using the Printer Con guration Tool requiresroot privileges. To start the application, select
Main Menu Button (on the Panel) => System Settings => Printing, or type the command
redhat-config-printer . This commandautomaticallydeterminesvhetherto run the graphical
or text-basedversion dependingon whetherthe commandis executedin the graphical desktop
environmentor from atext-basedconsole.

To force the Printer Con guration Tool to run asa text-basedapplication,executethe command

redhat-config-printer-tui from ashellprompt.
Important
Do not edit the /etc/printcap le or the les in the /etc/cups/ directory. Each time the printer

daemon (cups ) is started or restarted, new con gur ation les are dynamically created. The les are
dynamically created when changes are applied with the Printer Con guration Tool as well.

Figure 36-1.Printer Con guration Tool

Thefollowing typesof print queuesanbecon gured:

« Locally-connected— a printerattachedlirectly to the computerthrougha parallelor USB port.

- Networked CUPS (IPP) — a printerthatcanbe accessedver a TCP/IPnetwork via the Internet
Printing Protocol,alsoknown asIPP (for example,aprinterattachedo anotheiRedHat Enterprise
Linux systenrunningCUPSon the network).

« Networked UNIX (LPD) — a printer attachedo a differentUNIX systemthatcanbe accessed
overaTCP/IPnetwork (for example,a printerattachedo anotheiRedHat EnterpriseLinux system
runningLPD on the network).
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- Networked Windows (SMB) — aprinterattachedo a differentsystemwhich is sharinga printer
over a SMB network (for example,a printerattachedo a Microsoft Windowvs™ machine).

- Networked Novell (NCP) — a printerattachedo adifferentsystemwhich usesNovell's NetWare
network technology

« Networked JetDirect— a printer connectedlirectly to the network throughHP JetDirectinstead
of to acomputer

Impor tant

If you add a new print queue or modify an existing one, you must apply the changes to them to take
effect.

Clicking the Apply buttonsavesary changeshatyou have madeandrestartsheprinterdaemonThe
changesare not written to the con guration le until the printer daemonis restarted Alternatively,
you canchooseAction => Apply.

36.1. Adding a Local Printer

To adda local printer, suchasone attachedhrougha parallel port or USB port on your computeyr
click the New button in the main Printer Con guration Tool window to display the window in
Figure36-2 Click Forward to proceed.

Figure 36-2.Adding a Printer

In thewindow shavn in Figure36-3 entera uniquenamefor the printerin theNametext eld. The
printernamecannotcontainspacegndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.
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Figure 36-3.Selectinga QueueName

After clicking Forward, Figure36-4appearsSelect_ocally-connectedfrom the Selecta queuetype
menu,andselectthedevice. Thedevice is usually/dev/lp0  for aparallelprinteror /dev/usb/Ip0

for a USB printer If no devicesappearin the list, click Rescandevicesto rescanthe computeror
click Customdevice to specifyit manually Click Forward to continue.

Figure 36-4.Adding a Local Printer

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

36.2. Adding an IPP Printer

An IPP printeris a printerattachedo a differentLinux systemon the samenetwork runningCUPSor
a printer con gured on anotheroperatingsystemto uselPP. By default, the Printer Con guration
Tool brovsesthenetwork for ary sharedPPprinters.(Thisoptioncanbechangedy selectingAction
=> Sharing from the pulldovn menu.)Any networked IPP printerfoundvia CUPSbrovsingappears
in themainwindow underthe Browsedqueuescatayory.

If you have a rewall con gured on the print sener, it mustbe ableto sendandreceve connections
ontheincomingUDP port, 631.If youhave a re wall con gured onthe client (thecomputersending
the print request)jt mustbeallowed to sendandacceptconnection®n port 631.
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If you disablethe automaticbrowsing feature,you canstill adda networked IPP printer by clicking
the New button in the main Printer Con guration Tool window to displaythe window in Figure
36-2 Click Forward to proceed.

In thewindow shavn in Figure36-3 entera uniquenamefor the printerin the Nametext eld. The
printernamecannotcontainspacegndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.

After clicking Forward, Figure 36-5 appearsSelectNetworked CUPS (IPP) from the Selecta
queuetype menu.

Figure 36-5.Adding an IPP Printer

Text elds for thefollowing optionsappear:

« Sewer — Thehostnamer IP addres®f theremotemachineto which the printeris attached.
- Path — The pathto the print queueon theremotemachine.
Click Forward to continue.

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

Impor tant

The networked IPP print server must allow connections from the local system. Refer to Section 36.13
Sharing a Printer for more information.

36.3. Adding a Remote UNIX (LPD) Printer

To addaremoteUNIX printer suchasoneattachedo adifferentLinux systemonthe samenetwork,
click theNew buttonin themainPrinter Con guration Tool windown. Thewindow shavn in Figure
36-2will appearClick Forward to proceed.

In thewindow shavn in Figure36-3 entera uniquenamefor the printerin theNametext eld. The
printernamecannotcontainspacegndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.
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SelectNetworked UNIX (LPD) from the Selecta queuetype menu,andclick Forward.

Figure 36-6.Adding a RemoteLPD Printer

Text elds for thefollowing optionsappear:

+ Sewer — Thehostnamer IP addres®f theremotemachineto whichtheprinteris attached.
« Queue— Theremoteprinterqueue Thedefault printerqueueis usuallylp .
Click Forward to continue.

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

Important

The remote print server must accept print jobs from the local system.

36.4. Adding a Samba (SMB) Printer

To adda printerwhichis accessedsingthe SMB protocol(suchasa printerattachedo a Microsoft
Windows system)click the New buttonin the main Printer Con guration Tool window. Thewin-
dow shawn in Figure36-2will appearClick Forward to proceed.

In thewindow shavn in Figure36-3 entera uniqguenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer which
cancontainspaces.

SelectNetworked Windows (SMB) from the Selecta queuetype menu,andclick Forward. If the
printeris attachedo a Microsoft Windows systemchoosehis queuetype.
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Figure 36-7.Adding a SMB Printer

As shawn in Figure 36-7, SMB sharesareautomaticallydetectedandlisted. Click the arrav beside
eachsharenameto expandthelist. Fromthe expandedist, selecta printer

If theprinteryou arelooking for doesnotappeain thelist, click the Specifybuttonontheright. Text
elds for thefollowing optionsappear:

« Workgroup — Thenameof the Sambawvorkgroupfor the sharedprinter
« Sewer — Thenameof thesener sharingthe printer

+ Share — The nameof the sharedorinter on which you wantto print. This namemustbethe same
namede ned asthe Sambaprinteron theremoteWindows machine.

- User name— The nameof the useryou mustlog in asto accesshe printer This usermustexist
on the Windows system andthe usermusthave permissiorto accesghe printer The default user
nameis typically guest for Windows seners,or nobody for Sambaseners.

« Password — Thepasswerd (if required)for theuserspeci edin theUser name eld.

Click Forward to continue.The Printer Con guration Tool thenattemptso connectto the shared
printer If the sharedprinterrequiresa usernamendpasswrd, a dialogwindowv appeargprompting
you to provide a valid usernameand passverd for the sharedprinter If anincorrectsharenameis

speci ed,you canchangeit hereaswell. If a workgroupnameis requiredto connectto the share it

canbespeci edin thisdialogbox. Thisdialogwindow is thesameastheoneshavn whenthe Specify
buttonis clicked.

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

&Warning

If you require a username and password, they are stored unencrypted in les only readable by root
and Ipd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are le shares from the server, it is recommended that they also use a different password than
the one for the print queue.
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36.5. Adding a Novell NetWare (NCP) Printer

To adda Novell NetWare (NCP) printer, click the New button in the main Printer Con guration
Tool window. Thewindow shavn in Figure36-1will appearClick Forward to proceed.

In thewindow shavn in Figure36-3 entera uniquenamefor the printerin theNametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer, which
cancontainspaces.

SelectNetworked Novell (NCP) from the Selecta queuetype menu.

Figure 36-8.Adding an NCP Printer

Text elds for thefollowing optionsappear:

« Sewer — Thehostnamer IP addres®f the NCP systento which the printeris attached.
+ Queue— Theremotequeuefor the printeronthe NCP system.

« User— Thenameof theuseryou mustlog in asto accesshe printer

- Password — Thepasswrd for the userspeci edin theUser eld above.

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

&Warning

If you require a username and password, they are stored unencrypted in les only readable by root
and Ipd. Thus, it is possible for others to learn the username and password if they have root access.
To avoid this, the username and password to access the printer should be different from the username
and password used for the user's account on the local Red Hat Enterprise Linux system. If they are
different, then the only possible security compromise would be unauthorized use of the printer. If
there are le shares from the server, it is recommended that they also use a different password than
the one for the print queue.

36.6. Adding a JetDirect Printer

To adda JetDirectprinter, click the Newbuttonin themainPrinter Con guration Tool window. The
window shavn in Figure36-1will appearClick Forward to proceed.
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In thewindow shavn in Figure36-3 entera uniquenamefor the printerin the Nametext eld. The
printernamecannotcontainspacesndmustbegin with aletter Theprinternamemaycontainletters,
numbersdasheg-), andunderscore$ ). Optionally entera shortdescriptionfor the printer which
cancontainspaces.

SelectNetworked JetDirect from the Selecta queuetype menu,andclick Forward.

Figure 36-9.Adding a JetDirect Printer

Text elds for thefollowing optionsappear:

+ Printer — Thehostnamer IP addresof the JetDirectprinter
- Port — TheportontheJetDirectprinterthatis listeningfor print jobs. Thedefault portis 9100.

Next, selectthe printer type. Referto Section36.7 Selectingthe Printer Model and Finishing for
details.

36.7. Selecting the Printer Model and Finishing
After selectinghe queuetype of the printer, thenext stepis to selectthe printermodel.

Youwill seeawindow similarto Figure36-1Q If it wasnot auto-detectedselectthe modelfrom the
list. The printersaredivided by manugcturers Selectthe nameof the printer manuacturerfrom the
pulldovn menu.Theprintermodelsareupdateceachtime a differentmanubctureris selectedSelect
the printermodelfrom thelist.
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Figure 36-10.Selectinga Printer Model

Therecommendegrint driver is selectedbasedon the printer modelselectedThe print driver pro-
cesseshe datathat you wantto print into a formatthe printer canunderstandSincea local printer
is attacheddirectly to your computer you needa print driver to procesghe datathatis sentto the
printer

If youarecon guring aremoteprinter(IPP, LPD, SMB, or NCP),theremoteprint sener usuallyhas
its own print driver. If you selectanadditionalprint driver on yourlocal computerthe datais Itered
multiple timesandis corvertedto aformatthatthe printercannotunderstand.

To male surethe datais not Itered morethanonce, rst try selectingGeneric asthe manufcturer
andRaw Print Queueor Postscript Printer asthe printermodel.After applyingthe changesprint
atestpageto try out this new con guration. If the testfails, the remoteprint sener might not have
a print driver con gured. Try selectinga print driver accordingto the manufcturerandmodelof the
remoteprinter applyingthechangesandprinting atestpage.

O,

You can select a different print driver after adding a printer by starting the Printer Con guration
Tool, selecting the printer from the list, clicking Edit, clicking the Driver tab, selecting a different print
driver, and then applying the changes.

36.7.1. Conrming Printer Con guration

Thelaststepis to con rm your printercon guration.Click Apply to addtheprint queusif thesettings
arecorrect.Click Back to modify the printercon guration.

Click theApply buttonin themainwindow to save yourchangesndrestartheprinterdaemonAfter
applyingthe changesprint a testpageto ensurethe con guration is correct.Referto Section36.8
Printing a TestPage for details.

If you needto print characterdeyond the basicASCII set(including thoseusedfor languagesuch
asJapaneseyou mustreview your driver optionsandselectPrerender Postscript. Referto Section
36.9Modifying ExistingPrinters for details.You canalsocon gure optionssuchaspapersizeif you
editthe print queueafteraddingit.
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36.8. Printing a Test Page

After you have con gured your printer, you shouldprint a testpageto make surethe printeris func-
tioning properly To print a testpage,selectthe printerthatyou wantto try out from the printerlist,
thenselecttheappropriateestpagefrom the Testpulldovn menu.

If you changethe print driver or modify the driver options,you shouldprint a testpageto testthe
differentcon guration.

Figure 36-11.TestPageOptions

36.9. Modifying Existing Printer s

To deleteanexisting printer, selectthe printerandclick the Deletebuttonon thetoolbar The printer
is removedfrom theprinterlist. Click Apply to save thechangesndrestartthe printerdaemon.

To setthe default printer selectthe printer from the printer list andclick the Default button on the
toolbar The default printericon o appearsn the Default columnof the default printerin thelist. A
IPP browsedqueueprintercannot be setasthedefault printerin the Printer Con guration Tool. To
malke an|PP printerthe default, eitheraddit asdescribedn Section36.2Addingan IPP Printer and
male it thedefault or usethe GNOME Print Manager to setit asthe default. To startthe GNOME
Printer Manager, selectMain Menu => SystemTools=> Print Manager. Right-clickonthequeue
name,and selectSet as Default. Settingthe default printerin the GNOME Print Manager only
changegshedefault printerfor theuserwho con guresit; it is nota system-widesetting.

After addingthe printer(s),the settingscan be editedby selectingthe printer from the printer list
andclicking the Edit button. The tabbedwindow shavn in Figure36-12is displayed.The window
containghe currentvaluesfor theselectegrinter Make ary necessarghangesandclick OK. Click
Apply in the main Printer Con guration Tool window to save the changesandrestartthe printer
daemon.
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Figure 36-12.Editing a Printer

36.9.1. Queue Name

To renamea printer or changeits shortdescriptionchangethe valuein the Queuenametah Click
OK to returnto the main window. The nameof the printer shouldchangein the printer list. Click
Apply to save the changeandrestartthe printerdaemon.

36.9.2. Queue Type

The Queuetype tabshavs the queuetype thatwasselectedvhenaddingthe printerandits settings.
The queuetype of the printer canbe changedr just the settings After makingmodi cations, click
OK to returnto themainwindow. Click Apply to save thechangesndrestartthe printerdaemon.

Dependingon which queuetype is chosendifferentoptionsaredisplayed Referto the appropriate
sectionon addinga printerfor a descriptionof the options.

36.9.3. Printer Driver

ThePrinter driver tabshavs which print driver is currentlybeingused f it is changedglick OK to
returnto themainwindow. Click Apply to save the changeandrestartthe printerdaemon.

36.9.4. Driver Options

The Driver Options tab displaysadwancedprinter options.Optionsvary for eachprint driver. Com-
monoptionsinclude:

+ Prerender Postscript shouldbe selectedf characterbeyondthebasicASCII setarebeingsentto
the printerbut they arenot printing correctly(suchasJapaneseharacters)This optionprerenders
non-standardPostScripfontssothatthey areprintedcorrectly

If theprinterdoesnotsupporthefontsyouaretrying to print, try selectinghisoption.For example,
selectthis optionto print Japaneséntsto a non-Japanesgrinter

Extratimeis requiredto performthis action.Do not chooset unlessproblemsprinting the correct
fontsexist.
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Also selectthis optionif the printer cannot handlePostScriptevel 3. This option corvertsit to
PostScriptevel 1.

+ GhostScript pre- ltering — allows you to selectNo pre- Itering , Convert to PS level 1, or
Convert to PSlevel 2 in casethe printer cannot handlecertainPostScriptievels. This optionis
only availableif thePostScripdriveris used.

- PageSizeallows the papersizeto be selectedThe optionsinclude US Letter, US Legal, A3, and
A4,

- Effective Filter Locale defaultsto C. If Japaneseharactersrebeingprinted,selectja_JP. Oth-
erwise,accepthedefault of C.

- Media Sourcedefaultsto Printer default. Changethis optionto usepaperfrom a differenttray.

To modify thedriver options,click OK to returnto themainwindow. Click Apply to save thechange
andrestartthe printerdaemon.

36.10. Saving the Con guration File

Whentheprintercon gurationis savedusingthePrinter Con guration Tool, theapplicationcreates
its own con guration le thatis usedto createthe les in the/etc/cups  directory You canusethe
commandine optionsto save or restorethe Printer Con guration Tool le. If the /etc/cups/
directoryis saved andrestoredo the samelocations the printercon gurationis notrestoredbecause
eachtime the printer daemonis restartedjt createsa new /etc/printcap le from the Printer
Con guration Tool con guration le. Whencreatinga backupof the systems con guration les,
usethefollowing methodto save the printercon guration les.

To save your printercon guration, typethis commandasroot:
lusr/sbin/redhat-config- prin ter -tui  --Xexport > settings.xml

Your con gurationis savedto the le settings.xml

If this le is sared, it canbeusedto restorethe printersettings This s usefulif theprintercon gura-

tionis deletedjf RedHatEnterpriseLinux is reinstalled or if thesameprintercon gurationis needed
onmultiple systemsThe le shouldbe saredon a differentsystembeforereinstalling.To restorethe

con guration, typethis commandasroot:

lusr/sbin/redhat-config- prin ter -tui  --Ximport < settings.xml

If you alreadyhave a con guration le (you have con gured one or more printerson the system
already)andyou try to import anothercon guration le, theexisting con guration le will beover
written. If you wantto keepyour existing con guration andaddthe con gurationin the saved le,
youcanmemgethe les with thefollowing commandasroot):

lusr/sbin/redhat-config- prin ter -tui  --Ximport --merge < settings.xml

Your printerlist will thenconsistof the printersyou con gured on the systemaswell asthe printers
you importedfrom the saved con guration le. If theimportedcon guration le hasa print queue
with the samenameasan existing print queueon the system the print queuefrom theimported le
will overridethe existing printer

After importing the con guration le (with or without the merge command)you mustrestartthe
printerdaemonlssuethe command:

/sbin/service cups restart
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36.11. Command Line Con guration

If youdonothave X installedandyou do notwantto usethetext-basedversion,you canadda printer
via thecommandine. This methodis usefulif youwantto adda printerfrom a scriptor in the%post
sectionof akickstartinstallation.

36.11.1. Adding a Local Printer
To adda printer:

redhat-config-printer-tu i --Xadd-local options

Options:

--devicemnode
(Required)The device nodeto use.For example /dev/Ip0

--make=make
(Required)The IEEE 1284MANUFACTURERSstring or the printermanufcturers nameasin
thefoomaticdatabasé the manufcturerstringis notavailable.

--model-model
(Required)The [EEE 1284MODEL stringor the printermodellistedin thefoomaticdatabasé
themodelstringis notavailable.

--namesname
(Optional)Thenameto begivento thenew queuelf oneis notgiven,anamebasednthedevice
node(suchas"lp0”) will beused.

--as-dedult
(Optional)Setthis asthedefault queue.

After addingthe printer, usethefollowing commando start/restarthe printerdaemon:

service cups restart

36.11.2. Removing a Local Printer
A printergueuecanalsoberemovedvia thecommandine.
As root, to remove a printerqueue:

redhat-config-printer-tu i --Xremove-local options
Options:
--device=node

(Required)The device nodeusedsuchas/dev/Ip0

--make=make

(Required)The IEEE 1284MANUFACTURERString, or (if noneis available)the printerman-
ufacturers nameasin thefoomaticdatabase.
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--model=model

(Required)The lEEE 1284MODEL string,or (if noneis available)the printermodelaslistedin
thefoomaticdatabase.

After removing the printer from the Printer Con guration Tool con guration, restartthe printer
daemorfor the changedo take effect:

service cups restart

If all printershave beenremored, andyou do not wantto run the printer daemorarymore, execute
thefollowing command:

service  cups stop

36.11.3. Setting the Default Printer
To setthe default printer, usethefollowing commandandspecifythequeuename :

redhat-config-printer-tu i --Xdefault --queue= queuename

36.12. Managing Print Jobs

Whenyou senda print job to the printerdaemonsuchasprintingtext le from Emacsor printingan
imagefrom The GIMP , theprint job is addedo the print spoolqueue The print spoolqueues alist
of print jobsthathave beensentto the printer andinformationabouteachprint requestsuchasthe
statusof therequesttheusernamef the persorwho senttherequestthehostnamef the systenthat
senttherequestthe job numbeyandmore.

If you arerunninga graphicaldesktopervironment,click the Printer Manager icon on the panelto
startthe GNOME Print Manager asshavn in Figure36-13

Figure 36-13.GNOME Print Manager
It canalsobe startedby selectingMain Menu Button (on the Panel)=> SystemTools => Print
Manager.

To changeheprintersettingsright-click ontheiconfor theprinterandselectProperties ThePrinter
Con guration Tool is thenstarted.

Double-clickonacon gured printerto view the print spoolqueueasshavn in Figure36-14
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Figure 36-14.List of Print Jobs
To cancela speci c print job listedin the GNOME Print Manager, selectit from thelist andselect
Edit => CancelDocumentsfrom the pulldovn menu.

If thereareactive print jobsin the print spool,a printernoti cation icon might appearsn the Panel
Noti cation Areaof thedesktoppanelasshovn in Figure 36-15 Becauset probesfor active print
jobsevery ve secondstheicon mightnotbedisplayedor shortprint jobs.

Figure 36-15.Printer Noti cation Icon
Clicking ontheprinternoti cation iconstartsthe GNOME Print Manager to displayalist of current
print jobs.

Also locatedon the Panelis a Print Manager icon. To print a le from Nautilus, brovse to the
location of the le anddraganddrop it on to the Print Manager icon on the Panel. The windowv
shawn in Figure36-16is displayed Click OK to startprintingthe le.

Figure 36-16.Print Veri cation Window
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To view thelist of print jobsin the print spoolfrom a shellprompt,type the commandpg . Thelast
few lineswill look similar to thefollowing:

Rank Owner/ID Class Job Files Size Time
active  user@localhost+902 A 902 sample.txt 2050 01:20:46

Example 36-1.Example of Ipg output

If you wantto cancela print job, nd the job numberof the requestwith the commandlpg and
thenusethe commandprm job number . For example,lprm 902 would cancelthe print job in
Example36-1 You musthave properpermissiongo cancela print job. You cannot cancelprint jobs
thatwerestartedby otherusersunlessyou areloggedin asroot on the machineto which the printer
is attached.

You canalsoprinta le directly from a shellprompt.For example,thecommandpr sample.txt
will printthetext le sample.txt . Theprint Iter determinesvhattypeof le it is andconvertsit
into aformatthe printercanunderstand.

36.13. Sharing a Printer

ThePrinter Con guration Tool's ability to sharecon guration optionscanonly be usedif you are
usingthe CUPSprinting system.

Allowing userson adifferentcomputeron thenetwork to print to a printercon guredfor your system
is calledsharingthe printer By default, printerscon guredwith the Printer Con guration Tool are
notshared.

To sharea con gured printer, startthe Printer Con guration Tool andselecta printerfrom thelist.
ThenselectAction => Sharing from thepulldovn menu.

; Note

If a printer is not selected, Action => Sharing only shows the system-wide sharing options normally
shown under the General tab.

OntheQueuetab,selectthe optionto male the queueavailableto otherusers.
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Figure 36-17.QueueOptions

After selectingto sharethe queue,by default, all hostsare allowed to print to the sharedprinter

Allowing all systemsn the network to print to the queuecanbe dangerousespeciallyif the system
is directly connectedo the Internet.It is recommendethatthis option be changeddy selectingthe
All hostsentryandclicking the Edit buttonto displaythewindow shavn in Figure36-18

If you have a rewall con gured on the print sener, it mustbe ableto sendandreceve connections
ontheincomingUDP port, 631.If youhave a re wall con gured onthe client (thecomputersending
the print request)jt mustbeallowed to sendandaccepttonnection®n port 631.

Figure 36-18.Allowed Hosts

The General tab con gures settingsfor all printers,including thosenot viewable with the Printer
Con guration Tool. Therearetwo options:

- Automatically nd remoteshared queues— Selectedy default, this optionenabledPP brows-
ing, whichmeanghatwhenothermachine®nthenetwork broadcasthequeueshatthey have,the
gqueuesareautomaticallyaddedto thelist of printersavailableto the system;no additionalcon g-
urationis requiredfor a printerfoundfrom IPP browsing. This optiondoesnotautomaticallyshare
the printerscon guredonthelocal system.

- EnableLPD protocol— Thisoptionallows theprinterto receve printjobsfrom clientscon gured
to usethe LPD protocolusingthecups-lpd  service whichis anxinetd service.
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&Warning

If this option is enabled, all print jobs are accepted from all hosts if they are received from an LPD
client.

Figure 36-19.System-wideSharing Options

36.14. Additional Resour ces

To learnmoreaboutprinting on RedHat Enterpriselinux, referto thefollowing resources.

36.14.1. Installed Documentation

- map lpr — Themanuapagefor thelpr commandhatallowsyouto print les fromthecommand
line.

« man lprm — The manualpagefor the commandine utility to remave print jobs from the print
queue.

+ man mpage — Themanualpagefor thecommandine utility to print multiple pageson onesheet
of paper

- man cupsd — Themanualpagefor the CUPSprinterdaemon.
« man cupsd.conf — Themanualpagefor the CUPSprinterdaemorcon guration le.
- man classes.conf ~— Themanualpagefor the classcon guration le for CUPS.

36.14.2. Useful Websites

« http://wwwlinuxprinting.og — GNU/LinuxPrinting containsalargeamountof informationabout
printingin Linux.

« http://wwwcups.og/ — DocumentationfFAQs,andnevsgroupsaboutCUPS.
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Chapter 37.
Automated Tasks

In Linux, taskscanbecon guredto runautomaticallywithin a speci ed periodof time,onaspeci ed
date,or whenthe systemload averageis belav a speci ed number RedHat EnterpriseLinux comes
pre-con guredto run importantsystemtasksto keepthe systemupdated For example,the slocate
databaseisedby thelocate commands updateddaily. A systemadministratorcanuseautomated
tasksto performperiodicbackupsmonitorthe systemyun customscripts,andmore.

RedHat EnterpriseLinux comeswith severalautomatedasksutilities: cron , at , andbatch .

37.1. Cron

Cronis adaemorthatcanbeusedto schedulehe executionof recurringtasksaccordingo a combi-
nationof thetime, day of themonth,month,dayof theweek,andweek.

Cronassumeshatthe systemis on continuouslyf the systemis not on whena taskis scheduledit
is notexecuted.To scheduleone-timetasks referto Section37.2At and Batch.

To usethe cron service,the vixie-cron RPM packagemustbe installed,andthe crond service
mustbe running.To determineif the packages installed,usetherpm -q vixie-cron command.
To determingf the serviceis running,usethecommandsbin/service crond status

37.1.1. Conguring Cron Tasks
Themaincon guration le for cron,/etc/crontab , containgthefollowing lines:

SHELL=/bin/ba sh
PATH=/sbin:/b  in :/ usr/ sbi n: /usr/bin

MAILTO=root

HOME=/

# run-parts

01 * * * * root run-parts /etc/cron.hour ly
02 4 * * * root run-parts /etc/cron.dail y

22 4 * * 0 root run-parts /etc/cron.week ly
42 4 1 * * root run-parts /etc/cron.mont hl'y

The rst four lines arevariablesusedto con gure the environmentin which the crontasksarerun.
Thevalueof the SHELL variabletells the systemwhich shellenvironmentto use(in this examplethe
bashshell),andthe PATHvariablede nesthe pathusedto executecommandsThe outputof the cron
tasksareemailedto theusernamele ned with the MAILTO variable.If theMAILTO variableis de ned
asan emptystring (MAILTO=""), email is not sent. The HOMEvariablecanbe usedto setthe home
directoryto usewhenexecutingcommand®r scripts.

Eachline in the/etc/crontab le represents taskandhastheformat:

minute hour day month dayofweek command

« minute — ary integerfrom 0to 59
+ hour — ary integerfrom 0to 23
- day — ary integerfrom 1 to 31 (mustbeavalid dayif amonthis speci ed)
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- month — ary integerfrom 1 to 12 (or theshortnameof the monthsuchasjan or feb)

- dayofweek — ary integerfrom Oto 7, whereO or 7 representSunday(or the shortnameof the
weeksuchassunor mon)

» command— the commando execute(the commandcaneitherbea commandsuchasls  /proc
>> ftmp/proc  or thecommando executea customscript)

For ary of the abare values,an asterisk(*) canbe usedto specifyall valid values.For example,an
asteriskfor the monthvalue meansexecutethe commandevery monthwithin the constraintsof the
othervalues.

A hyphen(-) betweerintegersspeci esarangeof integers.For example,1-4 meansheintegers1,
2,3,and4.

A list of valuesseparatedhy commasy(,) speci esalist. For example,3, 4, 6, 8 indicatesthose
four speci c integers.

Theforwardslash(/) canbeusedto specifystepvalues.Thevalueof anintegercanbeskippedwithin
arangeby following the rangewith /  integer . For example,0-59/2 canbe usedto de ne
every otherminutein theminute eld. Stepvaluescanalsobeusedwith anasteriskFor instancethe
value*/3 canbeusedin themonth eld to runthetaskevery third month.

Any linesthatbegin with ahashmark (#) arecommentsaindarenot processed.

As shawn in the /etc/crontab le, it usestherun-parts  scriptto executethe scriptsin the
Jetc/cron.hourly , letc/cron.daily , letc/cron.weekly , and/etc/cron.monthly direc-
torieson anhourly, daily, weekly or monthly basisrespectiely. The les in thesedirectoriesshould
beshellscripts.

If a cron task needsto be executedon a scheduleother than hourly, daily, weekly or monthly
it can be addedto the /etc/cron.d directory All les in this directory usethe samesyntaxas
letc/crontab . Referto Example37-1for examples.

# record the memory usage of the system every monday

# at 3:30AM in the file /tmp/meminfo

30 3 * * mon cat /proc/meminfo >> /tmp/meminfo

# run custom script the first day of every month at 4:10AM
10 4 1 * * Jroot/scripts/b ackup. sh

Example 37-1.Crontab Examples

Usersotherthanrootcancon gure crontasksby usingthecrontab  utility. All userde ned crontabs
arestoredin the/var/spool/cron directoryandareexecutedusingthe usernamesf the usergthat
createdhem.To createa crontabasa user login asthatuserandtypethecommandctrontab  -e to

edittheusers crontabusingthe editorspeci ed by the VISUAL or EDITORernvironmentvariable. The
le usesthe sameformatas/etc/crontab . Whenthe changedo the crontabaresaved, the crontab
is storedaccordingo usernamendwrittento the le /var/spool/cron/ username .

The cron daemon checks the /etc/crontab le, the /etc/cron.d/ directory and the
Ivar/spool/cron directory every minute for ary changeslif ary changesare found, they are
loadedinto memory Thus,thedaemordoesnot needto berestartedf acrontable is changed.

37.1.2. Controlling Access to Cron

The /etc/cron.allow and/etc/cron.deny les areusedto restrictaccesgo cron. The format
of both accessontrol les is oneusernamen eachline. Whitespaceés not permittedin either le.
Thecrondaemon(crond ) doesnot have to berestartedf the accessontrol les aremodi ed. The
accesgontrol les arereadeachtime a usertriesto addor deletea crontask.

Therootusercanalwaysusecron,regardlesof theusernamesstedin theaccessontrol les.
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If the le cron.allow  exists,only userdistedin it areallowvedto usecron,andthecron.deny le
isignored.

If cron.allow  doesnotexist, userdistedin cron.deny arenotallowedto usecron.

37.1.3. Starting and Stopping the Service

To startthe cron service,usethe command/sbin/service crond start . To stopthe service,
usethe command/sbin/service crond stop . It is recommendedhat you startthe serviceat
boottime. Referto Chapter21 Contolling Accesgo Servicedor detailson startingthe cronservice
automaticallyat boottime.

37.2. At and Batch

While cronis usedto scheduleecurringtasks,theat commands usedto schedulea one-timetask
ataspeci c time. Thebatch commands usedto schedulea one-timetaskto be executedwhenthe
systemdoadaveragedropsbelov 0.8.

To useat orbatch theat RPM packagemustbeinstalled,andtheatd servicemustbe running.
To determindf thepackageés installed,usetherpm -g at commandTo determindf theserviceis
running,usethe commandsbin/service atd status

37.2.1. Conguring At Jobs

To scheduleaone-timejob ata speci ¢ time, typethecommandat time , wheretime is thetimeto
executethecommand.

Theamgumenttime canbeoneof thefollowing:

« HH:MM format— For example,04:00speci es4:00AM. If thetime is alreadypast,it is executed
atthespeci edtime thenext day

« midnight— Speci es12:00AM.
+ noon— Speci es12:00PM.
- teatime— Speci es4:00PM.

- month-namelayyearformat— For example Januaryl52002speci esthe 15thdayof Januaryin
theyear2002.Theyearis optional.

- MMDDYY, MM/DD/YY, or MM.DD.YY formats— For example,011502for the 15th day of
Januaryin theyear2002.

+ now + time — time is in minutes hours,days,or weeks.For example,now + 5 daysspeci esthat
thecommandshouldbe executedat the sametime  ve daysfrom now.

Thetime mustbe speci ed rst, followed by the optionaldate.For moreinformationaboutthetime
format,readthe/usr/share/doc/at- version ftimespec  text le.

After typingtheat commandvith thetimeargumenttheat> promptis displayedTypethecommand
to execute,press[Enter], andtype Ctrl-D. More thanonecommandcanbe speci ed by typing each
commandollowed by the [Enter] key. After typing all the commandspressEnter] to goto a blank
line andtype Ctrl-D. Alternatively, a shell scriptcanbe enteredat the prompt,pressindEnter] after
eachline in the script,andtyping Ctrl-D on ablankline to exit. If ascriptis enteredthe shellusedis
theshellsetin theusers SHELL ervironment,theuserslogin shell,or /bin/sh  (whicheveris found
rst).
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If the setof commandsr scripttriesto displayinformationto standardut, the outputis emailedto
theuser

Usethecommandatq to view pendingjobs. Referto Section37.2.3Viewing PendingJobsfor more
information.

Usageof theat commandcan be restricted.Referto Section37.2.5Contmwlling Accessto At and
Batd for details.

37.2.2. Con guring Batch Jobs
To executea one-timetaskwhentheloadaverageis belov 0.8,usethebatch command.

After typingthebatch commandtheat> promptis displayed Typethe commando execute press
[Enter],andtypeCtrl-D. Morethanonecommandcanbe speci ed by typing eachcommandollowed
by the[Enter] key. After typing all thecommandspresgEnter]to go to ablankline andtype Ctrl-D.
Alternatively, ashellscriptcanbe enterecatthe prompt,pressingEnter] aftereachline in the script,
andtyping Ctrl-D on a blankline to exit. If a scriptis enteredthe shell usedis the shell setin the
users SHELL environment,the users login shell,or /bin/sh  (whichever is found rst). As soonas
theloadaverages belov 0.8,the setof command®r scriptis executed.

If the setof command®r scripttriesto displayinformationto standardut, the outputis emailedto
theuser

Usethecommandatg to view pendingjobs.Referto Section37.2.3Viewing PendingJobsfor more
information.

Usageof thebatch commandcanberestricted Referto Section37.2.5Contmwolling Accesdo Atand
Batd for details.

37.2.3. Viewing Pending Jobs

To view pendingat andbatch jobs,usetheatq commandlt displaysa list of pendingjobs, with
eachjob onaline. Eachline follows thejob numbeydate hour, job class,andusernaméormat.Users
canonly view their own jobs. If the root userexecutestheatq commandall jobs for all usersare
displayed.

37.2.4. Additional Command Line Options
Additional commandine optionsfor at andbatch include:

Option Description

- Readthe command®r shellscriptfrom a le insteadof specifying
thematthe prompt.

-m Sendemailto theuserwhenthejob hasbeencompleted.

v Displaythetime thatthejob will be executed.

Table 37-1.at and batch CommandLine Options

37.2.5. Controlling Access to At and Batch

The /etc/at.allow and/etc/at.deny les canbe usedto restrictaccesgo theat andbatch
commandsThe format of both accessontrol les is oneusernamen eachline. Whitespacds not
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permittedin either le. Theat daemon(atd ) doesnot have to berestartedf theaccessontrol les
are modi ed. The accesscontrol les arereadeachtime a usertries to executethe at or batch
commands.

Therootusercanalwaysexecuteat andbatch commandstegardlesof theaccesgontrol les.

If the le atallow exists,only userdistedin it areallowedto useat or batch , andtheat.deny
le isignored.

If at.allow doesnotexist, userdistedin at.deny arenotallowedto useat or batch .

37.2.6. Starting and Stopping the Service

To starttheat service usethecommandsbin/service atd start .Tostoptheserviceusethe
commandsbin/service atd stop . It isrecommendethatyoustarttheserviceatboottime.Re-
fer to Chapter21 Contolling Accesgo Servicedor detailson startingthe cronserviceautomatically
atboottime.

37.3. Additional Resour ces
To learnmoreaboutcon guring automatedasks referto thefollowing resources.

37.3.1. Installed Documentation

- cron manpage— overview of cron.

- crontab manpagesn sectionsl and5 — Themanpagein sectionl containsanovervien of the
crontab le. Themanpagein section5 containgheformatfor the le andsomeexampleentries.

lusr/share/doc/at- version  /timespec  containsmore detailedinformation about the
timesthatcanbespeci edfor cronjobs.

- at manpage— descriptiornof at andbatch andtheircommandine options.
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Log Files

Log les are les thatcontainmessageaboutthe system,including the kernel, servicesand appli-
cationsrunningon it. Therearedifferentlog les for differentinformation. For example,thereis a
defaultsystemlog le, alog le justfor securitymessagesndalog le for crontasks.

Log les canbe very usefulwhentrying to troubleshoot problemwith the systemsuchastrying
to load a kerneldriver or whenlooking for unauthorizedog in attemptso the system.This chapter
discussesvhereto nd log les, how to view log les, andwhatto look for in log les.

Somelog les arecontrolledby a daemoncalledsyslogd . A list of log messagesnaintainedby
syslogd canbefoundin the/etc/syslog.conf con guration le.

38.1. Locating Log Files

Mostlog les arelocatedin the /var/log/ directory Someapplicationssuchashttpd andsamba
have adirectorywithin /var/log/ for theirlog les.

Notice the multiple les in thelog le directorywith numbersafter them. Theseare createdwhen
the log les arerotated.Log les are rotatedso their le sizesdo not becometoo large. The
logrotate packagecontainsa cron task that automaticallyrotateslog les accordingto the
/etc/logrotate.conf con guration le andthe con guration les in the /etc/logrotate.d/
directory By default, it is con guredto rotateevery weekandkeepfour weeksworth of previouslog
les.

38.2. Viewing Log Files

Mostlog les arein plaintext format. You canview themwith ary text editorsuchasvi or Emacs
Somelog les arereadableby all userson the system;however, root privilegesarerequiredto read
mostlog les.

To view systemlog les in aninteractve, real-timeapplication,usethe Log Viewer. To startthe
application,goto theMain Menu Button (onthe Panel)=> SystemTools=> SystemLogs, or type
the commandedhat-logviewer atashellprompt.

The applicationonly displayslog les thatexist; thus,the list might differ from the one shavn in
Figure38-1

To lter thecontentof thelog le for keywords,typethekeyword or keywordsin theFilter for text
eld, andclick Filter. Click Resetto resetthe contents.
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Figure 38-1.Log Viewer

By default, the currentlyviewablelog le is refreshedevery 30 secondsTo changethe refreshrate,
selectEdit => Preferencesfrom the pulldovn menu.Thewindow shavn in Figure38-2will appear
In theLog Filestab,click theup anddown arrowns besidetherefreshrateto changet. Click Closeto
returnto themainwindow. Therefreshrateis changedmmediately To refreshthe currentlyviewable
le manually selectFile => RefreshNow or presqCtrl]-[R].

Onthelog Filestabin thePreferenceghelog le locationscanbemodi ed. Selectthelog le from
thelist, andclick the Edit button. Typethe new locationof thelog le or click the Browsebuttonto
locatethe le locationusinga le selectiondialog.Click OK to returnto the preferencesandclick
Closeto returnto the mainwindow.

Figure 38-2.Log File Locations
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38.3. Adding a Log File
Toaddalog le tothelist, selectEdit => Preferencesandclick the Add buttonin theLog Filestah

Figure 38-3.Adding a Log File

Provide a name,description,and the location of the log le to add.After clicking OK, the le is
immediatelyaddedo theviewing areaif the le exists.

38.4. Examining Log Files

Log Viewer canbecon guredto displayanalerticon besideinesthatcontainkey alertwordsanda
warningicon besideinesthatcontainkey warningwords.

To addalertswords,selectEdit => Preferencesfrom thepulldovn menu,andclick ontheAlerts tah
Click the Add buttonto addanalertword. To deleteanalertword, selectthe word from thelist, and
click Delete

Thealerticon ﬂ is displayedto theleft of thelinesthatcontainsary of thealertwords.

Figure 38-4.Alerts

To addwarningwords,selectEdit => Preferencesfrom the pull-dovn menu,andclick ontheWarn-
ingstah Click theAdd buttonto addawarningword. To deleteawarningword, selectheword from
thelist, andclick Delete
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Thewarningicon ! is displayedo theleft of thelinesthatcontainsary of thewarningwords.

Figure 38-5.Warning
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Upgrading the Kernel

TheRedHatEnterpriseLinux kernelis custombuilt by the RedHatkernelteamto ensurets integrity
and compatibility with supportechardwvare. Before Red Hat releases kernel, it must rst passa
rigoroussetof quality assurancéests.

RedHat EnterpriseLinux kernelsarepackagedn RPM formatso thatthey areeasyto upgradeand
verify. For example,whenthe kernel RPM packagedistributed by Red Hat, Inc. is installed,an
initrd  imageis createdthus,it is not necessaryo usethe mkinitrd ~ commandafterinstalling a
differentkernel.It alsomodi es thebootloadercon guration le toincludethenew kernel.

&Warning

Building a custom kernel is not supported by the Red Hat Installation Support Team. For more in-
formation on building a custom kernel from the source code, refer to Appendix A Building a Custom
Kernel.

39.1. Overview of Kernel Packages

RedHat EnterpriseLinux containghefollowing kernelpackagegsomemay notapplyto yourarchi-
tecture):

- kernel — containghekernelandthefollowing key features:

- Uniprocessosupportfor x86 and Athlon systemgcanbe run on a multi-processosystem put
only oneprocessors utilized)

- Multi-processoisupportfor all otherarchitectures

- Forx86systemspnly the rst 4 GB of RAM is used;usethekernel-hugemem packagdor x86
systemwith over 4 GB of RAM

+ kernel-hugemem — (only for i686 systems)n additionto the optionsenabledfor the kernel
packageThekey con gurationoptionsareasfollows:

- Supportfor morethan4 GB of RAM (upto 16 GB for x86)
- PAE (PhysicalAddressExtension)or 3 level pagingon x86 processorshatsupportPAE
- Supportfor multiple processors

- AGB/4GBsplit— 4GB of virtual addresspaceor kernelandalmost4GB for eachuserprocess
on x86 systems

+ kernel-BOOT — usedduringinstallationonly.

+ kernel-pcmcia-cs — containssupportfor PCMCIA cards.
+ kernel-smp — containsthe kernelfor multi-processosystemsThe following arethe key fea-
tures:

- Multi-processoisupport
- Supportfor morethan4 GB of RAM (upto 64 GB for x86)
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- PAE (PhysicalAddressExtension)or 3 level pagingon x86 processorshatsupportPAE

+ kernel-source  — Containsthesourcecode les for the Linux kernel
« kernel-utils — Containautilities thatcanbe usedto controlthekernelor systemhardvare.
« kernel-unsupported — existsfor somearchitectures

Becauset is not possiblefor RedHat Enterpriselinux to containsupportfor every pieceof hard-
wareavailable,this packageontainamoduleshatarenot supportedy RedHat, Inc. duringinstal-
lation or afterinstallation.The packages not installedduring the installationprocessjt mustbe
installedafter installation.Driversin the unsupportegackageare provided on a best-efort basis
— updatesand x esmayor maynotbeincorporatecvertime.

39.2. Preparing to Upgrade

Beforeupgradinghekernel,take afew precautionangtepslf thesystemhasadiskettedrive, the rst
stepis to make sureaworking bootdisketteexistsfor thesystemin casea problemoccursf theboot
loaderis not con gured properlyto bootthe new kernel,the systemcannotbe bootedinto RedHat
EnterpriseLinux withoutaworking bootdiskette.

To createthe bootdiskette,login asroot, andtypethefollowing commandat a shellprompt:

/sbin/mkbootdisk ‘uname -r’

@

Refer to the man page for mkbootdisk ~ for more options.

Rebootthe machinewith the bootdisketteandverify thatit worksbeforecontinuing.
Hopefully, the diskettewill notbeneededbut storeit in asafeplacejustin case.
To determinewhich kernelpackagesreinstalled,executethe following commandat a shellprompt:

rpm -ga | grep kernel

The outputcontainssomeor all of the following packagesgdependingon the systems architecture
(theversionnumbersaandpackagesnay differ):

kernel-2.4.21 -1.1931. 23 99.e nt
kernel-source -2.4 .2 1-1.1 931. 2. 399. ent
kernel-utils- 2.4.21-1.19 31.2 .399.e nt
kernel-pcmcia  -c s- 3. 1. 31- 13
kernel-smp-2. 4. 21-1.1931.2 .3 99.e nt

Fromtheoutput,determinewhich packagesieedto be downloadfor thekernelupgradeFor asingle
processosystemthe only requiredpackages thekernel packageReferto Section39.10Overviev
of Kernel Padkagesfor descriptionof the differentpackages.

In the lename, eachkernelpackagecontainsthe architecturefor which the packagewasbuilt. The
formatis kernel- variant - version . arch .rpm,where variant is smp, utils
etc.The arch isoneof thefollowing:

1.x86_64 for the AMD64 architecture.
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2.ia64 for thelntel® Itanium™architecture.

3.ppc64dpseries  for theIBM® eSerer™ pSeries™architecture.

4. ppce4iseries  for theIBM® eSerer™ iSeries™architecture.

5.5390 for theBM® S/390®architecture.

6.s390x for the|IBM® eSerer™ zSeries@architecture.

7.x86variant:Thex86kernelsareoptimizedfor differentx86 versionsTheoptionsareasfollows:
« athlon for AMD Athlon® andAMD Duron®systems
- 686 for Intel® Pentium®Il, Intel® Pentium®lll, andIntel® Pentium®4 systems

39.3. Downloading the Upgraded Kernel
Thereareseveralwaysto determindf thereis anupdatedkernelavailablefor the system.

- SecurityErrata;go to the following locationfor informationon securityerrata,including kernel
upgradeshat x securityissues:
http://www.redhat.com/apps/support/errata/

- Via QuarterlyUpdatesreferto thefollowing locationfor details:
http://www.redhat.com/apps/support/errata/rhlas_err ata_pol icy.html

- UseRedHat Network to downloadthe kernel RPM packagesndinstall the packagesRed Hat
Network candownloadthe latestkernel,upgradethe kernelon the system createaninitial RAM
diskimageif neededandcon gure thebootloaderto bootthe nen kernel.For moreinformation,
referto http://wwwredhat.com/docs/marisf&RHNetwork/.

If RedHat Network wasusedto downloadandinstallthe updatedkernel,following theinstructiondan
Section39.5Verifyingthenitial RAMDisk Image andSection39.6Verifyingthe BootLoader, except
do not changethe kernelto boot by default becauseRed Hat Network automaticallychangeshe
defaultkernelto thelatestversion.To installthekernelmanually continueto Section39.4Performing
theUpgrade

39.4. Performing the Upgrade

After retrieving all thenecessarpackagesi is time to upgradethe existing kernel.At a shellprompt
asroot, changeto thedirectorythatcontainshe kernel RPM packagesndfollow thesesteps.

Important

Itis strongly recommended that the old kernel is kept in case there are problems with the new kernel.

Usethe-i argumentwith therpm commando keeptheold kernel.If the-U optionis usedto upgrade
thekernel packageit will overwritethe currentlyinstalledkernel.(the kernelversionmayvary):

rpm -ivh  kernel-2.4.21-1 .1931.2.399.ent. arch .rpm

If thesystemis amulti-processosystemijnstallthekernel-smp  packagesswell (thekernelversion
mayvary):

rpm -ivh  kernel-smp-2.4. 21-1.1931.2.399.ent. arch .rpm
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If the system is i686 -based and contains more than 4 gigabytes of RAM, install the
kernel-hugemem packagebuilt for thei686 architectureaswell (the kernelversionmightvary):

rpm -ivh  kernel-hugemem- 2. 4.21-1.1 931. 2. 399. ent. i6 86.r pm

If thekernel-source or kernel-utils packagesireto beupgradedtheolderversionsareprob-
ably not neededUsethefollowing commandso upgradethesepackagesthe versionsmightvary):

rpm -Uvh kernel-source-2 4.21-1.1931.2.399.ent. arch .r pm
rpm -Uvh kernel-utils-2. 4.21-1.1931.2.399.ent. arch .rpm

The next stepis to verify thatthe initial RAM disk imagehasbeencreated Referto Section39.5
VerifyingtheInitial RAMDisk Image for details.

39.5. Verifying the Initial RAM Disk Image

If the systemusesthe ext3 le system,a SCSIcontroller or useslabelsto referencepartitionsin
letclfstab  , aninitial RAM disk is neededTheinitial RAM disk allows a modularkernelto have
access$o moduleghatit might needto bootfrom beforethekernelhasaccesso thedevice wherethe
modulesnormallyreside.

Onthe RedHat EnterpriseLinux architecturestherthanIBM eSereriSeries theinitial RAM disk
canbe createdwith the mkinittd ~ commandHowever, this stepis performedautomaticallyif the
kernelandits associateghackagesreinstalledor upgradedrom the RPM packagedlistributed by
RedHat, Inc.; thus,it doesnot needto be executedmanually To verify thatit wascreatedusethe
commands -l /boot to make suretheinitrd- version  .img le wascreatedtheversion
shouldmatchtheversionof the kerneljustinstalled).

OniSeriessystemsthe initial RAM disk le andvmlinux le arecombinedinto one le, whichis
createdwith the addRamDisk command.This stepis performedautomaticallyif the kernelandits
associateghackagesreinstalledor upgradedrom the RPM packagedlistributed by RedHat, Inc.;
thus, it doesnot needto be executedmanually To verify thatit wascreatedusethe commands
-l /boot to make surethe/boot/vmlinitrd- kernel-version le wascreatedtheversion
shouldmatchtheversionof the kerneljustinstalled).

The next stepis to verify that the bootloaderhasbeencon gured to bootthe new kernel.Referto
Section39.6\erifying the BootLoaderfor details.

39.6. Verifying the Boot Loader

Thekernel RPM packagecon guresthe bootloaderto bootthe newly installedkernel(exceptfor
IBM eSerer iSeriessystems)However, it doesnot con gure the bootloaderto bootthe new kernel
by default.

It is alwaysa goodideato con rm thatthebootloaderhasbeencon guredcorrectly Thisis acrucial
step.If the boot loaderis con gured incorrectly the systemwill not bootinto RedHat Enterprise
Linux properly If this happensbootthe systemwith the bootdiskettecreatedearlierandtry con g-
uring thebootloaderagain.

39.6.1. x86 Systems

x86 systemshave the option of using GRUB or LILO asthe boot loader with one exception—
AMDG64 systemsdo not have the optionof usingLILO. For all x86 systemsGRUB is thedefault.
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39.6.1.1. GRUB

If GRUB is usedas the boot loader con rm that the le /boot/grub/grub.conf containsa
titte  sectionwith the sameversionasthekernel packaggust installed(if the kernel-smp  or
kernel-hugemem packagevasinstalledaswell, a sectionwill exist for it aswell):

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all  kernel and initrd paths are relative to /boot/, eg.
# root  (hd0,0)

# kernel  /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=1

timeout=10

splashimage=(hd0,0)/grub I/spl ash .xpm .gz

title Red Hat Enterprise Linux (2.4.21-1.1931.2.399.ent)
root (hd0,0)
kernel  /vmlinuz-2.4.21-1.1931.2 .39 9ent ro root=LABEL=/
initrd finitrd-2.4.21-1.1931.2. 399.ent .im g

title Red Hat Enterprise Linux (2.4.20-2.30.ent)
root (hd0,0)
kernel  /vmlinuz-2.4.20-2.30.ent ro root=LABEL=/
initrd finitrd-2.4.20-2.30.ent. img

If a separatéboot/  partition was created the pathsto the kernel andinitrd imageare relative to
/boot/

Notice that the default is not setto the new kernel. To con gure GRUB to bootthe nev kernelby
default, changethe valueof thedefault  variableto thetitle sectionnumberfor thetitle sectionthat
containghenew kernel.Thecountstartswith 0. For example,if thenew kernelisthe rst title section,
setdefault toO.

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly

39.6.1.2. LILO

If LILO is usedasthebootloader con rm thatthe le /etc/lilo.conf containsanimage section
with thesameversionasthekernel packaggustinstalled(if thekernel-smp  or kernel-hugemem
packagevasinstalled,a sectionwill exist for it aswell):

Notice that the default is not setto the new kernel. To con gure LILO to bootthe new kernel by
default, setthedefault  variableto thevalueof thelabel in theimage sectionfor thenew kernel.
Run the /sbin/lilo commandasroot to enablethe changesAfter runningit, the outputwill be
similar to thefollowing:

Added 2.4.21-1.1931.2.399.ent *
Added linux

The* after2.4.21-1.1931.2.399.ent meanghe kernelin thatsectionis the default kernelthat
LILO will boot.

Begin testingthe new kernelby rebootingthe computerand watchingthe messageso ensurethe
hardvareis detectegroperly
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39.6.2. Itanium Systems

ItaniumsystemsiseELILO asthebootloader which usegboot/efi/EFI/redhat/elilo.conf
asthecon guration le. Con rm thatthis le containsanimage sectionwith thesameversionasthe
kernel packaggustinstalled:

prompt
timeout=50
default=old
image=vmlinuz-2.4.21-1.1 931. 2.3 99.e nt
label=linux
initrd=initrd-2.4.21-1. 1931.2.3 99. ent. img
read-only
append="root=LABEL=/"
image=vmlinuz-2.4.20-2.3 O.ent
label=old
initrd=initrd-2.4.20-2. 30.e nti mg
read-only

append="root=LABEL=/"

Noticethatthedefaultis notsetto thenew kernel.To con gure ELILO to bootthenew kernel,change
thevalueof thedefault  variableto thevalueof thelabel for theimage sectionthatcontainsthe
new kernel.

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly

39.6.3. IBM S/390 and IBM eServer zSeries Systems

The IBM S/390 and IBM eSerer zSeriessystemsuse z/IPL as the boot loader which uses
letc/zipl.conf asthe con guration le. Conrm thatthe le containsa sectionwith the same
versionasthekernelpackaggustinstalled:

[defaultboot]

default=old

target=/boot/

[linux]
image=/boot/vmlinuz-2.4 .21- 1.19 31. 2.39 9.e nt
ramdisk=/boot/initrd-2. 421 -1.1 931.2.3 99. ent. img
parameters="root=LABEL= /"

[old]
image=/boot/vmlinuz-2.4 .20- 2.30 ent
ramdisk=/boot/initrd-2. 4.20 -2.3 O.e nti mg

parameters="root=LABEL= /"

Noticethatthedefaultis notsetto thenew kernel.To con gure z/IPL to bootthenew kernelby default
changethevalueof thedefault ~ variableto thenameof the sectionthatcontainshenew kernel. The
rst line of eachsectioncontainsthe namein braclets.

After modifyingthecon guration le, runthefollowing commandasrootto enablethe changes:
Isbin/zipl

Begin testingthe new kernelby rebootingthe computerandwatchingthe messaget ensurehatthe
hardvareis detectegroperly
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39.6.4. IBM eServer iSeries Systems

The /boot/vmlinitrd- kernel-version le is installedwhenyou upgradethe kernel.How-
ever, youmustusethedd commando con gure thesystemto bootthe new kernel:

1. As root, issuethe command cat /proc/iSeries/mf/side to determinethe default side
(eitherA, B, or C).

2. Asroot,issuethefollowing commandwhere kernel-version is theversionof thenew
kerneland side isthesidefrom the previouscommand:
dd if=/boot/vmlinitrd- kerne |-v ersi on  of=/proc/iSeries/mf/ side /v mli nux bs=8k

Begin testingthe new kernelby rebootingthe computerandwatchingthe messageto ensurehatthe
hardvareis detectegroperly

39.6.5. IBM eServer pSeries Systems

IBM eSerer pSeriessystemsuse YABOOT asthe bootloader which uses/etc/aboot.conf as
the con guration le. Con rm thatthe le containsanimage sectionwith the sameversionasthe
kernel packaggustinstalled:

boot=/dev/sdal
init-message=Welcome to Red Hat Enterprise Linux!
Hit TAB for boot options

partition=2

timeout=30

install=/usr/lib/yaboot/ yabo ot
delay=10

nonvram

image=/vmlinux--2.4.20-2 .30. ent
label=old
read-only
initrd=/initrd--2.4.20- 2.30 .ent .im g
append="root=LABEL=/"

image=/vmlinux-2.4.21-1. 1931.2. 399. ent
label=linux
read-only
initrd=/initrd-2.4.21-1 .193 1.2. 399.ent .im g
append="root=LABEL=/"

Noticethatthedefault is not setto the new kernel.Thekernelin the rst imageis bootedby default.
To changehedefault kernelto booteithermove its imagestanzasothatit is the rst onelistedor add
thedirective default ~ andsetit to thelabel of theimagestanzahatcontainghenew kernel.

Begin testingthenew kernelby rebootingthe computerandwatchingthe messaget ensurethatthe
hardvareis detectecproperly
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Kernel Modules

The Linux kernelhasa modulardesign.At boottime, only a minimal residentkernelis loadedinto
memory Thereafterwheneer a userrequestsa featurethat is not presentin the residentkernel,a
kernelmodule sometimeseferredto asadriver, is dynamicallyloadedinto memory

Duringinstallation,the hardwareon the systems probed Basedon this probingandtheinformation
provided by the user theinstallationprogramdecidesvhich modulesneedto beloadedat boottime.
Theinstallationprogramsetsup the dynamicloadingmechanismo work transparently

If new hardvareis addedafterinstallationandthehardwarerequiresakernelmodule thesystemmust
becon guredto loadthe properkernelmodulefor thenew hardware.Whenthe systemis bootedwith
thenew hardware,theKudzu progranmruns,detectshenew hardvareif it is supportedandcon gures
themodulefor it. Themodulecanalsobespeci edmanuallyby editingthemodulecon guration le,
/etc/modules.conf

; Note

Video card modules used to display the X Window System interface are part of the XFree86 package,
not the kernel; thus, this chapter does not apply to them.

For example,if a systemincludedan SMC EtherPaver 10 PCI network adapterthe modulecon gu-
ration le containgthefollowing line:

alias eth0 tulip

If asecondhetwork cardis addedo thesystemandis identicalto the rst card,addthefollowing line
to /etc/modules.conf

alias ethl tulip

Seethe RedHat EnterpriseLinux RefeenceGuidefor analphabeticalist of kernelmodulesandthe
hardvaresupportedy themodules.

40.1. Kernel Module Utilities

A groupof commandsgor managindernelmoduless availableif themodutils ~ packageés installed.
Usethesecommanddo determingf a modulehasbeenloadedsuccessfullyor whentrying different
modulesfor a pieceof new hardwvare.

Thecommandsbin/ismod  displaysalist of currentlyloadedmodules For example:

Module Size  Used by Not tainted
iptable_filte r 2412 0 (autoclean) (unused)
ip_tables 15864 1 [iptable_filt er]

nfs 84632 1 (autoclean)

lockd 59536 1 (autoclean) [nfs]
sunrpc 87452 1 (autoclean) [nfs  lockd]
soundcore 7044 0 (autoclean)

ide-cd 35836 0 (autoclean)

cdrom 34144 0 (autoclean) [ide-cd]
parport_pc 19204 1 (autoclean)
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Ip 9188 0 (autoclean)

parport 39072 1 (autoclean) [parport_pc Ip]
autofs 13692 0 (autoclean) (unused)
€100 62148 1

microcode 5184 0 (autoclean)

keybdev 2976 0 (unused)

mousedev 5656 1

hid 22308 0 (unused)

input 6208 0 [keybdev mousedev hid]
usb-uhci 27468 0 (unused)

usbcore 82752 1 [hid  usb-uhci]

ext3 91464 2

jbd 56336 2 [ext3]

For eachline, the rst columnis thenameof themodule the secondcolumnis thesizeof themodule,
andthethird columnis theusecount.

Theinformationafterthe usecountvariesslightly permodule.If (unused) is listed on the line for
the module,the moduleis currentlynot beingused.If (autoclean) s ontheline for the module,
the modulecanbe autocleanedy the rmmod -a commandWhenthis commandis executed,ary
modulesthataretaggedwith autocleanthathave not beenusedsincethe previous autoclearaction,
areunloadedRedHat EnterpriseLinux doesnot performthis autoclearactionby default.

If amodulenameis listed at the endof theline in braclets,the modulein the bracletsis dependent
onthemodulelistedin the rst columnof theline. For example,in theline
usbcore 82752 1 [hid  usb-uhci]

thehid andusb-uhci kernelmodulesdependontheusbcoremodule.
The/sbin/lsmod  outputis the sameasthe outputfrom viewing /proc/modules

To load a kernel module, use the /shin/modprobe command followed by the
kernel module name. By default, modprobe attempts to load the module from the
llib/modules/ kernel-version /kernel/drivers/ subdirectoriesThereis a subdirectory
for eachtype of module,suchasthenet/ subdirectoryfor network interface drivers. Somekernel
moduleshare moduledependenciesneaningthat othermodulesmustbeloaded rst for it to load.
The/sbin/modprobe  commandchecksfor thesedependencieandloadsthe moduledependencies
beforeloadingthe speci edmodule.

For example thecommand
/sbin/modprob e hid

loadsary moduledependencieandthenthehid module.

To print to the screenall commandsas /sbin/modprobe  executesthem, usethe -v option. For
example:

/sbin/modprob e -v hid

Outputsimilarto thefollowing is displayed:

/sbin/insmod Nlib/modules/2. 4.21-1.1931. 2.399. ent/ kernel /dri vers/usb/hid .o
Using /lib/modules/ 2.421-1.1931.2.399.ent/k ernell driv ers/ usb/ hid. o

Symbol version prefix ‘'smp_’

The /shin/insmod commandalso exists to load kernelmodules;however, it doesnot resole de-
pendenciesThus,it is recommendethatthe/sbin/modprobe  commandoeused.
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Tounloadkernelmodulesusethe/sbinfrmmod  commandollowedby themodulename Thermmod
utility only unloadsmoduleshatarenotin useandthatarenotadependencof othermodulesn use.

For example,thecommand
/sbin/rmmod  hid

unloadsthehid kernelmodule.
Another useful kernel module utility is modinfo . Use the command/sbin/modinfo to display
informationabouta kernelmodule. Thegenerakyntaxis:

/sbin/modinfo [options] module

Optionsinclude-d whichdisplaysabrief descriptionof themoduleand-p whichliststheparameters
themodulesupportsFor acompletdist of options,referto themodinfo manpage(man modinfo ).

40.2. Additional Resources
For moreinformationon kernelmodulesandtheir utilities, referto thefollowing resources.

40.2.1. Installed Documentation

+ Ismod manpage— descriptiorandexplanationof its output.

+ insmod manpage— descriptionandlist of commandine options.

+ modprobe manpage— descriptionandlist of commandine options.
- rmmod manpage— descriptionandlist of commandine options.

- modinfo manpage— descriptionandlist of commandine options.

Jusr/src/linux-2.4/Documentation/modules. txt — how to compileandusekernelmod-
ules.This le is partof thekernel-source  package.

40.2.2. Useful Websites

- http://wwwredhat.com/mirrors/LDP/H@TO/Module-HONTO/index.html — Linux Loadable
KernelModuleHOWTO from the Linux DocumentatiorProject.
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A Mail TransportAgent (MTA) is essentiafor sendingemail. A Mail User Agent (MUA) suchas
Evolution, Mozilla Mail, andMutt , is usedto readandcomposeemail. Whena usersendsanemail
fromanMUA, themessagearehandedff to theMTA, which sendghemessagéo aseriesof MTAs
until it reachests destination.

Evenif auserdoesnotplanto sendemailfrom thesystemsomeautomatedasksor systenmprograms
might usethe /bin/mail commandto sendemail containinglog messageto the root userof the
local system.

Red Hat EnterpriseLinux 3 provides two MTAs: Sendmailand Post x. If both are installed,
sendmail is the default MTA. The Mail Transport Agent Switcher allows for the selectionof
eithersendmail orpostfix —asthedefault MTA for the system.

The redhat-switch-mail RPM packagemust be installed to use the text-basedversion of
the Mail Transport Agent Switcher program.If you want to use the graphical version, the
redhat-switch-mail-gnome packagemustalsobe installed.For moreinformationon installing

RPM packagesieferto Partlll Padkage Management

To startthe Mail Transport Agent Switcher, selectMain Menu Button (on the Panel)=> Sys-
tem Tools => More System Tools => Mail Transport Agent Switcher, or type the command
redhat-switch-mail atashellprompt(for example,in anXTermor GNOME terminal).

The program automatically detect if the X Windon Systemis running. If it is running, the
program starts in graphical mode as shavn in Figure 41-1 If X is not detected,it startsin
text-mode. To force Mail Transport Agent Switcher to run in text-mode, use the command
redhat-switch-mail-nox

Figure41-1.Mail Transport Agent Switcher

If youselectOK to changeheMTA, theselectednail daemoris enabledo startatboottime,andthe
unselectednail daemoris disabledsothatis doesnot startat boottime. The selectednail daemoris
started andthe othermail daemornis stoppedthusmakingthe changesake placeimmediately

For moreinformationaboutemail protocolsandMTAs, referto the RedHat EnterpriseLinux Refer
enceGuide
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VI. System Monitoring

Systemadministratorsalsomonitor systemperformanceRedHat EnterpriseLinux containstoolsto
assisiadministratorsvith thesetasks.
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Gathering System Information

Before you learn how to con gure your system,you shouldlearn how to gatheressentiakystem
information.For example,you shouldknow how to nd the amountof free memory the amountof

available harddrive space how your harddrive is partitioned,andwhat processearerunning. This

chapterdiscussefow to retrieve this type of informationfrom your RedHat EnterpriseLinux system
usingsimplecommandsnda few simpleprograms.

42.1. System Processes

Theps ax commandlisplaysalist of currentsystenprocessesncludingprocesseswnedby other
usersTo displaythe ownerof the processealongwith theprocessessethecommandss aux. This

list is a staticlist; in otherwords,it is asnapshobf whatis runningwhenyou invoked thecommand.
If youwanta constantlyupdatedist of runningprocessesjsetop asdescribedelow.

Theps outputcanbelong. To preventit from scrollingoff the screenyou canpipeit throughless:
ps aux | less

You canusetheps commandn combinationwith thegrep commando seeif a processs running.
For example,to determindf Emacsis running,usethefollowing command:

ps ax | grep emacs

Thetop commanddisplayscurrently running processesind importantinformation aboutthemin-
cludingtheirmemoryandCPUusageThelist is bothreal-timeandinteractve. An exampleof top 's
outputis provided asfollows:

19:11:04 up 7:25, 9 users, load average: 0.00, 0.05, 0.12
89 processes: 88 sleeping, 1 running, 0 zombie, O stopped

CPU states: cpu user nice  system irq softirq iowait idle
total 6.6% 0.0% 0.0% 0.0% 0.0% 0.0% 192.8%
cpu00 6.7% 0.0% 0.1% 0.1% 0.0% 0.0% 92.8%
cpuOl 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 100.0%
Mem: 1028556k av, 241972k used, 786584k free, Ok shrd, 37712k buff
162316k active, 18076k inactive
Swap: 1020116k av, Ok used, 1020116k free 99340k cached

PID USER PRI NI SIZE RSS SHARESTAT %CPU%MEM TIME CPU COMMAND

1899 root 15 0 17728 12M 4172 S 65 1.2 111:20 0 X

6380 root 15 0 1144 1144 884 R 03 0.1 0:00 0 top
1 root 15 0 488 488 432 S 0.0 0.0 0:05 1 init
2 root RT O 0 0 0 sSwW 0.0 0.0 0:00 0 migration/0
3 root RT O 0 0 0 sSwW 0.0 0.0 0:00 1 migration/1
4 root 15 0 0 0 0 sw 00 0.0 0:00 0 keventd
5 root 34 19 0 0 0 SWN 0.0 0.0 0:00 0 ksoftirgd/0
6 root 34 19 0 0 0 SWN 0.0 0.0 0:00 1 ksoftirqd/1
9 root 25 0 0 0 0 sw 00 0.0 0:00 0 bdflush
7 root 15 0 0 0 0 SwW 0.0 0.0 0:00 1 kswapd
8 root 15 0 0 0 0 sSwW 0.0 0.0 0:00 1 kscand
10 root 15 0 0 0 0 sSwW 0.0 0.0 0:01 1 kupdated
11 root 25 0 0 0 0 sSwW 0.0 0.0 0:00 0 mdrecoveryd

To exit top , pressthe[q] key.
Usefulinteractve commandshatyou canusewith top includethefollowing:
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Command Description

[Space] Immediatelyrefreshthedisplay

[h] Displaya helpscreen

[K] Kill aprocessYouwill bepromptedor the
procesdD andthesignalto sendto it.

[n] Changethe numberof processesdisplayed.You
will be promptedo enterthe number

[u] Sortby user

[M] Sortby memoryusage.

[P] Sortby CPUusage.

Table 42-1.Interactive top commands

©-

Application such as Mozilla and Nautilus are thread-aware — multiple threads are created to handle
multiple users or multiple requests, and each thread is given a process ID. By default, ps and top
only display the main (initial) thread. To view all threads, use the command ps -m or type [Shift]-[H]
in top .

If you prefera graphicalinterfacefor top , you canusethe GNOME SystemMonitor . To startit
from the desktop selectMain Menu Button (onthe Panel)=> SystemTools=> SystemMonitor
or typegnome-system-monitor  ata shellpromptfrom within the X Window SystemThenselect
the Procesd.isting tah

TheGNOME SystemMonitor allows youto searctfor processn thelist of runningprocessaswell
asview all processesjour processesyr active processes.

To learnmoreabouta processselectit andclick the Mor e Inf o button. Detailsaboutthe processwill
bedisplayedat the bottomof thewindow.

To stopa processselectit andclick End Process This functionis usefulfor processeshat have
stoppedrespondingo userinput.

To sortby theinformationin aspeci ¢ column,click onthenameof the column.Thecolumnthatthe
informationis sortedby appearsn adarler graycolor.

By default,the GNOME SystemMonitor doesnotdisplaythreadsTo changehispreferencesselect
Edit => Preferences click the Procesdl.isting tab,andselectShowv Threads The preferenceslso
allows youto con gure theupdateintenal, whattypeof informationto displayabouteachprocessy

default, andthe colorsof the systemmonitorgraphs.
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Figure 42-1. GNOME SystemMonitor

42.2. Memory Usage

Thefree commandlisplaysthetotalamountof physicalmemoryandswap spacefor the systemas
well astheamountof memorythatis usedree,sharedin kernelbuffers,andcached.

total used
Mem: 256812 240668
-/+ buffers/cache : 108300
Swap: 265032 780

free shared buffers cached

16144 105176 50520 81848
148512
264252

Thecommandree -m shavsthesamenformationin megabyteswhich areeasietto read.

total used
Mem: 250 235
-/+ buffers/cache : 105
Swap: 258 0

free shared buffers cached
15 102 49 79
145
258

If prefera graphicalinterfacefor free , youcanusethe GNOME SystemMonitor . To startit from
the desktopgo to the Main Menu Button (on the Panel)=> SystemTools => SystemMonitor or
type gnome-system-monitor at a shell promptfrom within X Window System.Thenchoosethe

SystemMonitor tah
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Figure 42-2.GNOME SystemMonitor

42.3. File Systems

Thedf commandeportshesystem$diskspacaisagelf youtypethecommandif atashellprompt,
the outputlooks similar to the following:

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/hda2 10325716 2902060 6899140  30% /

/dev/hdal 15554 8656 6095 59% /boot
/dev/hda3 20722644 2664256 17005732  14% /home

none 256796 0 256796 0% /dev/shm

By default, this utility shaws the partitionsizein 1 kilobyte blocksandtheamountof usedandavail-
abledisk spacein kilobytes.To view theinformationin megabytesandgigabytesusethe command
df -h.The-h agumentstandfor human-readab®rmat. Theoutputlookssimilarto thefollowing:

Filesystem Size  Used Avail Use% Mounted on
/dev/hda2 9.8G 2.8G 6.5G 30% /

/dev/hdal 15M 85M 5.9M  59% /boot
/dev/hda3 20G 2.6G 16G 14% /home

none 251M 0 250M 0% /dev/ishm

In the list of partitions,thereis an entry for /dev/ishm . This entry representshe systems virtual
memory le system.

The du commanddisplaysthe estimatedamountof spacebeingusedby les in a directory If you
typedu atashellprompt,thedisk usageor eachof the subdirectoriesvill be displayedn alist. The
grandtotal for the currentdirectoryandsubdirectoriesvill alsobeshavn asthelastline in thelist. If
you do not wantto seethetotalsfor all the subdirectoriesysethe commandiu -hs to seeonly the
grandtotal for the directoryin human-readabléormat. Usethedu --help commandio seemore
options.
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To view the systems partitionsanddisk spaceusagein a graphicalformat, usethe SystemMonitor
tabasshavn atthe bottomof Figure42-2

42.4. Hardware

If you are having troublecon guring your hardware or just wantto know what hardvareis in your
systemyou canusethe Hard ware Browser applicationto displaythe hardwarethatcanbe probed.
To startthe programfrom the desktop selectMain Menu Button => SystemTools=> Hardware
Browser or type hwbrowser ata shellprompt.As shavn in Figure42-3 it displaysyour CD-ROM
devices, oppy disks,harddrivesandtheir partitions,network devices, pointing devices,systemde-
vices, and video cards.Click on the catgyory namein the left menu,and the informationwill be
displayed.

Figure 42-3.Hardware Browser

You canalsousethelspci commando list all PCl devices.Usethecommandspci  -v for more
verboseanformationorispci  -vwv for veryverboseoutput.

Forexamplespci canbeusedo determinghemanugcturey model,andmemorysizeof asystems
videocard:

01:00.0 VGA compatible  controller: Matrox Graphics, Inc. MGAG400 AGP (rev 04) \
(prog-if 00 [VGA])

Subsystem:  Matrox Graphics, Inc.  Millennium G400 Dual Head Max

Flags: medium devsel, IRQ 16

Memory at 4000000 (32-bit, prefetchable) [size=32M]

Memory at fcffc000 (32-bit, non-prefetchable) [size=16K]

Memory at fc000000 (32-bit, non-prefetchable) [size=8M]
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Expansion ROMat 80000000 [disabled] [size=64K]
Capabilities: [dc] Power Management version 2
Capabilities: [f0] AGP version 2.0

Thelspci s alsousefulto determinethe network cardin your systemif you do notknow themanu-
factureror modelnumber

42.5. Additional Resources
To learnmoreaboutgatheringsysteminformation,referto thefollowing resources.

42.,5.1. Installed Documentation

- ps --help — Displaysalist of optionsthatcanbe usedwith ps.

- top manualpage— Typeman top tolearnmoreabouttop andits mary options.

- free manualpage— typeman free tolearnmoreaboutfree andits mary options.

- df manualpage— Typeman df tolearnmoreaboutthedf commandandits mary options.
+ du manualpage— Typeman du to learnmoreaboutthedu commandandits mary options.

+ Ispci manualpage— Typeman Ispci to learnmoreaboutthelspci commandandits mary
options.

« Iproc/  directory— The contentsof the /proc/  directory canalsobe usedto gathermore de-
tailed systeminformation. Referto the RedHat EnterpriseLinux RefeenceGuidefor additional
informationaboutthe/proc/  directory

42.5.2. Related Books

- RedHat EnterpriseLinux Introductionto SystenAdministation; RedHat, Inc. — Includesachap-
ter on monitoringresources.
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OPro le is alow overheadsystem-wideperformancemonitoringtool. It usesthe performancemon-

itoring hardware on the processotto retrieve information aboutthe kernel and executableson the

systemsuchaswhen memoryis referencedthe numberof L2 cacherequestsand the numberof

hardvareinterruptsreceved. On a RedHat EnterpriseLinux systemthe oprofle =~ RPM package
mustbeinstalledto usethistool.

Marny processorincludededicategerformancenonitoringhardware. This hardwaremalesit possi-
bleto detectwhencertaineventshapper(suchastherequestedatanotbeingin cache) Thehardware
normallytakestheform of oneor morecountes thatareincrementedachtime aneventtakesplace.
Whenthecountewalue“rolls over," aninterruptis generatednakingit possibleto controltheamount
of detail (andtherefore pverhead)roducedy performancenonitoring.

OPro le useshis hardware(or atimerbasedsubstitutan casesvhereperformancenonitoringhard-

wareis not present)o collectsamplef performance-relatedataeachtime a countergeneratesn

interrupt.Thesesamplesareperiodicallywritten outto disk; later the datacontainedn thesesamples
canthenbeusedto generateeportson system-lgel andapplication-lgel performance.

Impor tant

The kernel support for OPro le in Red Hat Enterprise Linux 3 is based on the back-ported code from
the 2.5 development kernel. When referring to OPro le documentation, 2.5-speci c features apply
to OPro le in Red Hat Enterprise Linux 3, even though the kernel version is 2.4. Likewise, OPro le
features speci ¢ to the 2.4 kernel do not apply to Red Hat Enterprise Linux 3.

OPro le is ausefultool, but be avareof somelimitationswhenusingit:

- Useof shaedlibraries— Sampledor codein sharedibrariesare not attributedto the particular
applicationunlessthe--separate=library optionis used.

« Performancemonitoringsamplesre inexact— Whena performancenonitoringregistertriggersa
sampletheinterrupthandlingis not precisdik e adivide by zeroexception.Dueto the out-of-order
executionof instructionsby the processqrthe samplemayberecordedn a nearbyinstruction.

- oprofpp doesnot associatesamplesfor inline functions' properly — oprofpp  usesa simple
addressangemechanisnio determinewhich functionanaddresss in. Inline functionsamplesare
not attributedto theinline functionbut ratherto thefunctiontheinline functionwasinsertednto.

- OPro le accumulatesiata from multiple runs — OPro le is a system-widepro ler and expects
processefo startup andshutdowvn multiple times. Thus,samplesrom multiple runsaccumulate.
Usethecommancbpcontrol ~ --reset  to clearoutthe sampledrom previousruns.

+ Non-CPU-limitedperformanceproblems— OPro le is orientedto nding problemswith CPU-
limited processesOPro le doesnotidentify processethatareasleepbecausehey arewaiting on
locksor for someothereventto occur(for examplean|/O device to nish anoperation).

In RedHat EnterpriseLinux, only the multi-processofSMP) kernelshave OPro le supportenabled.
To determinewhich kernelis running,issuethe following command:

uname -r
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If the kernelversionreturnedendsin .entsmp , the multi-processokernelis running.If it is not,
installit via RedHat Network or from thedistribution CDs, evenif thesystems notamulti-processor
systemThemulti-processokernelcanrun anasingle-processasystem.

43.1. Overview of Tools

Table43-1pravidesa brief overview of thetoolsprovidedwith theoprofile ~ package.

Command Description

opcontrol Con gureswhatdatais collected.Referto Sectionr43.2Con guring
OPro le for details.

op_help Displaysavailableeventsfor the systems$ processorlongwith a brief
descriptionof each.

op_merge Mergesmultiple samplesrom the sameexecutableReferto Section
43.5.4Usingop_merge for details.

op_time Givesanoverviev of all pro led executablesReferto Section43.5.1
Usingop_time for details.

op_to_source Createsannotatedsourcefor anexecutabldf theapplicationwas
compiledwith dehiggingsymbols.Referto Section43.5.3Using
op_to_source for details.

oprofiled Runsasadaemorto periodicallywrite sampledatato disk.

oprofpp Retrievespro le data.Referto Section43.5.2Usingoprofpp for
details.

op_import Corvertssampledatabasdes from aforeignbinaryformatto the

native formatfor the system Only usethis optionwhenanalyzinga
sampledatabasérom adifferentarchitecture.

Table 43-1.0Pro le Commands

43.2. Con guring OProle

Before OPro le canbe run, it mustbe con gured. At a minimum, selectingto monitor the kernel
(or selectingnot to monitor the kernel)is required.The following sectionsdescribehow to usethe
opcontrol utility to con gure OPro le. As theopcontrol  commandsareexecuted the setupop-
tionsaresavedto the/root/.oprofile/daemonrc le.

43.2.1. Specifying the Kernel

First,con gure whetherOPro le shouldmonitorthekernel.Thisis theonly con gurationoptionthat
is requiredbeforestartingOPro le. All othersareoptional.

To monitorthekernel,executethefollowing commandasroot:
opcontrol --vmlinux=/boot/vmlinux-" uname -r'
To con gure OPro le notto monitorthe kernel,executethefollowing commandasroot:

opcontrol --no-vmlinux
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This commandalso loads the oprofile kernel module (if it is not alreadyloaded)and creates
the /devioprofile/ directoryif it doesnot alreadyexist. Referto Section43.6 Undeistanding
/dev/profile/ for detailsaboutthis directory

; Note

Even if OPro le is con gured not to pro le the kernel, the SMP kernel still must be running so that
the oprofile  module can be loaded from it.

Settingwhethersamplesshouldbe collectedwithin the kernelonly changesvhat datais collected,
not how or wherethe collecteddatais stored.To generataifferentsample les for the kerneland
applicationlibraries,referto Section43.2.3Sepaating Kerneland UserspacePro les.

43.2.2. Setting Events to Monitor

Most processorgontaincountes, which areusedby OPro le to monitor speci ¢ events.As shovn
in Table43-2 thenumberof countersavailabledependon the processor

Processor cpu_type Number of Counter s
PentiumPro i386/ppro 2
Pentiumll i386/pii 2
Pentiumlil i386/piii 2
Pentium4 (non-hypeithreaded) i386/p4 8
Pentium4 (hyperthreaded) i386/p4-ht 4
Athlon i386/athlon 4
AMD64 x86-64/hammer 4
Itanium ia64/itanium 4
Itanium?2 ia64/itanium2 4
TIMER_INT timer 1
IBM eSereriSeries timer 1
IBM eSerer pSeries timer 1
IBM eSerer S/390 timer 1
IBM eSererzSeries timer 1

Table 43-2.0Pro le Processorsaand Counters

Use Table43-2to verify thatthe correctprocessotype was detectedandto determinethe number
of eventsthatcanbe monitoredsimultaneouslytimer is usedasthe processotypeif the processor
doesnot have supportecerformancenonitoringhardvare.

If timer is usedeventscannot be setfor ary processobecausehe hardwaredoesnot have support
for hardwareperformanceountersinsteadthetimerinterruptis usedfor pro ling.

If timer is not usedasthe processotype, the eventsmonitoredcanbe changedand counter0 for
theprocessors setto atime-basedventby default. If morethanonecounterexistson theprocessaqr
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the countersotherthancounterO arenot setto aneventby default. The default eventsmonitoredare
shavn in Table43-3

Processor Default Event for Counter | Description
0
PentiumPro,Pentium | CPU_CLK_UNHALTED Theprocessos clockis not halted
I, Pentiumlll, Athlon,
AMD64
Pentium4 (HT and GLOBAL_POWER_EVENTS | Thetime duringwhich the processois
non-HT) not stopped
Itanium2 CPU_CYCLES CPUCycles
TIMER_INT (none) Samplefor eachtimerinterrupt

Table 43-3.Default Events

Thenumberof eventsthatcanbe monitoredat onetime is determinedy the numberof countersor
the processorHowever, it is nota one-to-onecorrelation;on someprocessors;ertaineventsmustbe
mappedto speci ¢ counters.To determinethe numberof countersavailable, executethe following
command:

cat /dev/oprofile/cpu_type

The events available vary dependingon the processotype. To determinethe eventsavailable for
pro ling, executethefollowing commandasroot (thelist is speci c to the systems processotype):

op_help
Theeventsfor eachcountercanbe con guredvia thecommandine or with a graphicalinterface.|f

the countercannot be setto a speci ¢ event,anerrormessagés displayed.
To settheeventfor eachcon gurable countervia the commandine, useopcontrol

opcontrol --ctrl  N-event=  event-name

ReplaceN with the counternumber(startingwith 0), andreplace event-name with the exact
nameof theeventfrom op_help .

43.2.2.1. Sampling Rate

By default, atime-basedventsetis selectedlt createsapproximately2000samplegper secondoer
processorlf the timer interruptis used,the timer is setto whatever the jiffy rateis andis not user
settablelf thecpu_type isnottimer , eacheventcanhave a samplingrate setfor it. The sampling
rateis the numberof eventsbetweereachsamplesnapshot.

Whensettingthe eventfor the countey a sampleratecanalsobe speci ed:
opcontrol --ctr N-event=  event-name --ctr N-count=  sample-rat e
Replace sample-rate with the numberof eventsto wait beforesamplingagain.The smaller

thecount,themorefrequenthe samplesFor eventsthatdo nothapperfrequently alower countmay
beneededo capturetheeventinstances.
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@Caution

Be extremely careful when setting sampling rates. Sampling too frequently can overload the system,
causing the system to appear as if it is frozen or causing the system to actually freeze.

43.2.2.2. Unit Masks
If thecpu_type isnottimer , unit maskanayalsoberequiredto furtherde ne theevent.

Unit masksfor eacheventarelistedwith theop_help  commandThe valuesfor eachunit maskare
listed in hexadecimalformat. To specify morethanone unit mask,the hexadecimalvaluesmustbe
combinedusinga bitwise or operation.

opcontrol --ctr N-event=  event-name --ctr N-count=  sample-rat e --ctr N-unit-mask= value

43.2.3. Separating Kernel and User-space Pro les

By default, kernelmodeandusermodeinformationis gatheredor eachevent. To con gure OPro le
notto counteventsin kernelmodefor a speci ¢ countey executethefollowing commandwhereN is
the countemumber):

opcontrol --ctr  N-kernel=0

Executethefollowing commando startpro ling kernelmodefor the counteragain:

opcontrol --ctr  N-kernel=1

To con gure OPro le notto counteventsin usermodefor a speci ¢ counter executethe following
commandwhereN is the countemumber):

opcontrol --ctr  N-user=0

Executethefollowing commando startpro ling usermodefor the counteragain:

opcontrol --ctr  N-user=1

WhentheOPro le daemonwritesthepro le datato sampleles, it canseparatéhekernelandlibrary
pro le datainto separatesample les. To con gure how the daemonwritesto sample les, execute
thefollowing commandasroot:

opcontrol --separate= choice

choice  canbeoneof thefollowing:

« none — donotseparaté¢hepro les (default)

. library — generateerapplicationpro les for libraries
- kernel — generatgerapplicationpro les for thekernelandkernelmodules
- all — generatgerapplicationpro les for librariesandperapplicationpro les for the kerneland

kernelmodules

If --separate=library is usedthesamplele nameincludesthe nameof the executableaswell
asthenameof thelibrary.
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43.3. Starting and Stopping OPro le

To startmonitoringthe systemwith OPro le, executethefollowing commandasroot:
opcontrol --start

Outputsimilar to thefollowing is displayed:

Using log file  /var/lib/oprofile/oprofi led .log

Daemon started.
Profiler running.

Thesettingsin /root/.oprofile/daemonrc areused.
The OProle daemon,oprofiled , is started;it periodically writes the sample data to the

Ivar/lib/oprofile/samples/ directory The log le for the daemon is located at
Ivarl/lib/oprofile/oprofiled.log .

If OPro le is restartedwith differentcon guration options,the sampleles for the previous session
areautomaticallybacled upin thedirectory/var/lib/oprofile/samples/session- N, whereN
is the numberof the previously bacled-upsessiorplus 1.

Backing up samples file to directory Ivar/lib/oprofile/sampl es// session -1
Using log file  /var/lib/oprofile/oprofi led .log

Daemon started.

Profiler running.

To stopthepro ler, executingthe following commandasroot:

opcontrol --shutdown

43.4. Saving Data

Sometimest is usefulto saze samplesata speci ¢ time. For example,whenpro ling anexecutable,
it maybe usefulto gatherdifferentsampledasedn differentinputdatasets.If thenumberof events
to be monitoredexceedshe numberof countersavailablefor the processqmultiple runsof OPro le
canbeusedto collectdata,sazing the sampledatato different les eachtime.

To save the currentsetof sample les, executethe following commandyeplacing name with a
uniquedescriptve namefor the currentsession.

opcontrol --save= name
The directory /var/lib/oprofile/samples/ name/ is createdandthe currentsample les are
copiedto it.

43.5. Analyzing the Data

Periodically the OProle daemon, oprofiled collects the samplesand writes them to the
Ivar/lib/oprofile/samples/ directory Before readingthe data,make sureall datahasbeen
written to this directoryby executingthefollowing commandasroot:

opcontrol --dump

Eachsample le nameis basedon the nameof the executablewith a closingcurly braclet (} ) re-
placingeachforward slash(/ ). The le nameendswith a hashmark (#), followed by the counter
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numberusedfor that sample le. For example,the following le includesthe sampledatafor the
Isbin/syslogd executablecollectedwith counterO:

}sbin}syslogd#0

Thefollowing toolsareavailableto pro le the sampledataonceit hasbeencollected:

+ op_time

+ oprofpp

+ op_to_source

+ op_merge

Usethesetools,alongwith thebinariespro led, to generateeportsthatcanbe furtheranalyzed.

&Warning

The executable being proled must be used with these tools to analyze the data. If it must change
after the data is collected, backup the executable used to create the samples as well as the sample
les.

Sampledor eachexecutablearewrittento asinglesamplele. Samplegrom eachdynamicallylinked
library are alsowritten to a single sample le. While OPro le is running, if the executablebeing
monitoredchangesndasamplele for theexecutablexists,theexistingsamplele is automatically
deleted.Thus,if the existing sample le is neededjt mustbe bacled up, alongwith the executable
usedto creatat beforereplacingtheexecutablewith anew version.Referto Sectiord3.4SavingData
for detailson how to backupthe samplele.

43.5.1. Using op_time
Theop_time tool pravidesanoverview of all theexecutabledeingpro led.
Thefollowing is partof anexampleoutput:

581 0.2949  0.0000 /usr/bin/oprofiled
966 0.4904  0.0000 /usr/sbin/cupsd
1028 0.5218  0.0000 /usr/shin/irgbalance
1187 0.6026  0.0000 /bin/bash

1480 0.7513  0.0000 /usr/bin/slocate
2039 1.0351  0.0000 /usr/lib/rpm/rpmq
6249 3.1722  0.0000 /usr/X11R6/bin/XFree86
8842 4.4885  0.0000 /bin/sed

31342 15.9103  0.0000 /usr/bin/gdmgreeter
58283 29.5865  0.0000 /no-vmlinux

82853 42.0591  0.0000 /usr/bin/perl

Eachexecutablés listed onits own line. The rst columnis the numberof samplesecordedor the
executableThe secondcolumnis the percentagef samplegelative to the total numberof samples.
Thethird columnis unusedandthefourthis the nameof the executable.

Referto theop_time manpagefor alist of availablecommandine optionssuchasthe-r option
usedto sortthe outputfrom the executablewith the largesthnumberof samplego the onewith the
smallesinumberof samplesThe-c optionis alsousefulfor specifyinga countemumber
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43.5.2. Using oprofpp
To retrieve moredetailedinformationabouta speci ¢ executablepseoprofpp

oprofpp mode executable
executable mustbethefull pathto the executableto beanalyzed. mode mustbe oneof
thefollowing:

List sampledataby symbols.For example,thefollowing is partof the outputfrom runningthe

commancbprofpp -1 /usr/X11R6/bin/XFree86

vma samples % symbol name

08195d10 4 3.0303 miComputeCompositeClip
080b9180 5 3.78788 Dispatch

080cdce0 5 3.78788 FreeResource

080ced4ald 5 3.78788 LegalNewID

080ce640 5 3.78788 SecurityLookuplDByClass
080dd470 9 6.81818 WaitForSomething

080e1360 12 9.09091 StandardReadRequestFromC lie nt

The rst columnis thestartingvirtual memoryaddresgvma). The seconccolumnis thenumber
of samplegor thesymbol.Thethird columnis the percentagef samplegor this symbolrelative
to the overall sampledor the executable andthe fourth columnis the symbolname.

To sortthe outputfrom the largestnumberof sampleso the smallest(reverseorder),use-r in
conjunctionwith the-I option.
-S symbol-name

List sampledataspeci c to a symbolname.For example thefollowing outputis from the com-

mandoprofpp -s StandardReadRequestFromClient /usr/X11R6/bin/XFree86
vma samples % symbol name

080e1360 12 100 StandardReadRequestFromC lie nt
080e1360 1 8.33333

080e137f 1 8.33333

080e13bb 1 8.33333

080e13f4 1 8.33333

080e13fb 1 8.33333

080eld44a 1 8.33333

080elbaa 1 8.33333

080e1668 1 8.33333

080e1803 1 8.33333

080e1873 1 8.33333

080e190a 2 16.6667

The rst line is asummaryfor the symbol/&ecutablecombination.

The rst columnconsistsof the virtual memoryaddressesampled The secondcolumnis the
numberof sampledor the memoryaddressThe third columnis the percentag®f samplegor
thememoryaddresselative to thetotal numberof sampledor the symbol.

-L
List sampledataby symbolswith moredetailsthan-I . For example:
vma samples % symbol name
08083630 2 151515 xf86Wakeup
08083641 1 50
080836al 1 50

080b8150 1 0.757576 Ones
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080b8179 1 100

080b8fb0 2 1.51515 FlushClientCaches
080b8fb9 1 50
080b8fba 1 50

The datais the sameasthe -| option exceptthat for eachsymbol, eachvirtual memoryad-
dresausedis shavn. For eachvirtual memoryaddressthe numberof samplesindpercentagef
sampleselative to thenumberof samplegor the symbolis displayed.

file-name

Generateutputto a le in gprof format.If thegeneratede is namedgmon.out , gprof can
beusedto furtheranalyzethe data.Referto thegprof manpagefor details.

Otheroptionsto furtherrestrictthe dataareasfollows:

-f  file-name
Use the specied sample le file-name . By default, the sample le in
Ivarllib/oprofile/samples/ is used.Use this option to specify a sample le from a
previoussession.

- file-name
Use file-name asthenameof theexecutablefor whichto retrieve data.

-d
DemangleC++ symbolnames.

-D
DemangleC++ symbolnamesandsimplify STL library demanglechames.

--counter number
Gatherinformationfrom a speci ¢ counter Thedefault counteris 0 if notspeci ed.

-0
Displaytheline numberin thesourcecodefor eachsample Whenthe executablevascompiled,
GCC's-g optionshouldhave beenused Otherwisethis optioncannotdisplaytheline numbers.
Noneof the RedHat EnterpriseLinux executablesarecompiledwith this optionby default.
vma samples % symbol name linear info
0806¢cbb0 0 0 _start ..Isysdeps/i386/elf/star t.S :47

-e  symbol-name
Excludethe comma-separatdist of symbolsfrom the output.

-k

Displayanadditionalcolumncontainingthe sharedibrary. This optiononly producegesultsif

the--separate=library optionto opcontrol  is speci edwhencon guring OPro le andif
the--dump-gprof-file optionis notusedin conjunctionwith this option.
format

Displaytheoutputin a speci c columnorder This optioncannotbeusedwith -g .
Usethefollowing lettersto representhe columns:
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Letter Description

\Y Virtual memoryaddress

Numberof samples

Cumulate numberof samples

Percentagef samplegelative to total numberof sampledor the executable

T|° || »

Cumulatve percentagef samplegelative to total numberof sampledor the
executable

Percentagef samplegelative to all executablesampled

Cumulatve percentagef samplegelative to all executablesampled

S o |e

Symbolname

File nameof sourcele andline numberincludingfull path

L Basenameof thesourcecode le nameandline number

i Nameof theexecutablejncludingfull path

| Basenameof theexecutable

d Detailsof thesample

h Display columnheaders
Table 43-4.Letters for Column Order

--session name
Specify the full path to the session or a directory relatve to the
Ivar/lib/oprofile/samples/ directory

-p  path-list

Specifyacomma-separatdist of pathsin which the executabledo beanalyzedarelocated.

43.5.3. Using op_to_source

Theop_to_source tool triesto matchthe sampledor particularinstructionsto the corresponding
linesin thesourcecode.Theresulting les generatedhouldhave thesampledor thelinesattheleft.
It alsoputsin acommentat the beginning of eachfunctionlisting thetotal samplegor the function.

For this utility to work, the executablemustbe compiledwith GCC's -g option.By default, RedHat
Enterpriselinux packagesrenot compiledwith this option.

Thegenerakyntaxfor op_to_source is asfollows:
op_to_source  --source-dir src-dir executable

Thedirectorycontainingthe sourcecodeandthe executableto be analyzedmustbe speci ed. Refer
totheop_to_source manpagefor alist of additionalcommandine options.
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43.5.4. Using op_merge

If multiple sampleles exist for the exactsameexecutableor library, the sampleles canbe meiged
for easieranalysis.

For example,to memge les for the library /usr/lib/library-1.2.3.s0 , executethe following
commandsroot:

op_merge /usr/lib/library-1.2.3 )

Theresulting le is /var/lib/oprofile/samples/}usr}lib}library-1.2.3.s 0.

To limit the samplesneigedto a speci ¢ counteyusethe-c optionfollowed by the countemumber

43.6. Under standing /dev/profile/

The /dev/oprofile/ directory containsthe le systemfor OPro le. Usethe cat commandto
displaythevaluesof thevirtual les in this le systemFor example thefollowing commandlisplays
thetypeof processoOPro le detected:

cat /dev/oprofile/cpu_type
A directory exists in /dev/oprofile/ for eachcounter For example,if thereare 2 countersthe

directories/dev/oprofile/0/ anddev/oprofile/1/ exist.
Eachdirectoryfor a countercontainghefollowing les:

- count — Intenal betweersamples

- enabled — If 0, the counteris off andno samplesarecollectedfor it; If 1, the counteris onand
samplesarebeingcollectedfor it

- event — Eventto monitor

- kernel — If 0, samplesarenot collectedfor this countereventwhenthe processois in kernel-
spacejf 1, samplesrecollectedevenif theprocessors in kernel-space

« unit_mask — Whichunit masksareenabledor the counter

- user — If 0, samplesrenot collectedfor the countereventwhenthe processors in userspacejf
1, samplesrecollectedevenif theprocessors in userspace

Thevaluesof theseles canberetrieved with thecat commandFor example:

cat /dev/oprofile/O/count

43.7. Example Usage

While OPro le canbe usedby developersto analyzeapplicationperformanceit canalsobeusedby
systemadministratorso performsystemanalysisFor example:

- Determinewhich applicationsandservicesare usedthe mostona system— op_time canbeused
to determinehowv much processottime an applicationor serviceuses.If the systemis usedfor
multiple servicesbut is underperforming,the servicesconsuminghe mostprocessotime canbe
movedto dedicatedsystems.
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- Determineprocessomusage — The CPU_CLK_UNHALTEBventcanbe monitoredto determinethe
processotoad over a given period of time. This datacanthenbe usedto determineif additional
processorsr afasterprocessomightimprove systemperformance.

43.8. Graphical Interface

SomeOPro le preferencesanbesetwith agraphicalnterface.To startit, executetheoprof_start
commandasroot ata shellprompt.

After changingary of theoptions,they canbesaredby clicking the Save and quit button.Theprefer
encesrewrittento /root/.oprofile/daemonrc ,andtheapplicatiorexits. Exiting theapplication
doesnot stopOPro le from sampling.

On the Setup tab, to seteventsfor the processorcountersas discussedn Section43.2.2 Setting
Eventsto Monitor, selectthe counterfrom the pulldovn menuandselectthe event from thelist. A
brief descriptionof the event appeardn the text box belov the list. Only eventsavailable for the
speci c counterandthespeci c architecturearedisplayed Theinterfacealsodisplayswhetheror not
thepro ler is runningandsomebrief statisticsaboultit.

Figure43-1.0Pro le Setup

On theright sideof the tab, selectthe Pro le kernel optionto counteventsin kernelmodefor the
currently selectedevent, asdiscussedn Section43.2.3Sepaating Kernel and UserspacePro les.
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Thisis equivalentto theopcontrol ~ --ctr N-kernel=1 commandwhereN is thecountemumber
If thisoptionis unselectedi is equivalentto theopcontrol ~ --ctr  N-kernel=0 command.

Selectthe Pro le user binaries optionto counteventsin usermodefor the currentlyselectedevent,
asdiscussedn Section43.2.3Sepaating Kerneland UserspacePro les. This is equivalentto the
opcontrol  --ctr N-user=1 commandywhereN is thecountemumberlf thisoptionis unselected,
it is equivalentto theopcontrol ~ --ctr N-user=0 command.

UsetheCount text eld to setthesamplingratefor thecurrentlyselectedventasdiscussedh Section
43.2.2.1SamplingRate

If any unit masksareavailablefor the currentlyselectedevent, asdiscussedn Section43.2.2.2Unit
Masks they aredisplayedin the Unit Masks areaon the right side of the Setup tah Selectthe
checkboxbesidethe unit maskto enableit for theevent.

Onthe Con guration tab,to pro le thekernel,enterthe nameandlocationof thevmlinux le for
the kernelto monitor in the Kernel image le text eld. To con gure OPro le not to monitor the
kernel,selectNo kernel image

Figure43-2.0Pro le Con guration

If theVerboseoptionis selectedtheoprofiled  daemorog includesmoreinformation.

If Per-application kernel samples les is selectedOPro le generateperapplicationpro les for the
kernelandkernelmodulesasdiscussedn Section43.2.3Sepaating KernelandUserspacePro les.
This is equialentto the opcontrol  --separate=kernel command/f Per-application shared
libs samples les is selectedOPro le generateperapplicationpro les for libraries.Thisis equia-
lentto theopcontrol  --separate=library command.
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To force datato bewritten to samplesles asdiscussedn Section43.5Analyzingthe Data, click the
Flush pro ler data button.Thisis equialentto theopcontrol ~ --dump command.

To startOPro le from the graphicalinterface,click Start pro ler . To stopthe pro ler, click Stop
pro ler . Exiting theapplicationdoesnot stopOPro le from sampling.

43.9. Additional Resour ces

This chapteronly highlights OPro le andhow to con gure and useit. To learnmore, referto the
following resources.

43.9.1. Installed Docs
« lusr/share/doc/oprofile-0.5.4/oprofile.html — OPro le Manual

+ oprofile manpage— Discussespcontrol , oprofpp , op_to_source ,op_time , op_merge ,
andop_help

43.9.2. Useful Websites

- http://opro le.sourcefagenet/ — containsthe latestdocumentationmailing lists, IRC channels,
andmore
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Building a Custom Kernel

Many peoplenew to Linux oftenask,"Why shouldl build my own kernel?"Giventhe advanceshat
have beenmadein the useof kernelmodulesthe mostaccurataesponséo thatquestionis, "Unless
you alreadyknow why you needto build your own kernel,you probablydo not needto."

The kernel provided with Red Hat EnterpriseLinux and via the Red Hat EnterpriseLinux Errata
systemprovides supportfor mostmodernhardware andkernelfeaturesFor mostusers,it doesnot
needto be recompiled.This appendixis provided asa guidefor userswho wantto recompiletheir
kernelto learnmoreabouitit, for userswho wantto compilean experimentalfeatureinto the kernel,
andsoon.

To upgradethe kernel using the kernel packagedistributed by Red Hat, Inc., refer to Chapter39
UpgradingtheKernel

&Warning

Building a custom kernel is not supported by the Installation Support Team. For more information
on upgrading the kernel using the RPM packages distributed by Red Hat, Inc., refer to Chapter 39
Upgrading the Kernel.

A.1l. Preparing to Build

Beforebuilding acustomkernel,it is extremelyimportantto make surethataworkingemepgengy boot
disketteexists in casea mistale is made.To male a bootdiskette thatwill bootusingthe currently
runningkernel,executethe following command:

/shin/mkbootdisk ‘uname -r’

After makingthediskette,testit to make surethatit bootsthe system.
To recompilethe kernel,thekernel-source  packagemustbeinstalled.lssuethecommand

rpm -q kernel-source

to determineif it is installed.If it is notinstalled,install it from the Red Hat EnterpriseLinux CD-
ROMs or Red Hat Network. For more information on installing RPM packagesrefer to Part 111
Padkage Management

A.2. Building the Kernel

To build acustomkernel(performall thesestepsasroot):

; Note

This example uses 2.4.21-1.1931.2.399.ent as the kernel version (the kernel version might differ). To
determine the kernel version, type the command uname -r and replace 2.4.21-1.1931.2.399.ent with
the kernel version that is returned.
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Openashellpromptandchangeo thedirectory/usr/src/linux-2.4/ .All commandsrom
this point forward mustbe executedfrom this directory

It is importantthatkernelbuild startswith the sourcetreein aknown condition.Thereforejt is
recommendedhat the commandmake mrproper is issuedrst to remove ary con guration
les alongwith theremainsof ary previous builds thatmaybescatterediroundthesourcetree.
If an existing con guration le alreadyexists asthe le /usr/src/linux-2.4/.config ,
backit up to a differentdirectorybeforerunningthis commandandcoyy it backafterward.

It isrecommendethatthecon gurationof thedefault RedHat EnterpriseLinux kernelbeused
as a startingpoint. To do this, copy the con guration le for the systems architecturefrom

the /usr/src/linux-2.4/configs/ directoryto /usr/src/linux-2.4/.config .If the
systemhasmorethanoneprocessqrcopy the le thatcontainsthe keyword smp. However, if

the systemhasmore thanfour gigabytesof memory copy the le that containsthe keyword
hugemem

.Next, customizethe settings. The recommendedmethod is to use the command make

menuconfig  to runtheLinux Kernel Con guration program.TheX Window Systemis not
required.

After nishing thecon guration,selectExit andselectYesto sase thenew kernelcon guration
le (fusr/src/linux-2.4/.config ).

Evenif nochangesveremadeto ary of thesettingsyunningthemake menuconfig command
(or oneof theothermethoddor kernelcon guration)is requiredbeforecontinuing.

Otheravailablemethod<for kernelcon gurationinclude:

« make config — An interactve text program.Components&representedn alinearformat
andansweredneat a time. This methoddoesnot requirethe X Window Systemanddoes
notallow answergo be changedor previousguestions.

« make xconfig — The methodrequiresthe X Window Systemandthetk packageThis
methodis notrecommendetiecausé doesnot parsethecon guration les reliably.

» make oldconfig — Thisis anon-interactie scriptthatreadsheexisting con guration le
(.config ) andonly promptsfor answergo ary nev questionghatdid not previously exist.

Note

To use kmod and kernel modules answer Yes to kmod support and module version
(CONFIG_MODVERSIOB) support during the con gur ation.

After creatinga /usr/src/linux-2.4/.config le, usethecommandmake dep to setup
the dependenciesorrectly

Usethecommandmake clean to preparethesourcetreefor thebuild.

.It is recommendedthat the custom kernel have a modied version number so that

the existing kernel is not overwritten. The method described here is the easiestto
recover from in the event of a mishap. For other possibilities, details can be found at
http://Iwwwredhat.com/mirrors/LDP/H@TO/KernetHOWTO.html or in the Makefile in
lusr/src/linux-2.4/

By default, /usr/src/linux-2.4/Makefile includesthe word custom at the end of the
line beginning with EXTRAVERSIONAppendingthe string allows the systemto have the old
working kernelandthe new kernel (version2.4.21-1.1931.2.399.entcustown) the systemat
thesametime.

If the systemcontainsmorethanonecustomkernel,agoodmethodis to appendhedateatthe
end(or anothelidenti er).
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8. For the x86 andAMDG64 architecturesbuild the kernelwith make bzimage . For the Itanium
architecturebuild thekernelwith make compressed . For the S/390andzSeriesarchitectures,
build the kernelwith make image . For theiSeriesand pSeriesarchitecturesbuild the kernel
with make boot .

9. Build ary modulescon guredwith make modules .

10.Use the commandmake modules_install to install the kernel modules(even if nothing
was actually built). Notice the underscorg_) in the command This installsthe kernel mod-
ulesinto thedirectorypath/lib/modules/ KERNELVERSION /kernel/drivers (where
KERNELVERSIONs the versionspeci ed in the Makefile ). In this exampleit would be
/lib/modules/2.4.21-1.1931.2.399.entcustom/kernel/d rivers/

11.Usemake install  to copy thenew kernelandits associatedes to the properdirectories.

In additionto installingthekernel les in the/boot directory thiscommandalsoexecuteshe
Isbin/new-kernel-pkg scriptthatbuilds anew initrd  imageandaddsnew entriesto the
bootloadercon guration le.

If thesystemhasa SCSladapteandthe SCSldriver wascompiledasa moduleor if thekernel
washbuilt with ext3 supportasa module(the defaultin RedHat EnterpriseLinux), theinitrd
imageis required.

12.Eventhoughtheinitrd ~ imageandbootloadermodi cations aremade,verify thatthey were
donecorrectlyandbe sureto usethe customkernelversioninsteadof 2.4.21-1.1931.2.399.ent.
Referto Section39.5Verifying theInitial RAM Disk Image andSection39.6 Verifying the Boot
Loaderfor instructionson verifying thesemodi cations.

A.3. Additional Resour ces
For moreinformationon the Linux kernel,referto thefollowing resources.

A.3.1. Installed Documentation

« lusr/src/linux-2.4/Documentation/ — This directory containsadvanceddocumentation
on the Linux kernelandits modules.Thesedocumentsare written for peopleinterestedn con-
tributing to thekernelsourcecodeandunderstandindpow the kernelworks.

A.3.2. Useful Websites

- http://wwwredhat.com/mirrors/LDP/H@TO/KernetHOWTO.html — The Linux Kernel
HOWTO from the Linux DocumentatiorProject.

« http://wwwkernel.og/pub/lnux/docs/lkml/ — Thelinux-kernelmailing list.
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creating,16 local printer, 250
formating managingprint jobs, 262
mkfs, 17 modifying existing printers,258
labeling networked CUPS(IPP) printer, 251
e2label 18 noti cation icon, 263
making Novell NetWare(NCP) printer, 255
mkpart, 17

printing from thecommandine, 264

re”_‘“,"“gif remoteLPD printer, 252
r‘?s'?'“gi. : 16 renameexisting printer, 259
viewing list, SambaSMB) printer, 253
passverd -
. save con gurationto le, 260
aging,243 )
. . sharing,264
forcing expirationof, 243
PCl devices allowedhosts,265
listing, 297 system-wideoptions,265

testpage,258
text-basechpplication, 249
viewing print spool,262

physicalextent,88
physicalvolume,13, 87

pixels,237 el ! )
post x, 289 viewing pnntspool,commandlne. 263
PPPOE128 PrinterCon guration Tool
Pre-EsecutionEnvironment,91 (Seeprintercon guration)
printconf printtool - _
(Seeprintercon guration) (Seeprintercon guration)
printercon guration, 249 processes293
adding ps,293
CUPS(IPP)printer, 251 PXEO1l
IPP printer, 251 PXE installations91
JetDirectprinter, 255 addinghosts 93
local printer, 250 bootmessagesustom,95
LPD printer, 252 con guration,91
Novell NetWare(NCP)printer, 255 DHCPcon guration, 94, 98
SambaSMB) printer, 253 Network Booting Tool, 91
cancelprint job, 264 overview, 91
commandine options,261 performing,95
addaprinter, 261 settingup the network sener, 91
remove aprinter, 261 pxeboot,94
restorecon guration, 260 pxeos,92

save con guration, 260



326

Q redhat-control-netark
quotacheck? (SeeNetvprk Device Control)
quotacheckcommand rednat-logviever

checkingquotaaccurag with, 24 (SeelLog Viewer)
quotaof, 25 redhat-switch-mail
quotaon25 (SeeMail TransportAgentSwitcher)

redhat-switch-mail-nox
(SeeMail TransportAgentSwitcher)

R rescuemode
racoon 141 143 de nition of, 80
RAID, 9 utilities available,81

con guring softwareRAID, 83 resize2fs2

explanationof, 9 resolution 237

HardwareRAID, 9 RHN

level 0, 10 (SeeRedHat Network)

level 1,10 rmmod,286

level 4, 10 RPM, 103

level 5, 10 additionalresources]12

levels, 10 bookabout, 112

reasonso use,9 checkingpackagesignatures109
RAS'\;)ft;\gaEr)eRAID, 9 dependencied,06
rcp,1’58 designgoals,103
RedHat Network, 117 determiningle ownershipwith, 110
RedHat PackageManager documentationvith, 111

(SeeRPM) le conicts
RedHatRPM Guide,112 resolving,105
RedHat UpdateAgent, 117 nding deletedles with, 110
redhat-con g-date freshen107

(SeeTime andDatePropertiesTool) fresheningpackages]07
redhat-con g-httpd GNnuPG,109

(SeeHTTP Con guration Tool) graphicalinterface,113
redhat-con g-leyboard 233 installing, 104

redhat-con g-kickstart
(SeeKickstartCon gurator)
redhat-con g-mouse
(SeeMouseCon guration Tool)
redhat-con g-netboot91
redhat-con g-netvork

with PackageManagementool, 114
md5sum 109
preservingcon guration les, 107
querying,108
queryingfor le list, 111

(Seenetwork con guration) queryinguninstalledpackages]11
redhat-con g-netverk-cmd,123 139, 145 tips, 110
redhat-con g-netverk-tui uninstalling,106

(Seenetwork con guration) with PackageManagementool, 115
redhat-con g-packages upgrading107

(SeePackageManagementool) using,104
redhat-con g-printer verifying, 108

(Seeprintercon guration) website 112
redhat-con g-securityleel '

RSAk
(SeeSecurityLevel Con guration Tool) s .
: generating159

redhat-con g-time RSAVersionl k

(SeeTime andDatePropertiesTool) er5|9n eys
redhat-con g-users generating161

(Seeusercon gurationandgroupcon guration) runlevel 1,81
redhat-con g-xfree86 runlevels, 151

(SeeX Con guration Tool)



S

Sambal71
additionalresources]78
con guration,171, 174
default, 171
smhconf,171
encryptedpassverds,175
ndsmb, 178
graphicalcon guration,171
addingashare 174
con guring sener settings, 172
managingSambausers,173
list of active connections177
pam_smbpas4,76
reasongor using,171
share
connectingo viathecommandine, 178
connectingo with Nautilus,177
mounting,178
smbclient,178
startingthesener, 176
statusof thesener, 176
stoppingthesener, 176
syncingpasswerdswith passwd176
with Windows NT 4.0,2000,ME, andXP, 175
scp
(SeeOpenSSH)
securesener
accessing211
books,212
certi cate
authorities207
choosinga CA, 207
creationof request209
moving it afteranupgrade 206
pre-&isting, 205
self-signed210
testvs. signedvs. self-signed206
testing,211
connectingo, 211
explanationof security 205
installing,203
key
generating207
packages203
portnumbers211
providing a certi cate for, 205
security
explanationof, 205
upgradingfrom, 206
URLs, 211
URLsfor, 211
websites212
security 151
securitylevel

(SeeSecurityLevel Con guration Tool)
SecurityLevel Con guration Tool
iptablesservice, 149
trusteddevices,148
trustedservices 148
sendmail 289
services
controllingaccesgo, 151
ServiceLCon gurationTool, 153
setfacl, 32
SetupAgent
via Kickstart,46
sftp
(SeeOpenSSH)
shadaev passwerds,221
shutdavn
disablingCtrlAltDel, 227
single-usemode,81
SMB, 171, 222
smhconf,171
smbclient,178
smbstatus] 77
SoftwareRAID
(SeeRAID)
ssh
(SeeOpenSSH)
ssh-add162
ssh-agent]1 62
with GNOME, 161
star 33
striping
RAID fundamentals9
swapspacep
adding,5
explanationof, 5
moving, 7
recommendedize,5
removing, 6
syslogd 273
systemanalysis
OPro le
(SeeOPro le)
systeminformation
le systems296
/dev/shm,296
gathering293
hardware,297
memoryusage295
processes93
currentlyrunning,293
systenrecovery, 79
commonproblems,79
forgettingtheroot passverd, 79
hardware/softvareproblems;79

327

unableto bootinto RedHat Enterprise.inux, 79



328

T

TCPwrappers152
telinit, 152
telnet, 157
tftp, 91, 94, 97
time con guration, 231
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